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PREFACE 



This Rate Training Manual and Nonresident Career Course (RTM/NRCQ 
is intended to serve as an aid for personnel who are seeking to acquire the 
management and operational skills required of candidates for advancement 
to the rate of Data Processing Technician First Class or Data Processing 
Technician Chief. 6 

' c Designed for individual study, 'the RTM provides subject matter that 

relates directly to the occupational qualifications for DP. It is recommended 

that personnel studying this training- package should have completed the 

Data Processing Technician 3 & 2 course.-The NRCC that accompanies this 

provides the necessary requirements for. completing the RTM. Before 

starting your study, browse the entire RTM/NRCC. Note particularly the . 

7 If °S> a JS n ,° n C0Un5e admin istration and other mechanics at the front of 

MoT,? e> " y ° U are ready ' study ^ R ™ Pages listed in Assignmefft 1 
/ ot tncNKCC, and go on from there. Good luck in your endeavor^, s ' , 

* < This training manual was prepared by the Naval Education' and Training 
Prografti Development Center, Pensacofa, Florida,- for the Chief of Naval 
Education and Training. ^ , • 
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THE UNITEP STATES NAVY 

GUARDIAN OF OUR COUNTRY 

* The United States NaW is responsible for maintaining control of the 
sea and is a ready fcttce on^atch at home and overseas, capable -of 
strong action to pr/serve|Ke peace or of instaht offensive action to 
win in war. t ! \ V , : , 

It is upon the mah trance of this control that ourfen/ry's glorious 
future depends; the United States Navy'existsto make it so. 



WE SERVE WITH HONOR 

Tradition, valor, and victory are the Navy's heritage from the past. To 
these/may be added dedication, discipline, and vigilance as the 
watpwords of the present and the future. 

• Aj home or on distant stations we serve with pride, confident in the 
respect of our country, our shipmates, and our families. 

Our responsibilities sober us; our adversities strengthen us. 

Service {/> God and Country' is our special privilege. We. serve with 
honor. • 



' THE FUTURE OF THE NAVY 

The Navy will always employ new weapons^ new techniques, and 
greater power to protect and defend the United States on the sea, 
under the sea, and in the air. 

Now and in the future, control of the sea gives the United States her 
greatest advantage for the maintenance of peace and for victory in 
war. / , 

Mobility, surprise, dispersal, and offensive power are t^e keyno«gj$f 
the new Navy. The roots of the Navy lie in a'strong belief in the 
future, in continued dedication to pur tasj^s, and in reflection on our 
heritage from the past.. * 

Never have our opportunities and Qur responsibilities been greater. r 



9 

ERIC 



/• 



Y 



. . CONTENTS 

4 

..CHAPTER . u 

Page 

1. [Management Techniques ♦ > j. r 

2. ADP Organization and Personnel : . . . . \ a £-1 

3. ADP Physical Securitv/Risk Maitagement/Privacy 3-j 

4. Systems Analysis . . \ ' a* 

5. Data Base Organization . . . .* \ , 5 _j 

6. , Worldwide Military Commana^and Control System 

Operations C5tf|ffunity ... V ; g.j 

»\ „ * 

7. Documentation Preparation and Standards 7.1 

APPENDIX * 

I. Life Cycle Phases and Policies \ ^1-1 

II. Users Manual, Computer Operation Manual, and 

Program Maintenance Manual \ ^j.j 

INDEX * • j 

Nonresident Career Course (NRCQ Follows Index . ^ 



\ 



111 



9 

ERIC 



CREDITS 



Figures 6-2 through 6-19 and portions of pages 
6-2 through '6-22 are reproduced through the 
permission of v Honeywell Incorporated. Their 
courtesy and cooperation is gratefuljy acknowledged. 



iv 



6 



CHAPTER 1 



MANAGEMENT TECHNIQUES 



Good management traijts and supervisory 
abilities are prerequisites for the First Class o^r 
Chief Petty Officer, whp is required to function 
' as a front line supervisor and manager. The DPI 
or DPC will be in immediate control of 
personnel supervision and' will have many 
management, and supervisory responsibilities 
added to those present at the second class level. 
The supervisor should continuously MEASURE 
and EVALUATE the performance of the ADP 
facility in -support of established' management 
goals and objectives. For the purpose of this rate 
training manual, an ADP facility will be 
understood to mean the complete set bf 
resources dedicated to meeting a command's 
requirements for automatic data pfocessing 
ashofe or at sea. It is not the intent of this rate 
training manual to set policy or direct any ADP 
facility in an authoritative nature. This manual' 
will only make suggestions ox show different 
approaches tor common problems to assist the 
new DPI or DPC in the requirements and 
responsibilities of the position. Various helpful 
authoritative publications, instructions, 
standards,- and direj^ves will be ■ referenced 
throughout tftis manual. These references are ' 
cited for * purpose; "To assist you as a DPI or 
DPC to gain 9 wider^ perspective of the data " 
processing rating and assist you in pay* grade 
advancement.*; The complexity of modern , 
computer sterns requires the DP supervisor 
and manager to hav6 at hand a wide range of ' 
information to aid in effectively 'meeting the 
jesponsibilities of the ' position. * These 
responsibilities .range from satisfying the 
requirements of the "users,". to notifying upper 
management of problems and status.' A "user", 
in this instances anyone 'who requires the 
'services'of a computing system, ADP facility v or 
its products* x 



Having jacquired a vast amount of valuable 
knowledge and experience within, your field, it is 
now time to pass 6n this technical know-how to 
others. This chapter will discuss some, of the 
various factors that will aid you in handling the 
supervisory and • management duties and 
responsibilities of your job. Because the field is 

vast, printed materia} on the subject so 
voluminous, tod the scope of this text so 
limited, it gives yotf ,only a.cursory glance at the 
various subjects. Yourinterest and dedication to 
the DP field should, motivate you to, seek 
additional information beyond this text and 
noted references. Remember, it is the dedicated, 
studious, and knowledgeable DP that will soqae 
day be called "Chief." * 



THE SUPERVISORY POSITION 

< 

■ To most pepple, it is a wonderful feeling to 
be- prpmoted /to. a supervisory position. Most 
people like /the-, feeling of added prestige, 
authority over others, and'theTeeling of progress 
that goes ;\vith promotion. Of course, that 
'increase in/pay adds to the general good feeling, " 
too ; « , 

Supervision involves working^with people, 
and a i^ajor' responsibility of ^"supervisor is 
production. A good supervisor knowS how to get 
a job done by getting the most out of personnel. 
♦ As a >Vord of caution, however, the drive for 
production must not overshadow the consid- 
eration for the human element. People are 
not machines, and if you treat them as such, you 
will find that no artiount of pressure will 
permanently increase' the production rate. While 
you want to , achieve a high level of production, 
you also w^nt your personnel to- produce 
willingly andito show an interest in their work. 
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If you have even Ismail amount of experience 
in supervising Others, you are perhaps well aware 
that the job of supervisor is not as easy as it 
might sometimes sqem. The following discussion 
will present >some,of the majpr factors involving 
the supervisory position.^ 

COMMON* MISTAKES \ 

■ In learning any job,- learning what NOT to 
do is often as important as learning what to do.. 
The following are some common mistakes 'which 
new* supervisors tend to make, and which a'riew- jr 
supervisor should avoid. 

Your first days as a new supervisor are 
important. Your personnel will "be watching to y 
see how* you. react to this new responsibility. 
Your superiors will be observing you, too. This 
is the period to avoid some- of the common 
mistakes made by supervisors. ( 

"New broom" tactics are out! It. is not 
unusual to see an inexperienced supervisor, go 
into a new job with the idea that "things are 
going to "be. different around here," A new 
supervisor wantsio make a big showing, or let it 
be known that the way the last supervisor 
operated is now unacceptable. This precludes a 
very potent psychological factor called 
"resistance to change." Pe^opfe fear and resent 
change. It is far better to let your personnel 
know that nothing will be changed for the time 
being; and, after you get your feet on the 
ground, gradually make the necessary changes. 

Do not make promises in order to gain 
friendship and support. Even a hinted or implied 
% promise can sometimes be' dynamite. 

Avoid dictatorial practices; they are fiercely 
resented. An overshowing of authority during 
your first days on the job will be particularly 
noticed^ 

Careless remarks, which would go unnoticed 
if they came.fr^m one of the crew, take "on a 
new significance wfien they come from a 
supervisor. You must carefully weigh your 
remarks when members of your shop or crew are 
listening. 

Failure to delegate work and fearing to trust 
subordinates are common failings of a new 
supervisor. The result is that soon the ftew DPs 
worjc gets stacked up and the whole unit is 
bottlenecked. 



When you make a promise and are unable to 
keep that promise, you accept the blame. There 
may .be a good reason for your inability takeep 
your promise or the fault may lie with one of 
your subordinates, but the imp^tant thing is 
that you* accept the responsibility and do not 
pass the buck. Passing the buck when something 
goes wrong is ^ sure way to lose the respect of 
your subordinates. And above all, do not lose 
your temper in front of your personnel. You 
must be master of yourself before you can 
control others. 

THE FINE LINE ^ 

As ?f supervisor, you must draw a fine line in 
the relationships between you and your crew. 
Do not assume a false dignity; but at the, same 
time, the old "buddy-buddy" relationshipsjhat 
you used to enjoy are no longer appropriate. 
Drawing this fine line is one of the'most difficult 
parts of the job of a new supervisor, but it must 
be drawn. It is understood that the first class 
who is the shop supervisor or crew leader has the 
more difficult job in drawing this fine line, 
especially when on duty. The team leader eats 
and sleeps with other data processing personnel. 
The new DPI also Attends the same clubs, but 
must ensure that subordinates understand that 
general' conversation in„the relaxed atmosphere 
of the club and comments on the job carry 
different weights - and have different valttes. 
While this does not mean that a supervisor's 
actions* on the job are to tfe radically different 
from those off duty, it does alter some measure 
of relaxation. 

To accomplish this task and maintain 
balance, ask your subordinates for advice and 
help, rather than give thtf~ mpression that you 
know it all. Let the crew know that^you have 
confidence" in them'; maintain, a friendly 6ut 
conservative attitude; treat them all alike; be 
consistent; and set a gooc} example yourself. 



SUPERVISORY DUTIES AND 
RESPONSIBILITIES 

A specific list of duties and responsibilities 
can be made only when it concerns a specific 
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position; howevert here are some typical duties 
and responsibilities: v 

^ 1. Getting the right person on the job at 
the right time 
2. Using and storing materials economically 
% 3. Preventing accidents and controlling 
hazards 

4. Keeping morale high 

5. Maintaining the quality and the quantity 
of work 

6. Kfeeping records and reports * 

7. Maintaining discipline 

8. Planning and scheduling work 

9. Training personnel 

10. Procuring the supplies and equipment to 
* do the work 

11. Inspecting, ■ caring, for, and preserving 
equipment / 

J 2. Giving orders and directions . 

13. Maintaining liaisons with other units 

14. Checking and inspecting jobs and 
personnel 

1 5. Promoting teamwork * 

^ 1 6. Maintaining good housekeeping on the 
, job 

17. Keeping operations running smoothly 
and efficiently 

Analyzing the typical duties and 
resp6nsibilities listed above, indicates that the 
following major areas are common to all 
supervisor positions: 

1. Production 

2. Safety, health, and physical welfare of 
subordinates 

3. Development of -cooperation 

4. Development of morale 

5. Training and development of 
subordinates 

6. Records and reports/ 

7. Balanced supervision 

These areas of responsibility will 
discussed in the following paragraphs. 



be 



Production 



It is the supervisor's responsibility to see 
that all work is done properly and on time. This 



is true in- the office or in the shop. To 
accomplish those jobs, the supervisor functions 
in three main ways: 

1. The work must be organized and 

-planned so that maximum production is 

accomplished with a minimum of effort and 

confusion, % - 

2„ As much as possible, the responsibility 
and authority for completing the, work must be 
delegated, keeping in mind that the* final 
product is the responsibilty of the supervisor. . 

• 3. The supervisor must control the work 
load and see that all work is prepared correctly. 

Safety; Health, and Physical Welfare 

Safety and production go hand in hand. The 
safe way is the efficient way. When personnel 
are absent because ' of injury, 4 they ' are 
non-producers. A, good supervisor stresses safety 
'to the crew; sets an example by working safely; 
teaches safety as an integral part of each -job; 
and most of all, plans each job with safety in 
mind, A good supervisor does not wait until 
after an accident, happens to start safety 
measures. 

Showing concern 'over the health and 
physical welfare of your crew will also pay off in* 
increased production. It will add to their feeling 
' of trust and confidence in you as a supervisor 
and increase the amount of respect they have for 
you. V J " . r 

♦ 

Development of Cooperation 

The necessity for developing cooperation 
between, the meipbers of a^upervisor's own unit 
goes without saying. Some supervisors, however, 
tend to overlook the necessity for cooperation 
in two other directions: 

\ . Cooperation with management 
2. Cooperation- with supervisors of other 
units 



/ 



) 



In carrying out the job, a supervisor often 
has dealings with persons in other units of the 
activity. It is particularly essential, therefore, 
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that supef visors of these units develop the 
cooperation listed in (1) and (2) above. 

Development of Morale 

The esprit de corps of .a* group and their 
willingness to work .toward common goals 
depend to a gisat extent upon the leadership of 
the supervisor. A producing grpup will be found 
to be a group with high morale. 

Training and Development i 
of Subordinates i ' 



A good supervisor is invariably ^ a good 
teacher, and a good leader is a developer of men 
and -women. One of the basic polidL of Navy 
supervision reads: . ^ 



The greatest contribution supervisors can 
make is the development of their people. A good 
supervisor will arrange to have at least one 
trained person ready to assume responsibility 
should the need arise. It is a sign of good 
leadership wKen a supervisor can take leave, and 
the job continues to run smoothly. Do 'not be 
.afraid to teach every phase of^ur own work to 
at least one or two subordinates. A great deal of 
the supervisor's time involves teaching, so 
cultivate yoi^teaching ability. 

Reports and Records 

Most supervisors, particularly shop 
personnel/ do riot like to keep records and 
prepare reports, yet they are a vital part of the 
work. Make it a point to kfeep neat, accurate 
records and reports, and get the reports in on 
time. Paperwork may look like a Waste of time 
to you, but some day you willVealize how much 
your jqb depends upon it Some required reports 
and reporting procedures will be discussed in the 
management portion of this chapter. 

Balanced Supervision 

Analyze the major duties and responsibilities 
just covered. You, as a supervisor, must ppy 
proper^ attention to each phase of your job. Do 
not emphasize production at the expense of 
safety or r training. Also, do not become so 



concerned with the human element that 
production is neglected. Keep up with 
paperwork, and in^ so doing avojd' its 
accumulation to the 'extent that you have 
periods when you have, to devote your entire 
interest to this responsibility at the expense of* 
others. Always strive to put the proper emphasis 
On each of your responsibilities and you will be 
practicing balanced supervision. 

TRAITS OF AXJOOD SUPERVISOR 

There are vatious trails that are desirable in a. 
supervisor. Some of these traits are discussed 
below.* 

i 

- Loyalty 

One trait that should stand out in every 
supervisor is loyalty. It is important that* you 
show loyalty fo your country, to the Navy, to 
your unit, to your superiors, and to the people 
who work for you. Surely, you will agree that to 
}get the respect and loyalty of. your personnel, 
you must be loyal yourself. 

Positive Thinking 

. A -good leader wilt always be a positive 
thinker. TTiinking in terms of how things can be 
done, not why - they cannot.be dona. The 
positive^ thinker maintains an open mind to 
changes, new ideas, and training opportunities, 
looking to the future with confidence, a 
confidence that is catching. Everything 
worthwhile that has ever been accomplished in * 
this world was accomplished by positive 
thinkers. Ifryou want to lead others, start today 
and practice the art of positive thinking. 

" Genuine In terest in-People 

Have^you ever met really great leaders? If so, 
instead of berqg cold, and aloof, th^ individual, 
probably turned out to be a warm, friendly, 
human being who seemed, to make you feel 
important by paying close attention to your 
words. • - 



/ 
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One of* the /fust steps you, as a new 
supervisor should take is to get to know your 
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• *■ 

people personally. This not only creates the 
' feeling of genuine interest in the individual, but 
helps you to place the right person in the right 
job at the right time. 

The importance of 'knowing, your crew 
personally increases when the need arises to 
convert from a data processing technician to a 
professional defensive tactician and fighter. 
Here, the wrong person in the wrong place 
could prove disastrous. 

INITIATIVE 

A person with initiative is always needed in 
the naval service. ^Initiative is evidence of an 
open and alert mind. If you have initiative, you' 
.continually look for a better way to do things; 
you do not wait for others to do them. You do 
not put off until tomorrow what should be done 
today. If you see an unsafe condition, you 
correct it bejbre an accident €teurs. If you see 
that a new. form or procedure would simplify 
the job, you demise it. Jf you see.an inadequacy 
in yourself, you sincerely try to overcome it. A 
Weak person lacks initiative. A leader is 
characterized by .strong initiative. . * 



Decisiveness 



A leader is able to make decisions. One of 
the most common complaints heard * from 
subordinates is, "You can't get a decision from 
our supervisor," 

. A great mXjority of the decisions that have 
to be made by a supervisor in the naval service ■ 
concern relatively petty things. As often' a*j»ot> 
the person merely wants the supervisor's 
approval to perform some minor action which 
the individual already knows should be done. A • 
prompt "yes" from the supervisor is all that is 
necessary. In many trivial Matters it makes little 
difference whether the answer is "yes" or "no." 
Tfte important thing is to ge* an answer. The 
supervisor who stalls, puts off, eyades, dr refuses 
to give a decision is a bottleneck. 

Of course there Are times \vhen a decision 
Jiil^scareful consideration of many factors 
and therefore much deliberation. In such cases, 
the superv^oi^should tell the person when to 
return for the decision and see to it that the. 
decision is ready when promised. 
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TacHnd Courtesy 



A good leader is habitually tactful and ' 
courteous. Whether in the shop or office, a 
supejyisor can be courteous. Being courteous . 
does not imply that a supervisor is a weakling or 
a sissy; rather, it implies thoughtfulness. 

Tact can be defined as "saying and doing the 
right thing at the rights time." It is the 
lubricating, oil in human relationships. It is the 
regard for'the feelings of others based on an 
understanding of * human nature-the little 
considerations that make the job pleasant and 
smooth. 

Courtesy can be defined as "treating others 
with" respect." It means treating people as 
important human beings, not tools to be-used 
for your convenience. ,It means following the 
accepted . rules of conduct,* being polite. 
Courtesy^ is one of the marks of a good 
supervisor. Courtesy is important to the 
supervisor. _ One discourteous act, even though 
unintentional, can make" you an enemy-and, as 
a supervisor, you cannot afford to have enemies. 
"If you Have one enemy, you have one too 
many." Remember, courtesy is contagious. 
f 

Fairness i 

The personnel in a -shop or crew are ex- 
tremely sensitive to partiality by the supervisor. 
They will even single out little incidents where 
there was absolutely no intent to' show favor- 
itism. For this reason, you must think ahead on 
.changes to-be made, decisions to be handed 
dpwn, work assignments, recommendations for 
promotion, and the like. In each, instance you - 
must say to yourself, 'This action will make this ' 
particular individual happy; but how will every - 
other individual in my unit feel about it?" 

Many experience^ supervisors will tell you 
of cases where they' were very friendly with 
certain individuals, when the time came for ' 
discipline or some other adverse action, it was 
very-difficult to deal with the situation. 

Sincerity and Integrity 

A supervisor who deals with personnel 
squarely and honestly all the time, wins and 
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holds their respect. Such a supervisor can talk 
with crew Wmbers on a one-to-one basis, and 
not be afraM to face the facts. "Give me the 
supervisor whu looks you straight in the eye and 
tells the truth \very time!" 

Consistency \ of thought and action are 
important if the\crew is going t6 know where 
they stand. Being Voo strfct oner day and too lax 
the nextHs worse Vhan being consistently strict 
or consistently lax. It is not wise to exhibit good 
and bad moods* to\ your crew. Strike a happy 
medium between firmness and laxness and be 
consistent, j 

Dependability, on& of the marks of integrity, 
involves meeting obligations promptly. A 
reputation for being a rsquare-shooter" is worth 
every effort/tfn your part. This reputation must 
be built j&arly, even prior to appointment as a * 
supervisor. One violation of integrity, may take 
months to rectify— or fqreve*. 



Confidence 



will help you . achieve success in maintaining 
discipline of those under your supervision. 

The Art of Giving Orders 

-A good supervisor gives much thought to the 
art of giving orders. Proficiency in this area reaps 
many benefits, and since most^ disciplinary 
problems are the result of the failure of people 
to carry out orders, this subject cannot be 
overemphasized. Ttiere.are three basic types of 
orders: ' 

1. Thecomn^nd * * & m 

* • # 

2: The request 

3. 4 The suggestion 

-% 

* Consideration should always be given to 
(1) the situation under which the orders are to 
be given, md (2) the individual who is to carry % 
out the^rders. Succeeding paragraphs examine 
the types of orders |j£ted above in the light of 
each of th^se two considerations. 



A good supervisor has^a quiet confidence 
(not an arrogant of codky manner) based on "a 
thorough. knowledge of [ the job and a belief in 
personal ability. Confidence "begets confidence. *' 
The ^jnousy, hesr^nt supervisor who lacks 
perspnal confide&e, cannot inspire conf^ence 
in pthers. It is amazing to see how people will 
follow an individual >vho is charged with 
confidence personally knd in an idea, ^ven 
crackpots or cranks can win followers if they 
appear confident. Some people put on a front of 
aggressive confidence tp hide an inferiority 
complex. They' ridicule the opinions of t>thers; 
they dominate con versatijpnsf they are "arrogant. 
Such, individuals get their oome-uppance sooner 
or later. However, the individual who, has quiet^ 
inner confidence, expressed *by a confident 
manner,, b^actions,.and py* words, is respected 
and follow^dN^ ' 

MAINTAINING DISCIPL 

One of the major problems, which you as a 
new supervisor ^may encounter is that of 
ipaintaining discipline oft subordinates.. The 
following discussion provides \om$ pointers that 



The Situation- 



In military formations, the direct command, 
or formal type of order, is always used. *The 
direct command should also be JRd when there 
js immediate danger, a-fire, an accident or A other 
emergency, disobedience of safety rules, and so 
. fdrth. / 

The simple request is the best type of order 
to give for daily routine work. The request is 
used for most orders' given;by good supervisors. 

The suggestion is excellent when you wish to 
use personal initiative, when you do not have 
time to work out the details,, or whemyou-do 
not know yourself exactly how the job should 
be done. This method of'gjving orders builds 
" morale and shows your people that y&u have , 
confidence in them. Howeyer, it is not clearcut, 
and you certainly w^uld have no recourse if the* 
job were not done properly. 

The Individual 

The direct command might have to be used 
in 'giving orders to the careless, lazy, 
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insubordinate, or thick-skinned individual. 
Except in the "unusual situations mentioned 
above, the, direct cbminand is normally reserved 
for those to whom we must speak firmly and 
positively. 

The request.is by far the best type of order 
to- use with normal, individual. With most 
individuals, a simple request in the^-form of a 
qufcstibn has the full effect of a direct order, 
Moreover, it festers a feeling - of cooperative 
• effort, of teamwork. 

^ The' suggestion is excellent for those to^ 
' whom a. suggestion 'or hint is sufficient 
Individuals with real initiative like to be "put on 
their own." In dealing with a sensitive, highly 
intelligent individual, a mere hint that something 
is desired is enougfi to get a project started. For' 
example: "Petty Officer Smith, I wonder if it 
would be a good idea to do thi$?" or, "Da you 
have any ideas on how this can be done?", or, 
"One thing we "really ^need is \ . . ". Petty 
Officer 'Smith "then becomes a key person in the 
project ^nd feels important. It shows your 
confidence 'in Smith as ap individual, and thus 
provides excellent training. The suggestion type 
•of order stimulates an individual's . personal 
performance. 

Although the situation and the individual are 
the prime fc^psiderations in giving orders, the 
attitude and tone of voice in which they, are 
given are very important. Give all orders in 
accordance with the five "C'*s" -Clearly, 
Completely, Concisely, Confidently, and 
Correctly. Also avoid orders that are, 
unnecessary and/or superfluous. 

THE ART OF REPRIMANDING 

■ / 

When an order is'disobeyed or not carried 
out, you. would be remiss in your duties as a 
supervisor if you did not do something about it. 
The most common type of discipline used by 
supervisors is the simple reprimand. 

The reprimand, too, must be fitted to the 
individual and the situation. Just the slightest 
hinrof something .wrong will be more crushing 
to' a sensitive individual than the severe sebuke^ 
,y&^ might give a thick-skinned person. • 

The reprimand >sfiould be a calm, 
constructive action, not a destructive one. You 



are interested in building strong individuals, not 
tearing them down. You are interested in the 
underlying cause(s), not in how to get even with 
•an individual. 

t Failure to* act when a reprimand is due is a 
sign of poor supervision. A supervisor should not 
be too lenient and ingratiating.- If one of your 
t cfew "gets, by" wi^h something, you may Igse 
control. Issuing too many reprimands is just as 
bad : an inexperienced school teacher/ for 
instance, } may . keep scolding pupils until 
complete bedlam results! 

A fine line should be drawn between 
harshness and leniency. Only a supervisor with a 
keen understanding^ human nature can discern • 
this line. 

Practice the three "F's" of discipline: 
Fairness, Firmness, and Friendliness.- The 
recommended procedure for administering 
reproof follows: ' a 

1. Get all the facts. 

2. A person should not be reprimanded in 
fro/it of others. r 

3. Put the individual at ease. Give a word of 
praise first, if appropriate, to take out 
the sting. 

4. Use no sarcasm, anger, on abuse. 

5. Fit the reprimand to the individual. 

6. Have all the facts at hand; there may be 
an attempt to deny the chaige. 

7. Presen^the facts. 

8. Ask the person why there was an^or., 

9. Try to get the person to admit to>he 
mistake. / 

10. Do not threaten; the individual kno^s 
how far you can go. \ 

11. Once there is an admission of guilt, the^ 

- reprimand is over. \ 

12. Leave on a friendly note, letting the 
person know the incident is closed. Do 
not nag. 

13. Later, follow up with a casual and 
friendly contact at the shop. 

To test the effectiveness of your reprimand, * 
ask yourself, "Did it build morale?" Remember 
that you must get along with subordinates in the * 
fixture; you must keep them working, a 
{froducing unit; and you must be able to get 
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along with your own conscience. You do not 
haye to be soft, but remember that there is a 
great deal of difference 'between dignity and 

arrogance. * . - 

<• * * 

POSITIVE AND * . 

NEGATIVE DISCIPLINE 

So far; discipline has bfcen spoken of in * 
terms of punishment. Actually, - discipline is 
much mpfe tttan reprisal for wrongdoing./ 
Discipline exists also where no' disciplinary 
actions ever have, to be taken. Most people 
realize that they cannot get along without 
self-discipline, and that no organization can 
function, no progress can be made, unless 
individuals conform to what is best for the 
whole group. The supervisor who can build the 
spirit of cooperation, *V7htcIT^4he basis for true 
discipline, has no discipline problem* 

- Positive- discipline, the trend iri discipline 
that is being studied widely by intelligent 
executives and supervisors, is the force that 
originates witjiln • the person that prompts 
obedience to rules and regulations. People in a 
Navy organization do what is right because they 
<io not want to hurt the group as 3 whole, and 
tjecailse they believe that ~by following the 
accepted rules the group's objectives will be 
accomplished. The supervisor who Builds up this 
esprit *de corps has little need to resort to 
.negative discipline. Negative discipline is a 
discipline of fear, based on threat of 
punishment. This type of discipHne originates « 
from "without the person. An individual ,, 
subjected to this type of discipline will do only . 
endugh to get by when you are watching. Wheiv 
you l^ave for a few minutes, discipline leaves 
toq. The individual's only . motivation for 
*6rking is fe$r of reprisal. 
4 % Discipline and high morale go h^ndii\hand. 
Positive discipline is dosefy tiecf in wi th the 
admiration and respect of the people for their 
supervisor. This, in turn, is* based orf good 
human relations. , \ ' 

THE HUMAN RELATIONS ASPECT 
OF DISCIPLINE - *> * 

Wheft good human relations exist between 
you % and -your work force, it is usually an 



indication that you appreciate and understand 
your people, have their interests^ and welfare at 
heart, and respect their opinions, knowledge, 
and skills. - 7 

Some of the human relations' factors that 
lead to positive discipftQ^are listed below: 

* # L As a good supervisor, you should 
understand the principles, standards, rules, and 
regulations necessary to good 'conduct. Believe^ 
in these things and practice them yourself. 

< 

2. Know your people as individuals, 0 and 
trgat them fairly and impartially. 

3. Develop the feeling of "belonging" and 
security in the group. . ' 

4. Get information to the group through 
proper' channels, «nd promptly eliminate 
rumors. , * * $ 

5. Use authority sparingly and always 
without displaying it. ; " 

6., Delegate authority as far down the line 
as possible. * 

,7. Netflr make issues ohminbr -infractions 
♦or personal issues of disciplinary matters. * 

§. Display confidence in the group, rather 
than, sftfrpicion. (Workers^are reluctant to betray 
expressed porifidence.) 

9. Train the group technically. . 

10. Lool£ after the mental and physical 
welfare of the group. % * 

1 1. Try to avoid errors, but show willingness 
to adpit errors when they are madel 

12. Develop loyalty in tlte group and of the 
group, 

13. Know that idle hand$ or minds lead to 
trouble, so keep them busy. (Slack work periods 
can be, used for training.) 

14. Know that .because of individual 
differences discipline cannot be a completely 
routine matter* Discontent, idleness, lack of 
interest in * the job, misunderstanding of 
'regulations, lack of uniform enforcement of 
lobulations, resentment, and emotional strain are 
some of the principle causes of misconduct. The 
wise supervisor, will avoid the Necessity for 
formal discipline by removing as many of these 
causes as possible. 
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. ACHIEVING TEAMWORK 
WITHIN YOUR OWN GgOUP 

" Since primitivejtfr^ people Jiave learned to 
band together foyPotection, to build, or to 
, attain a goal toCpKe to'be accomplished by an 
incHvidualMChe^Mve learnt that in fcaity there 
is strength There are also psychological factors 
involved antt every supervisor should know and 
appreciate these psychological .rewards that a 
group must give to hold its members: 

1. A feeling of security 

2. A feeling of "belonging" 

• 3. A filing of/'h&eing somebody T within 
the group , L 

* 4. A feeling of pride in the group. 

5. A feeling of recognition from outsfde the ; 
group^ (The harder it is to get into the group, the, 

' more important the members feel.) * 

6. A feeling of accomplishment (The grotip 
* is attaining cp mmpn goals.) ; 

7; A, satisfaction of certain needs 
(advancement, pride in ^oix, " acquiring new 
skills, and so on) while attaining the goals of the 
group. 

A good leader will encourage these'/eelings, 

Jce the^ stroflger these psychological rewards, 
5 stronger will' be the group. Some supervisors 
lieve such a strong feeling ofgrotip pride that 
their crew- actually feel that it is a privilege to 
work in tde group. The. people w£ supervise are 
human beings with individual differences, and 
they usually produce only to the ext6nt that 
they feel like producing; and their "will to 
produce is based primarily on the ability* of 
'supervisors ttf« win tWfeir cooperation. Good 
leadership is reflected in* this ability to get 
cooperation; and cooperation, in turn, is a 
reflection of the respect the people have for 
their supervisees. Teamwork or cooperation, 
then, is (fesed on good human relations. 

When you, walk into any shop or office, you 
can almost feel whether eft- not the spirit of 
cooperation is present- If it is there^you caijsee 
it in the faces of the people, in the appearance 
of the work spaces, in the receptidri you receive, 
in the way the work is performed. 



Poor cooperation is indicated Wnenever, 
bickering,* jealousy, andjxtetion, are present. 
Low production is the inevitable result. 
Frequerft accidents, indifference^ sloppy work, 
griping, complaints arid gHev^ncesi criticism of 
the uoit, buck-passing, loafing , n$ ny requests 
for transfer, poor planning, poor training or 
indifference to trainings-all these danger signal* 
indicatg lack of coopmtion. 



ELEMENTS TO CONSIDER IN . 
DEVELOPING COOPERATION 

Developing cooperation within your group is 
-largely a matter of'adaptirig your .behavior to 
me<srt th&* Varying situations encountered 
daily -and in going out of your Way to show a 
willingness to cooperate. You do not just order 
cooperation! You achieve it. 

Correcting Mistakes 

When cowecting a mistake a crew member is 
making, unless safety is involved, make the 
( correction through, those who deal directly with 
the individual. There may be a valid reason for 
the performance of wljat ypu may consider to 
be a mistake. Remember, ,the individual takes 
orders from an immediate Supervisor, and this 
supervisor may have a valid reason for •making 
changes to your orders. 

Delegation of Authority * , 



A good supervisor. soon learns 'to delegate 
work, developing subordinates and«getting ttiem" 
to do all the routine wor£ Such a supervisor 
then has time to handle personnel problems, 
time to study, and time to do the nec&saty 
planning and creative work. The supervisor who 
does not learn the knack of delegation, develops 
ulcers— and a noncooperative group! 

Keeping Your People Informed 

Keeping your people Informed igeans 
exactly that. It is extremely important that your 
people know the reasons "why" regarding 
changes that affect them. If security prevents 
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you from giving reasons, tell your people. 
Remember^ "Morale does not well up from the 
bottom-rather does it trickle down from the 
top!" 

Setting the .Example , • */ 

It is your job to set the example. If you are 
enthusiastic about your job, friendly and 
good-humored, and^ foster harmony among your 
associates, you will attain your goals- and do 
much to create a cooperative attitude in your 
group by your personal example. 

Giving Credit 

Do not fay to give credit where credit is due, 
and do not forget to pass on any credit given to 
you. A good supervisor gives full credit to, the 
team. Frequent and sincere praise is a wonderful 
incentive to individuals and to the group as a 
whole. 

Tactful Handling of 
'Personal Problems 

Personal problems come. up almost daily in 
any group of peopfa A supervisor must tactfully 
handle each of these. Rumors about any of your 
people, disputes between the workers, family 
troubles, and similar situations can disrupt the 
efficiency of the group. Usually positive action 
by you is required. 



N|u, as a supervisor, should try to solve 
problems that arise in your shop or^crew that are * 
within your capability of solving. Thjs does not * 
mean that you should act as chaplain, marriage 
counselor, and/or psychiatrist, rather it 
emphasizes the need to be able to recognize the 
symptoms of those problems requiring special 
ability- ir) sdiving, so that you may arrange to 
have them placed in proper hands as scron as 
possible. * 

In each case, you must first listen and get all 
the facts, then tactfully bring about a solution 
so that afl concerned can go back^to the job and 
work in harmony. Facing problems squarely and 
honestly,, bringing them out into the open on 3 
personal basis, and solving them before they 
explode, are usually the best courses of action. 



COOPER ATION WITH YOUR SUPERIOR 

* Your superior is very important to you.jin 
this individual's hand^rest^much of your ability 
to successfully complete your job. 

Many supervisors rate loyalty as the most 
desirable quality in an employee. As a loyal 
Supervisor ^j^urself, it is your duty not to 
criticize your superiors to others, even when you 
do not agree. . * 

Dependability is another desirable quality 
your superior looks for in* you. Your boss likes 
to know that once an assignment is given to you, 
it will be carried put to Completion to the best 
of your ability, and on fime: There are few 
things more annoying than the person who 
always has an alibi-who cannot be depended 
upon. 

Do not be a "yes" person, but on the other 
hand, do not go *to the extreme of being k "no" 
person. Your superiors want subordinate 
supervisors who are not afraid to state opinions 
tactfully, eyeh if this meanS opposing opinions. 
This^ does not mean, however, that you should 4 
disagree constantly and consistently oppose 
ever^Sdea! 



fclake Suggestions Tactfully 



Most bosses resent employees who make it a 
common praptice to tell them bluntly what 
^should be done or what shouldn't be x done. It's 
easy to get your ideas' across, to the boss without 
incurring resentment; just put them -in 'the form 
of a question: "What do you think about this 
idea?" or "Do you think this would work?" If 
your supervisor gives you an assignment that is 
obviously a mistake, tactfully inquire about 
handling it in another manner. However, if your 
supervisor insists, do not argue. 

•Keeping the Boss Informed 

Your boss likes to know what is going on, 
but he does not want to be bothered with all the 
petty details., Keep your boss advised 'of 
personnel problems, proposed changes, and 
oth$r important matters. 

If you make a serious mistake, tell your 
superior about it immediately, rather than wait 
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for it to* be discovered. Remember al$o, yotjr 
superior will not w^nt a lengthy 'explanation of, 
youractions^ ' 

COOPERATION WITH YOUR >> 
FELLOW SUPERVISORS . 

Frietion v and jealousy are your prime 
enemies in establishing a feeling of cooperation 
with- your fellow supervisors. It \i the good 
supervisor 'who avoids "back-stabbing^" 
gossiping, or criticizing fellow supervisors when 
the competition becomes keen. The bjg thing to 
remember is that you do not rise by crashing 
others. Eventually unkind actions will 
boomerang, and if enough people dislike you, 
you will start failing in your job. * , 

In addition to being cooperative personally, 
a good supervisor may sometimes have to 
encowage cooperation btr the part of other 
suptfvisors. In the long run. it is the'person who 
is role to foster and maintain harmony in tffi 
relationships wjio is needed for the Navy's key 
jobs. 



THE MANAGER POSITION 

The first part ,pf tfiis chapter has dealt with 
the supervision of personnel. As a DPI or above, 
a good portion of your time will be taken up in 
the technical management of the ADP facility. 
The data processing technical manager, usually a 
DPl^ or above, is responsible for carrying out the 
objectives set forth by higher authority. The 
technical ADP manager must Have the authority 
to accomplish the responsibilities of the position 
and must have the complete cooperation of all 
other levels of^ management in performing 
job-related duties. In accomplishing the 
objective of the ADP facility, the technical ADP 
manager must keep upper management informed 
of the progress made, as well as many problems 
which may arise. 

4 •• 

Although the procedures for ADP 
equipment vary according to* the purpose for 
which the equipment is to be used, problems of 
management' are quite similar among all ADP 
installations. " No Navy activity using ADP 
equipment is, relieved of the tasks of applying 



the most economical contract terms, assuring 
proper computation of rental and maintenance 
costs, accurately recording time, effectively 
using the equipment, and all the other aspects of 
good management. 

■ * " ** 

All Navy activities that have an ADP facility 
shoi^ld establish or have a reasonable replica of a 
Computer Performance Management (CPM) 
program* A CPM > program is , any structured 
effort that measures and evaluates the 
performance of installed computer systems in 
support of established local upper management 
goals and objectives. This subject area is 
suggested to assist the DPI v and above in 
planning and- organizing a CPM* program at all 
Navy ADP facilities. The~ following paragraphs 
provide an explanation of the relationship 
between QJJW and the functional responsibilities 
of the ADP facility DP technical manager. 
Specific responsibilities to . be considered 
include: (1) service to users; (2)1nanagement of 
resources; (3) communication with upper 
management and higher authority; (4) vendor 
and Customer Engineer (CE) relations. 

CPM AND MANAGEMENT 
RESPONSIBILITIES Z 



The .problems and responsibilities that, the 
1 ADP technical manager must face are similar to 
those encountered by petty officers in other 
functional areas of any command. The goal of 
maximizing productivity at minimum cost 
applies to the DP technical manager as well as 
the manager of the engineering spaces of a 
' carrier; Thi BT or EN petty officer's need for 
timely and accurate information with which to* 
plan for future requirements is as acute as the 
needs of the DP technical manager of an ADP 
facility,, But while the growth of computer 
technology has helped to ease the burden and 
increase the effectiveness of managers in nearly 
- every other aspect of command operations, it 
has sometimes turned the ADP facility technical 
manager's job into an overwhelming challenge. 
The DPI or above may be charged with the 
responsibility for , technically managing a 
multimillion dollar resource ashore or at sea that 
operates at electronic speed on hundreds^of 
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independent problems at a time. The Navy's 
largest computers can process thousands 'of 
Afferent jobs, from as many different sources, 
each day. Except for sporadic messages on the 
operator's console, and the visible movement of 
tapes, disks, and printers, most of what 
determines how well a computer system doesife^ 
work is concealed within the circuitry of th^ 
hardware itself. It cannot be observe^ 
measured, or Evaluated without the application, 
of specialized technology. Yet .many of the 
important decisions that a DP must make about 
the AEJP resource depend upon a detailed and 
precise understanding of these invisible events 
and what they signify. 

Consider a few of the decisions that the ADP 
facility technical manager faces nearly every 
workday. 



1,. Are user complaints about poor service 
justified? . 

2. If so, what is the most economical and 
feasible way to remove or miriimize the 
cause(s)? 

3. If not, what kind of human factor may 
have led to user dissatisfaction and how should 
the facts about Service levels* be communicated 
to the user? * 

4. \Vhat improvements could be realized by 
minor modifications* to user requirements? 

5. How are user requirements expected to 
Change in the next 1 to 5 years, and with what 
affect on present resources? 

'6, As for the facility itself, how many 
operator shifts are needed to handle the existing^ 
workload? 

7. How should the computer room be laid 
out to optimize operator efficiency? 1 

8. What kind of ' background should be 
required of support and operator personnel, and 
what kind of training should they receive after 

. they arrive? d 

9. f& the amount of downtime the system 
suffers reasonable, given the • state of 
contemporary hardware electronics and software 
engineering? 

10. Is the apparent slowdown in throughput 
durirtg prime .time hours (0700 to 1600) 
acceptable to users? To upper managment? % 

1-12 



1 1. Is there anything that can be done with 
the present configuration t° enhance its. 
performance during prime hours? i 

4 

12. If so, will the benefits justify the cost of 
the enhancement? „ 

13. If not, where is the bottleneck in the 
system and what is the most cost-effective way 
to alleviate it? • 

i Questions like these could fill the entire DPI 
and DPC rate training manual. The point is* that 
having reasonable and well-documented answers 
to these questions largely determines the 
effectiveness with which a DP manages an ADP 
facility, instead of merely supervising it. The 
fact is that good supervision and good 
management go hand-in-hand in the control, 
operation, and financial budgeting of an ADP 
facility. The answers to the preceding questions 
will provide the Navy with substantial dollar 
savings, of significantly enhance' a command's 
ability -to carry out its mission. The most 
immediate objective of a CPM program is' to 
mgjjjjain control *of a complex, costly, and 
critical resource through, a/ thorough 
understanding of Jiow that resoiirce performs. 
Supervisors and managers must be aware of the 
alternatives ihat ,are available to make the 
program perform more effectively and* 
efficiently. . • % 
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ADP management's greatest responsibility is 
to its user. They are the reason the ADP facility- 
exists and the reason you, as a DP, are stationed 
in the billet at your parent command. Although 
specific user needs cannot be stated for every 
qortimand, several categories of user 
requirements do appear to be common at all 
ADP facilities. These commpn requirements are 
(1) timeliness (2) accessibility (3) reliability and 
(4) availability. These requirements are discussed 
in the following paragraphs. 

TIMELINES S,-*MQst ADP users have" 
deadlines to meet and rely on the computer to 
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help them to meet these deadlines. This is as 
factual during a project's research* and 
development phase as it is in the production 
phase, and is reflected in the user's need for 
rapid turnaround time. In order to meet these 
system demands, the ADP technical manager 
must know all system turnaround time 
requirements, and whether the ADP facility is 
meeting these. Personally surveying users is not a 
. practical approach tp defining such requirements 
and waiting for the user to complain is no 
solution for monitoring levels of service. The 
ADP technical manager should obtain detailed 
information from system accounting log files for 
each job class. This entails the number of jobs 
submitted and the percentage of jobs meeting 
predetermined turnaround times. This type of 
information is invaluable' in resolving questions 
about batch jQb turnaround time while the job is 
actually \n the system. (See figure 1-1.) If a 
critical delay is outside the system, the 
production control logging procedure should 
record actual batch' job submission and pickup 
times, and should include manual operations 
such as reading in cards, bursting output reports, 
pulling input tapes, etc. 



Although degradation of turnaround time by 
a few seconds is not noticeable to the mainframe 
batch user, an equivalent delay in response time 
can be very irritating to the remote batch 
processing (RBP) unit or remote terminal (RT) 
user. The development of system software has 
made it possible to accurately measure RBP and 
RT response time at a large number of ADP 
facilities. From management's view this 
information is very helpful. 

ACCESSIBILITY. -The location and 
quantity of remote batch processors and remote 
tertninals can do much to affect a user's attitude 
toward an ADP facility. A user who has 
difficulty in finding an unused terminal will have 
little-regard for the ADP technical manager's 
efforts to satisfy immediate requirements. 
Measurement techniques can be used to record 
the port numbers and sign-on IDs of every 
remote access to the mainframe Central 
Processing Unit (CPU). The ADP technical 
manager should analyze this data and make 
suggestions to upper management for a more 
balanced placement of available terminals, if 
needed. £ , 
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NOTE A CONTROL LIMIT iS A VALUE 
CHOSEN BY THE ADP TECHNfCAL 
MANAGER ANO UPPER MANAGEMENT, TO 
REPRESENT THE BOUNDARIES OF AN 
ACCEPTABLE PERFORMANCE FOR A 
PARTICULAR SYSTEM VARIABLE 




CLASS A 



CLASS B 



LOWER CONTROL 
LIMIT 



*6 (WEEKS) 



FREQUENCY : WEEKLY 
PERFORMANCE CRITERION- 



I. X% OF ALL JOBS IN EACH CLASS SHALL SATISFY THE 
GUARANTEED TURNAROUND TIME REQUIREMENTS OF THAT CLASS. 



Figure 1-1. -Sample turnaround time report for management. 
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RELIABILITY.-^ brief system crash 
(software or hardware abort) may have little 
impact on the total turnaround time of a hatch' 
user's job, but it is unnerving to a user sitting at 
a remote terminal wondering when the system 
will come up again and how much worlc may 
have been lost in the process. Without sufficient 



information as to the frequency and duration of 
system crashes, the ADP technical manager has 
no real feel for the quality of service that is 
being provided to the users. Simple logging 
procedures such as mean time between failures 
(MTBF) and mean time to repair (MTTR) can 
provide this information. Figure 1-2 is a sampled 
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FREQUENCY OF SYSTEM Z 
INTERRUPTIONS 




UPPER CONTROL 
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\ (PAYS) 



FREQUENCY : DAILY 

PERFORMANCE CRITERIA '. * ■ * 

1. THEJ AVERAGE LENGTH OF SYSTEM INTERRUPTIONS 
SHALL BE LESS THAN X MINUTES, 

2. NO INTERRUPTION SHALL LAST LONGER THAN Y MINUTES*. 

3. THERE SHALL BE NO MORE THAN 2 INTERRUPTIONS PER 6AY. 



Figure 1-2.r-Sample report of system reliability for upper management. 
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report for upper management showing 
reliability of the system. 
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AVAILABILITY. -System availability is 
usually defined as the percentage of scheduled 
and unscheduled time during which the 
computer ,sys tern is operational and available to 
the users. There is another aspect of availability, 
however, v which concerns the nature ' of 
scheduled time itself.^ CQmplete* system 
dedication for a single purpose should be 
avoided during prime work hours,- if at all 
possible. Information concerning the magnitude 
and types of demands covering several" weeks can 
b6 used to determine the appropriate hours of 
scheduled time for each user or project. ' s 

SCHEDULING- 

• • • 

Scheduling is one^)f the most important and 
difficult jobs of an operating installation. 
Schedules should be tight enough' to preserve 
valuable machW time, yet flexible enough to 
allbvj for set up time, manual operations in case 
of error^, and unavoidable delays. Scheduling 
requirements will ff generally be determined by, 
the characteristics of an installation. The 
following cases present two extremes: 
* • 

' 1. An installation -that operates within 
jjigidly prescribed standard application , 

2. An organization that provides service for 
a multitude of users 

Most installations fall somewhere between 
thesfr. extremes, and ,the scheduling must- be 
tailored to meet the needs of the' particular 
installation. Operating' under .rigidly prescribed 
s t andSfd applications normally ensures a 
relatively fast turnaround. With a multitude of 
useit the turnaround time depends <tfi> the tot^l 
workload, and the distribution of this workload. 
To do an effective, job of scheduling, the 
schedule must be realistic. A realistic schedule 
allows for buffer periods. The basic reason for 
buffer time involves the required coordination'^ 
time of several activities in a data processing run. 
Perfect coordination of all activities cannot be 
expected. ' ^ * 



The value of 'scheduling specific *time for 4 
program testing has been proven by experience.' 
A continuing need for test-time is evidenced by. 
t the development of new applications, and 
maintenance , and " improvement of existing 
programs. " 

To keep setup time*to a minimum, optimum 
scheduling must be employed. Also useful in 
. minimizing setup, time is intelligent 
programming which keeps to a minimum the 
number of changes of tape reels, disks, aiid other 
peripheral equipment. 

A typical example of a daily operating 
schedule is shown in figure 1-3. The average 

' computer task is 30 minutes or less. Scheduling 
in one 1 hour blocks allows for special setup 

^ time, buffer time, and a good mix of other tasks. 

. This schedule shows 24 hoyrs across the top. 
Auxiliary; remote, and system components are 
shown in .the left margin. The codes in the time 
blocks will let the operating shift supervisor plan 
the job mix on the . system with a reasonable 
degree of advance planning during the day. For 
better turnaround time&nd testing for the user, 
as much of tfie system as possible sliould be left 
-open during prime working hours for regular job 
mix, remote batcjp. processing and remote 
terminal use. However, this will not be possible 
100 percent of the time. 

* s * • 

Ii} addition to scheduling testing time/all 
production runs must be scheduled to ensure 
utilization of the equipment. In the case of 
standard runs, they should not Exceed certain 
set limits on input/output (I/O) and running 
time. Reasonable limits can be deteipined only 
through' a study of the systems environment. 
For instance, do all applications utilize all I/O 
fc time? The norm usuallyteveals that I/O time 
just atyout doubles thatof the processor. 

Special nonstandard runs that exceed tHe set 
time limits for standard runs usually are run at 
night in a busy installation*. Intfhe case of often 
expected longer runs, it might be v feasible to 
tove a monitor with an automatic interrupt 
feature. With this system the computer can 
alternate between standard and special runs. 
Some time may be lost each time an interrupt is 
required, because appropriate storage of all 
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Figure 1»3.-Typical daily operating schedule. 



78.84 



conditions within the main processor is required 
at the time of the interrupt. But this loss is 
normally insignificant compared to the 
improvement in the overall C9mputer utilization. 

Scheduling Operations 

Scheduling operations cannot be a-Jiit or 
miss proposition. Machine utilization at all times 
should be in accord with a predetermined 
schedule. The schedule should give the operating 
group either a specific listing of jobs to be dbne, 



or a specific timetable of the sequence in which 
jobs should be processed. Inpuf data availability 
and all demands for ^machine time should be 
coordinated and reflected pi the schedule. The 
schedule must make provision, for regular 
production runs, special requests, program 
testing and assembly, unscheduled maintenance, 
and rerun time. . I x 

Scheduling can be considered as the act of 
screening all requests- for machine time and 
allocating time "on the basis of optimizing 
machine usage, meeting . all * prearranged 
comrrfitments, reducing idle machine • time,' 
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minimizing personnel overtime, and designating 
"sufficient time for contingencies. 

'There are several ways of establishing an . 
effective schedule. Basically, the scheduling 
operation is spread out over 'a time period. 
Repetitive requirements may be planned as' soon 
as they are known. For example, if a specific- 
report is to be prepared on a.specific date and 
the time requirement is two hours, this can be 
planned, because the requirement will remain 
static for as long as the job exists. Further* the 
approximate time of day can be specified 
according to the availability of-input cjata or the 
need for output data. 

A^preliminary schedule should be devised on * 
a monthly basis and should include recurring 
jobs. 'In developing this schedule, an 
examination of 'the following factors will 
provide enough information to Outline 
operations, throughout the month , with some 
degree of accur^oy: * 

1. Is this a repetitive run or a one-time 
request?' If it is repetitive, is it permanent. or . 
temporary?* \ ~~ 

2. t)oes the volume 'of data vary from one 
run to the next? 

3. Does the production time take into 
account setup time? 

4. Is the availability of the input data v 
always on time or is it often late and 
incomplete? * 0 

5. Does the input data require extensive 
setup time? 

6. Are there occurrences of poor data' 
preparation or invalid qontrols? 

7. * What are the numbfer and type of .data 
errors and^exceptions encountered? 

8* What is the relationship' of one 
application to another-can the setup functions 
be consolidated to facilitate setup time? " * 

-There- are many things which will cause a* 
variation in' setup tin^. Examples incline 
individual operators*. the number of manual 
interventions required, for "a given program/and 
the mode of operation at the data processing 
center. Historical data that will aid in making 
reasonable estimated of setup time can be 
accumulated. 



Estimates of program running 4ime should 
be included with requests for machine time. The 
programmer can determine this estimate in the 

' final stages t>f testing the program. An example 
of a machine time request 'form is shown in" 
figure 1-4. Note that the entry "estimated' 
running time" does not include setup time or 
provision for error recovery. These should be 
estimated by the scheduler and added to the 
programmer's time estimate^ , . 

The following questions should be answered' 
for each installation before scheduling 

• procedures can be established: 

* * 

1. Who determines the priority and 
sequence of processing and issues schedule 
commitments? " 

2. 'To whom are requests for machine time 
made? * v 

3. From whom do machine operators 
receive final machine schedules that indicate the 
actual job processing sequence? 
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Figure 1-4. -Job rtqutst. 
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The , answers may differ greatly among 
installations, depending on the nature of the 
processing done, the size of the installation, the 
organization of management, ^and the extent of 
computer operation. 

Several scheduling techniques may be 
applied during the scheduling period to 
. determine the final sequence o£ processing. They 
are summarized below,: 

Priority System. -For many reasons, .'one 
program can take precedence over another. It 
may be determined, for example, that all the 
requests from the supply department will receive 
immediate attention, ahead of the requests from 
other departments. It maybe that priority is/ 
dictated by the processing sequence of an 
• application, or priority may haye to be decided 
on the basis of a subjective evaluation. . 

"Normal Frequency. -Regularly 1 scheduled 
-(that is, repetitive) jobs may^ take precedence 
over all others. In some cases repetitive work 
may not be required on a specific date and can 
be processed within a specified range ^f time. 

' Demand.-Jobs may be accepted and 
processed in strict, chronological sequence, as 
requests for processing time are received. 

Combination of the Above. — Irv ipost 
installations, actual scheduling is a combination 
of all of the preceeding techniques. * 

When scheduling machine time and when 
reviewing machine utilization, distinction must 



be made between different' categories of time\ 

This is of value for analysis^ and for projections^ 

of machine requirements. If machine utilization 

analysis is done matafally, forms used for 

scheduling machine time should have room for 

the actual time used to be posted after the fact, 

The Daily Log form, illustrated in figure 1-5, can 

be useful ip this respect. However, the layout is 

• not an important consideration as long as there 

is provision for the f6llowing categories of time: 
* * 

1. Production time-tkne used for 
processing an application. * * 

.2. Asse^jnbjy time-time used for program 
-assembly or compilation. 

3. Testing 4 time-time used for program 
testings whether used by ' operations or 
programming. v ^\ 

4. Training time-time used for training 
operation or programming personnel. 

V 'Preventive, maintenance -regularly 
scheduled time when the machine is to be made 
available f<?r maintenance. 9 ' 

6. Unsolved uled main tenance or 
downtime-^ny time that computing equipment 
is under maintenance that has not been 
scheduled. 

7. Rerun time-time required because of ' 
either, operator error, data ejror, machine 
malfunction, ,or faulty input or outpul media. 
Whenever a job mtist be reprocessed, tfie reason 
should be indicated.. * • 

'8. Buffer time-idle time allowed to give 
some schedule protection for unpredictable 
events during processing (example is a fire drill}* 
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Figure 1-5.— Daily Log. 
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The amount of ddta and logging by hand 
shouW-aqt be duplicated if the system software 
has automated logging capabilities. 



Run Scl 



Use of the run scheduling method permits 
estimating the completion time of any run, 
assuring the user when delivery can be met. For 
N each individual operation, the setup time, start 
time, and cojnpletion time must be specified. 
Under this method it is necessary to develop a 
program for setting' accurate time standards and 
an adequate internal communications system. 
For each job processed of the following 
miniriiun* information is required; 

1 . The availability of input data 

2. The volume or number of items handled 

or prodjuced' . * 

* «^ 

•3/ The identification of the' computer or 

Work center assigned to do the operation * 
• 

4. The time necessary * to set up each 
required operatiorf 

5. The required running time for the job 

6. The knowledge of the exact status of .the 
run and itf inputs and outputs as it relates to 
other runs 

Scheduling by Shi{t 

When shift scheduling, periods of time are 
allocated for various types of processing such as 
production, testing, compiling, and 
maintenance. Instead of attempting to do the 
detailed planning normally associated with run 
scheduling, each application is assigned to a 
specific shift or portion of the shift* No attempt 
is made to specify when", within the time period* , 
the processing is to be'started. At the beginning 
of each time period, each shift supervisor is 
provided a list <?f runs that must be completed 
during the period. It' becomes the responsibility 
of - the -shift supervisor to determine the best 
sequence for doing the processing, or whatever. 
In short, the shift supervisor is responsible for 
the detailed scheduling within a shift. 



PRODUCTION CONTROL 
AND SCHEDULING *' 

In discussing scheduling, it' becomes 
apparent that some of the production control 
functions are higjily interrelated with scheduling 
computer operations. For instance^ealistic^ 
scheduling is quite dependent on routing of 
work. . Dispatching of work is dependent on 
planning and reporting. However** whatever 
technique is used, a good ptoduction control 
and scheduling systemjfon reduce cost and be 
responsible to the user. Since computer time 
runs at a fixed rate of speed, the, techniques to 
get the work done fastergenerally involve a new* 
setup, scheduling, and handling techniques. A 
portion of the usable time of an ADP system is 
consumed by assembly, compiling, program 
checkout, sort, ^fl^ other get-ready work to 
keep it running smoothly. It is this get-ready 
phase which offers a fertile area for cutting costs 
through better scheduling and handling. 

• -» 
USER SUPPORT ' 

% Support functions suclras training seminars, 
user consultations, manuals, and regular center 
news bulletins are perhaps the most elusive user 
requirements to determine and evaluate. 
However; analysis of this type arid frequency of 
user errors, u& of existing vendor products, and 
user inqijiij/s to support personnel usually 
provjjkrtfie ADP technical manager with enough 
information to make intelligent and timely 
training and staffing decisions (figure 1-6)/- 
Additionally, the diligent logging and analysis of* 
user problems and complaints may help to' 
alleviate similar future problems. 

RESOURCE MANAGEMENT 

The most obvious responsibility of the ADP 1 
facility technical manager is the direct control of 
resources (equipment, space, personnel", etc.). 
The technical manager must cpntjnually balance 
resource costs against the requirements of the 
users. Having to work wkhin an allocation 
budget, the ADP technical manager may- find, 
over a time, that costs increase to the point tfoit 
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NUMBER & USER 
INQUIfJftS 




UPPER CONTROL 
LIMIT 



^2 

FREQUENCY: WEEKLY 
PERFORMANCE CRITERION' 

L THE NUMBER OF INQUIRIES TO THE USER SUPPORT „ 
GROUP SHALL* NOT EXCEED X PER WEEK. 



i (WEEKS), 
6 ' 



Figure 1-6. -Sample report for upper management on user support. , 

t 



they exceed , the command's allowable budget. 
This may be due to increased cj^il service-* 
personnel costs (ashore), 'decreased demand, 
ihfTatk>nary increases in the cost of equipment 
and supplies, or procurement of additional 
hardware or software. 

For ADP facilities with civil service 
employees, one splution to cutting cost is a 
cutback of civil service overtime. Elimination of 
underutilized peripheral equipment, elimination 
o$ unneeded operator shifts, and tight control of 
•supplies are direct post savings resulting from 
computer performance evaluation efforts. 

Resource management also involves planning 
for the future. This implies that the ADP 
technical myiager must have detailed 
information cbnperning * the current 
workload-its history of growth, its present 
resource demands, its likely expansion in the 
future. The number of^jobs completed per 
month, the percentage of utilization of major 
system resources, and the hours of system 
availability arejseveral measure^ applicable to 
this problem. Perform*^ data is^thus valuable 
no^t -pnly for enhancing^l^present system, but 
alsp for planning future resource requirements. 



«>MM 



)MMUNICATING WITH 
UPPER MANAGEMENT 



" The jADP m technical manger has a 
responsibility to report to upper management 
(civil service or military) on the ^status, 
performance, and requirements Of the facility. 
The reports should include, at a minimum", 
summary information concenjfng the previously! 
discussed areas of responsibility. "The form of 
such reports is the responsibility of each parent 
command's upper management. This * rate 
training manual/ can provide only general 
suggestions and nonauthoritative guidance as 
* follows: 

1 . Status reports should be regular, concise, 
and preferably graphical irtJiature* 

2., ^The amouat of information, reported 
shouTd not' exceed .uppfer management 
requirements. "Too much,, too often" is —a 
problem common to ^ many 'performance 
reporting schemes. * 

3. Infonnation should be at a Jever of 
abstraction ^which upf)er managemen^can easily 
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digest and understand, but sufficient to support 
the decision-making process* 

4. The reports should compare the facility^ 
current levef of performance against a set of 
predefined performance goals. 

Performance measures are thus not only a 
basis for satisfying the informational needs of 
the ADP technical manager, but also an effective 
means of communication between differtnt 
levels of upper management responsibility 
within the command. 



VENDOR RELATIONS 



Although the increase in purchased ADP 
equipment has aroused considerable interest 
regarding ADP equipment maintenance, it is 
fundamental that whether the equipment is 

• leased or purchased, the user must be assured of 
its reliable operation. Consequently, the data 
processing technical manager* must deverte 

m special attention to scheduled and unscheduled 
maintenance to assure an uninterrupted flow of 
products to the user. Also, continued review of 
maintenance can avoid unnecessary data 
processing equipment costs. 

The following common maintenance 
classifications, and definitions aje used : 

CORRECTIVE MAINTENANCE (CM).- 
Maintenance performed by the technician 
(contractor or Government) which results from 
equipment failure and ^vhich is performed as . 
required, and therefore, on an ^tojafcheduled 
basis. 

PREVENTIVE MAINTENANCE (PM).- 
Maintenance performed by the . technician 
(contractor or Government) which is^esigned to 
keep the equipment in proper operating 
condition and which is .performed on a 
scheduled basis. 

' Close liaison with the vendor's local 
representative on maintenance matters is 
encouraged. The vendor is required/ 
^contractually, to keep the equipment in 
first-class operating condition. It is, therefore, 



mandatory that there is* a complete 
underspending on all equipment maintenance 
matters between the ADP facility^ and the 
vendor's representative. 

°— ~ Local upper management must be 
thoroughly knowledgeable concerning all terms 
and conditions of pertinent contracts. In the 
maintenance areas, as in all others, these terms 
and conditions must t>e applied with care to 
ensure that the best interests of the Navy are 
served. 

The Navy, in recent years, has expanded its 
potential to maintain ADP equipment with its 
own personnel, namely for that ADP equipment 
being employed aboard ships, remote locations, 
and security areas. When in-house maintenance 
capability is employed, the scope of the data 
processing technical manager^ responsibility will 
increase. 

Close coordination with assigned DSs is 
mandatory for proper maintenance. The 
technical manager's attention shquld also be 
focused on such items as stock levels, 
replenishment of peculiar parts through vendor 
distributors, and the host of problems associated 
with in-house supplies. r 



INSTITUTING A COMPUTER 
PERFORMANCE MANAGEMENT 
(CPM) PROGRAM 



Although measurement and evaluation 
techniques are available to support the efficient 
and effective management of an ADP center, the 
question facing today's ^ADP .technical manager 
is hdw to introduce this new technology into the 
facility. How often should the information 
obtained from 'performance data be reported to 
upper management, for example? In what form 
should it be reported? What is the ADP technical 
manager's role in instituting CPM procedures? 
The following paragraphs- present a number of 
such issues that should be considered .in 
inaugurating a performance management 
program. „ 



> 
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CPM Reporting 

Figure L-7 depicts the life cycle of a typical 
computer system, progressing from an analysis 
of requirements to the final installation, 
operation, and enhancement of the selected 
system. In each phase of the computer life cycle, 
measurement and evaluation play major roles in 
satisfying the informational needs Qf the ADP 
technical and upper, manager. As noted earlier, 
performance data is * as useful during the 
requirements analysis phase <3s it is during the 
system enhancement' phase. Every \Navy ADP 
facility, regardless of size, should have some 
form of reporting during each -phase of its 
system's life cycle. (See SECNAVINST 
10462.18 series.) 

The types of data to be collected and 
reported should be determined not by their 
mere availability, but by the informational 
requirements of upper management. These 

„ informational requirements are in turn compiled 
by the ADP technical manager's scope oft 
responsibility. Each* report should provide a 
historical trend of the center's performance 
which is updated on a regular basis (depending 
upon the nature and importance of the 
information), and should contain specified 
performance criteria. These criteria may be 
translated into control limits on the 
performance charts. A control limit is a value 

* chosen to represent the boundaries of acceptable 
performance for a given system variable. Some 
of these variables and their associated control 
limits may be "objective directed"-that is, they 
indicate the facility's ability to meet certain 
specified objectives (e.g., 1-hour average batch 



turnaround time). Others are "process directed, " 
, indicating the level of performance of internal 
system resources (e.g., the CPU, disks, or 
memory)., When control limits are exceeded, an 
exception ^report is generated and, jyhen 
appropriate, an- in-depth study may be 
recommended to determine the specific cause(s) 
for the exception and appropriate remedies for 
correction. ~ 

Determining control, limit values is highly 
dependent on the constraints and resources of 
the ADP facility, and indeed on the goals of the 
command. Frequently, past performance has 
been used as a standard against which current 
performance is • evaluated. Alth^u^^" past 
performance does not necessarily m'ean good 
performance, it is a reliable indicator of the 
baseline system's natural reaction to various 
workload demands. * ^ 

Finally, the performance reports generated 
by an ^DP facility should always remain highly 
visible, especially to its user community. 
Publication of "performance charts" in the 
facility's regular newsletter is an excellent 
vehicle for accomplishing this. , 

EVALUATION AND IMPROVEMENT 

An effective ADP installation involves the 
use of skilled data ^processing technicians and 
expensive, complex equipment. To employ these 
resources in an optimum manner deman4s 
continuing analysis of the operation; The 
establishment of good operating procedures and 
techniques does not necessarily mean that^hese 
methods will always be the best for continued 
operation. Changes in production requirements, 
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Figure 1-7. -The computer system life cycle. 
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^vorkl(rads, and \equipment necessitate 
continuous review of present procedures in an 
endeavor to obtain optimum results through a 
xninimUfn.of effort and cost. 

Mogf Department of the Navy activities and 
contractor operations are required by 
SECN^VINST 10462/18 series to report on the 
equipment utilization and application. Although 
SECNAVINST 10462.18 series specifies the 
format for these rep6rts,.most activities require 
utilization data for their own use above and 
beyond what they are required to report. 

The, collection of operating data, analysis of 
utilization and performance, and continuous 
review of existing procedures are factors tyhicji 
can be used for -evaluating the effectiveness of 
existing data processing- systems .arid .for 
improving the original plans. 

When practical, results of the analysis can be 
presented in chart form displaying trends. These 
should* illustrate to the technical manager the 
trend of the^ operations and point out areas 
which need detailed attention. Other results may 
bi in report form for futifre guidance. Principal 
review areas of an installation's operations are: 

I. Equipment utilization 
\ 2. Utilization rates 
s 3- Benefits 
4>x^quipment capabilities 

5. Manpower effectiveness 

6. vMaintenance * $ 

7. Production sChedid|ng 

8. Adherence to tlidftistallation's approved 
data processing program 

MANAGEMENT'S ROL£ 

le ADP facility^technical manager should 
play aNcentral role in instituting and overseeing a 
CPM pnpgra^. The scope and objectives of the 
program should be clearly established from the 
beginning so as to preclude any misconceptions 
and unnecessary data collection. Perhaps most 
importantly, subsequent "control and Feview by 
the. ADP technical manager is needed to 
guarantee that the program is continually 
meeting the 'organization 's^informational needs, 
in addition to ensuring that the morale of 
program personnel ismaintained. 



As an ADP technical manager, you should 
have a clear understanding and definition of the 
scope of your responsioilities'and requirements 
from' upper management. The objectives of any 
reporting program should be established and the 
information requirements should be defined in 
order to ensure that only pertinent data will be 
collected. The nature of the actual reports to be 
produced, the frequency with which they should 
be produced, and the performance criteria 
' related to each sjiould be determined. The 
reports should reflect enough, and ONLY 
enough, information for upper management to 
-function effectively within the scope of their 
"responsibility and higiver authority require- 
ments. 

7 * A "successful CPM program requires skilled 
personnel who are intimately familiar with the 
computer resources being measured and . the 
tools being used, and who have, the ability to 
properly analyze and interpret the measurement 
data. 

Any program, or its equivalent type of 
program,^ should undergo a. periodic review at, 
least once a year. Changes in informational 
needs 0 should be reflected in new CPM reports. 
Existing reports should be examined to 
determine their current relevancy. Too often 3t 
a Navy command, reports continue to be 
generated when there is no longer a need for 
them. 

IMPROVEMENT THROUGH 
EVALUATION 

The technical manager of an ADP 
installation should be on constant >lookout for 
ways in which to improve the operating 
efficiency of the installation. Improvements may 
be made occasionally on the basis of sudden 
inspirations but, 'more likely than npt, they are 
the result of a careful review and analysis of 
existing reports, procedures, machine usage, 
operation, and experience. Cooperation on the 
part of all personnel concerned, from upper 
management to data handlers, is essential if 
imprpvements most beneficial to an ADP facility 
are to be realized. 
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Improvement of Reports.— All reports being 
produced by a data processing installation 
should 'be reviewed at least annually to 
determine if the preparation of each report is 
justified, and if any changes can be made which 
will improve their quality. Increases in job 
requirements often result in the establishment of 
new reports* ^some of which may contain 
information similar to that' in reports presently 
being prepared. It may be possible to 
consolidate two or more reports into one that 
will provide recipients with the required 
information, resulting in substantial savings of 
time and money within the ADP facility. 

Improvement of Procedures. -Changes in 
report requirements may necessitate establishing 
new operating procedures or modifying existing 
procedures. New procedures which are put into 
effect without first analyzing existing 
procedures may overlap f or duplicate 1 work 
already being performed. On the other 
hand, cancellation of job requirements may 
eliminate some of the job steps in existing 
procedures. In the interest of realizing the most 
efficient operation, all operating procedures 
should be reviewed from time to time to 
determine whether any changes are required so 
tflST procedures may serve the most useful 
purpose. 

Improvement of Machine Usage. -One of 
your principal objectives as a technical manager 
sholild be to achieve maximum utilization of the 
data processing equipment for which you are 
assigned control. Maximum value is assured only 
when such equipment is used productively to 
the maximufli extent possible during a regularly 
scheduled work shift. A careful analysis of. 
machine utilization over a period of time may 
reveal several important facts. It may reveal that 
certain machines are standing idle for several 
hours each day during the "slack period" but 'are 
used extensively for overtime work during a 
peak period. Machine rental rates generally are 
based on a stipulated charge for a specified, 
number , of hours of operational use time tor 
each machine during a calendar montfi. 
Additional charges accrue when equipment is 
used in excess of the operational use time. In the 
interest of economy, the operating schedule 



should be analyzed and revised, if possible, to 
provide for more evenly distributed work 
throughout the rental perio/1, thus reducing peak r 
workloads and the amount of extra use charges. 

In \ some cases *an analysis of machine^ 
utilization may .indicate consistent idle time for 
certain machines throughout /the month. While 
this may. be construed to *rpean that jobs are 
being performed in the most efficient manner, it 
means also that room for improvement still 
exists if maximum value is to -be^erived from 
the equipment. In this case, you should search 
for additional work which will produce results 
of value to the recipient without placing an 
undue workload on any given machine required 
for the job. * r 

Improvement of Operation. -When 
productive tools are provided for performing 
jobs betfer and faster, there is a natural 
tendency to forget the job the PERSON is doing 
and to concentrate attention on the job the 
MACHINE is doing. While data processing, 
equipment may perform many of the detailed, 
repetitive, and routine functions, the operator 
still performs important duties which the 
equipment cannot do. The operator must 
exercise the functions of control, analysis, 
judgment, decision, and evaluation, -which 
remain the most important aspects of a given 
operation. Operation efficiency will vary, 
depending upon the "training and experience of 
the operator and the nature of the job. 

As equipment with greater productive 
potential is brought into use, the THINKING 
function of the operator increases in 
importance. To illustrate , consider the 
difference between an operation performed with 
an accounting machine and one performed with 
an electronic data processing system. If an 
operator using an accounting machine fails to set 
alteration switches correctly, a worthless report 
may be produced. When the error is d\scov£kd* 
the only corrective action necessary is to set the 
. switches, correctly and rerun" the report. If ah 
ADPS is being used, however, the operator may - 
accidentally use master tape reels for a writing 
operation, and by inserting write rings /destroy 
valuable records which 'may be extremely 
difficult or impossible to reconstruct. 
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* # Past performance records determine the 
standard operation efficiency which the 
technical nianager uses when assigning time 
requirements * to various jobs and when 
establishing schedules, Ifrshould be the objective 
of each technical manager to raise this standard 
gradually and continually, fhere are a number 
of ways in which the operating standards of data 
processing installation can be raised. A 
continuous on-the-job training program should 
be. instituted and maintained for machine 
operators, 'Manuals of pfocedyre containing 
accurate operating instructions for all jobs 
performed should always be available to 
operators/ Morale should be kept high by 
promoting better working conditions, improving 
administrative relationships, and by being fair 
and impartial. Above all, a technical manager 
should exhibit those traits which mark .an 
individual as being a real leader of people. 

Use Idle Time Productively 

Another method of improvement is to use 
idle /machine time for productive pruposes. 
Some of this itfle-time may be used in relieving 
the I peak workload period, as indicated 
previously. Other ways of reducing idle time 
include preparing additional reports in those 
areas not previously mechanized and adding 
more record-keeping functions to the machines 
when it is economical ,to do so. The economies 
that can result from mechanizing additional 
parts of the ,record-keepin£ activities- of an 
organization can well justify the cost. When idle 
machine time is employed for additional work, 
the cost may be negligible compared with the 
results, , 

The use of idle machine time is more easily 
controlled for Electrical Accounting Machine 
(EA.M) applications than it is for EDP systems. 
Sometimes it may be found that one facility 
cannot possibly find enough jobs to keep its 
hardware in full-time operation. In thtecase, the 
possibility of sharing the system 'witti anothef 
organization should be investigated, (See 
SECNAVINST 10462,16 series; Subj: 
Government-Wide Automatic Data Processing 
Sharing Program.) In this way, maximum 
utilization of the system may be realized, while 



at the same time lowering the operating costs for 
the facility and providing services to additional 
users, § 

PERSONNEL EVALUATION 

The efficiency of machine operators must 
be considered when assigning time factors to 
various jobs and establishing schedules for.ADP 
operations. Likewise, the skill and experience of 
programmers must be considered when setting a 
target date for completion of a program. In 
either case, evaluation generally is based on a 
comparison of an individual's capabilities against 
standards established from past performances of 
skilled personnel, 

When evaluating the worfc of a macfiine 
, operator, it is important to consider training and 
^experience. For, a new operator the number of 
cards processed on EANT^equipment or the 
number of errors made on a computer system 
are not so important as how much improvement • 
is being made. This tfend is the best indication 
of the type of production that can fee expected 
in the development of each operator. The 
efficiency of an operator, should' be measured 
against established standards only after a level 
rate of production has beenlreiched. 

Skill and experience^Hust be taken into 
consideration also when evaluating x the 
efficiency of programmers, A new programmer 
may require an excessive amount of time and 
may* encounter considerable difficulty during 
early attempts ,at writing programs, 'These 
programs may require extensive desk checking 
and machine testing before they pSn be executed 
successfully. Eventually, a programmer will have 
been writing programs long enough so that ' 
personal- efficiency can be -measured against 
expectations, A programmer who measures up 
to expectations may be considered qualified. On 
the other hand, it may be better to assign to 
other duties an operator who does not have 
What it takes to become a programmer. 

PROGRAM MAINTENANCE 
EVALUTION ° 

Program maintenance should be a matter of 
concern to everyone associated with it. Once'a 
program is successfully converted to the data 
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processing system, it is subject to change. 
Experience has proven the need /or and value of 
making periodic changes to a program after it is 
in operation. Some of the more common reasons 
for making program changes can be attributed to 
such things as: 

1. Additional output needs 

2. Desire for I/O format changes 

v 3. Normal changes— such as new or obsolete 
requirements _ 

4. Changes in ADP equipment, new or 
improved programming techniques, changes in > 
auxiliary equipment, etc. • ^, 

5. Changes in the scope of application 

6. Realization that some aspects of a 
program's results are not acceptable 

7. Ufirealisti(?input requirements 

8. Misunderstandings regarding the output 
requirements of the program 

9. A possible or unforeseen condition or 
occurrence 

Once a program is released for production, 
after final review, and found acceptable under 
operating conditions, -it must be completely 
documented, as outlined in SECNAVINST 
( 5233.1 series; Department of the Navy 
Automated Data System Documentation. This 
subject will be discussed in another chapter of 
this rate training manual. 

Once these areas are covered, the original 
programmer should be relieved of most. of the 
responsibilities of the /pro&am, and freed to 
work on another progkiun. Since it is possible 
the original programmer^may be transferred 
before a program is completed, all programs 
should be maintained by a predetermined 
section or division. Where major changes to a 
program are required, the original programmer, 
if available, jnay be called on for assistance. 

The need for keeping documentation current ^ 
is essential. Procedures must be established to 
ensure that changes made to programs are 
immediately and completely documented. 

The section or division charged with 
program maintenance should maintain a-jmaster 



copy of each run manual. This master copy has a 
twofold purpose^: 

1. To prevent loss or destruction of 
program instructions ^ 

2P To facilitate the preparation of new run 
manuals in the machine room when they 
become dirty and/or torn 



RESOURCE REVIEW AND REPORTS . 

For the proper guidance and requirements 
relevant to the management of automatic data 
processing resources and reporting, there are 
numerous higher authority instructions and 
standards to aid the DPI or DPC (ADP technical 
manager) and upper management, at all levels of 
an ADP command. It is recommended that the 
following instructions and standards, with their 
references, be reviewed semiannually. 

1. SECNAV INSTRUCTION 5200.28 
series, Information Processing Standards for 
Computers (IPSC) Program. (This instruction 
will be reviewed briefly later in this chapter.) 

2. SECNAV INSTRUCTION 5230.3 series, 
f ADP users group program. 

3. SECNAV INSTRUCTION 5231.1 series, 
Management of Automated Data System 
Development. 

4. SECNAV INSTRUCTION 523/5. 1 series,. 
Automatic Data Processing Program Reporting 
System (ADPRS)-Resources Accounting. (This 
instruction will be reviewed briefly later in this 
chapter.) 

5. SECNAy INSTRUCTION 10462.16 
series, Government-Wide Automatic Data 
Processing .Sharing Program. 

6. SECNAV INSTRUCTION 10462.18 
series, Automatic Data Processing Review and 
Evaluation Program. 



MANAGEMENT'S SOURCE MATERIAL 

In addition to the various responsiblities and 
requirements demanded of a DPI and above, an 
ADP technical manager must make sure that 
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proper publications, directives, instructions, and 
reference materials are available for the • crew. 
The ADP technical manager's reference material 
should cover the parent .command's APPE.. It 
should also cover all subjects pertaining to pay 
grade advancement for all, enlisted personnel 
under the ADP technical manager's control, 

A magnitude of subject ar£a information is 
covered in 6 the Federal Information Processing 
Standards (FIPS) publications. Tl^e use' of these 
publications was approved by higher authority 
in SECNAV INSTRUCTION 5200.28 series, - 
Information Processing Standards for Computers 
y (IPSC) program. This instruction established the 
Information Processing Standards for 
Computers (IPSC) program for the Department 
of the Navy. It provides the framework for the 
. development and implementation of ADP 
standards within the Department of the Navy 
and it provides the basis for formal Navy 

* support for the international, national, federal, 
and DOD levels of ADP standards development 

The Department of the Navy IPSC program 
is an integral part of the Department of Defense 
IPSC program and is administered in accordance 
with procedures of Defense Standardization 
Manual 4120.3M. Included within the scope of 
the program are areas such as ADP terminology, 
problem description, programming languages,' 
system documentation, 'automatic data 
processing equipment (ADP£) characteristics, 
input/output format and codfes, source data 
media^nd fonts, and software, 

, The objectives of the IPSC program are to 
identify, develop, and establish fhose standards 
which will; (1) allow the iritegration of 
management information systems; (2) Enhance 
information interchange through .the use of 
standard or uniform data links and terms; (3) 
facilitate the developmdht (5f machine 
independent computer systems; (4) make 
general use of related standardization efforts of 
ADP organizations; and (5) enhance the ability 

* fo interchange computer routines and programs 
among diverse ADP operating environments. 
Further, the program is to "implement standards 
on' a ' sustained,' realistic timetable that 
anticipates and facilitates planned changes in 
equipment and related systems. .The final 

* objective is to avoid proliferation of premature 



standards which inhibit ADP and information 
/, 'systems' research and development efforts. 

It is suggested that every ADP facility's ADP 
technical- manager maintain ^complete Federal 
Information Processing Standards register. The 
FIPS publication is a good daily reference and a 
ready reference to study for advancement in 
rate, as noted on the current advancement in 
rate bibliography, NAVEDTRA 10052-( ). The 
FIPS publications are used as a prime source of 
information to write advancement examinations 
■ from E-4 through E-7. The suggested secondary 
reading list to be studied before an advancement 
exam should contain, as a minimum, the' 
following current issues of FIPS publications- 1 4 
2, 3-1,7, 11-1, 14, 15, 20, 21-1,22-1,24, 25,' 
26, 30, 3 1 , 35, 4 1 , 42-1 , 48, 49, 53, and 57. The 
following paragraphs give a brief synopsis £f the 
recommended reading list of FIPS publicans: 

< FIPS PUB 1: CODE FOR INFORMATION 
INTERCHANGE. -This document provides 
. administrative, policy, and guidance information 
relative to the implementation and utilization of 
the standard code for information interchange. 
It is generally applicable to the representation of 
character-coded information in information 
interchange and jiles used in data processing, 
communications, ancf related equipments. 

4 FIPS PUB 2: PERFORATED TAPE CODE 
FOR INFORMATION INTERCHANGE. -This 
document provides administrative, policy, and 
guidance in Formation' pertaining to the * 
implementation and utilization* of the standard 
perforated tape code, for information 
interchange. It is generally applicable to the 
representation of character-coded information 
on perforated paper tape used with data 
processing, communications, and related 
equipments. 

FIPS, PUB 3-4: RECORDED MAGNETIC 
TAPE FOR INFORMATION INTERCHANGE 
(800 CPI, NRZI).-This document specifies the 
recorded characteristics of 9-track, 
one-half-inch-wide magnetic computer tape,' 
including the data format for implementing the 
Federal Standard/ Code for Information 
Interchange at the recording density of 800 
characters per inch (CPI). 
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FIPS PUB 7: IMPLEMENTATION OF THE 
CODE\FOR INFORMATION INTERCHANGE 
AND RELATED MEDIA STANDARDS. -This 
FIPS * 'publication provides further details 
covering the implementation of subjects covered 
-in FIPS PUB 1,2, and 3-1. 

FIPS PUB 1 1-1 : DICTIONARY FOR 
INFORMATION P ROCESSING.-This 
document provides administrative, policy, and 
guidance information pertaining .to the 
utilization .of the American National Dictionary 
for Information Processing (X3/TR-l-77jf This 
DICTIONARY is to be regarded as a guideline 
for general use throughout the Navy to help 
promote a common understanding of 
information processing 'activities. Its use is 
encouraged but is not mandatory. 

FIPS PUB 14: HOLLERITH PUNCHED 
CARD GODE.-This standard specifies the 
representation of tfte Federal Standard Code for 
Information Interchange (FIPS 1), in 
3 1/4-inch-wide, 12-row, rectangular-hole 
"Holle.rith" punched cards, and is used in Fed- 
eral information processing systems, commun- 
ication systems, and associated equipments. 

FIPS PUB 15:' SUBSETS OF THE 
STANDARD CODE FOR INFORMATION 
INTERCHANGE. -This publication provides 
three subsets of 95, 64, and 16 graphic 
characters, derive^ from the Federal Standard 
Code for Information Interchange (FIPS PUB 
1), which was v adopted from the American 
Standard Code for Information Interchange 
(ANCII) (X3. 4- 19685. These subsets are used in 
Federal printers, display devices, punched card 
equipment, and other data processing or 
communication equipment which utilize a 
character subset less than the full 128 character 
set of FIPS PUB 1. 

^FIPS PUB 20: GUIDELINES FOR 
DESCRIBING INFORMATION 
INTERCHANGE FORMATS. -This FIPS 
publication provides guidelines which identify 
and describe the various characteristics of 
formatted information that should be 
considered whenever formatted information is 
interchanged. The objective is to clarify and 



2 

improve the documentation necessary to 
effectively provide, process; or use the 
information involved. The guidelines provided 
are to be used throughout the Navy as a 
checklist for preparing effective documentation 
of formatted information intercharige. 

,FIPS PUB 21-1: COBOL.-This FIPS 
publication announces the adoption of the 
American National Standard COBOL 
(X3.23-1974) as the Federal Standard COBOL. 
TUfc ANSI publication defines the elements of 
the COBOL programming language and the rules 
for their use. \The standard is used by 
implementors as Vthe reference authority in 
developing compilers and by users for writing 
programs in COBOL. The primary purpose of 
the standard is to promote a high degree of 
interchangeability of programs for use on a 
variety of automatic .data processing systems. 
The COBOL language is intended for use with 
business-oriented applications. 

FIPS PUB 22-1: SYNCHRONOUS 
SIGNALING RATES BETWEEN DATA 
TERMINAL AND DATA COMMUNICATION 
EQUIPMENT.-This standard specifies the rates 
of transferring binary* encoded information in 
synchronous serial or parallel form between data 
processing terminals and data cpmmunications 
equipments that employ voice band 
communication facilities. 

FIPS PUB 24: FLOWCHART SYMBOLS 
AND THEIR USAGfe W INFORMATION 
PRO CESSING . -This publication establishes 
standard flowchart symbols and specifies their 
use- in the preparation of flowcharts in 
documenting information processing systems. 
This standard applies to any Navy information 
processing operation where symbolic 
representation is desirable to document the 
sequence of operations and the flow of data and 
paperwork. 

FIPS PUB 25: RECORDED MAGNETIC 
TAPE FOR INFORMATION INTERCHANGE 
(1600 CPI, PHASE ENCODED). -This standard 
specifies the recorded characteristics of 9-track, 
1 / 2 -inch -wide magnetic computer .tape, 
including the data format for implementing the 
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Federal Standard Code for Information 
Interchange at tlje^recording density of 1600 
characters per inch (Cl(I). It is one of a series of 
Federal Standards implementing the Federal 
Standard Code for Information Interchange 
(FIPS l)on magnetic tape media/ 

, FIPS PUB 26: ONE-INCH PERFORATED 
PAPER TAPE FOR INFORMATION 
iNTERCHANGE.-Jhis standard specifies the 
. physical dimensions and tolerances of 
1 -inch-wide paper tape, including the size and 
location of the performations used for recording 
information. 

PIPS PUB 30: SOFTWARE SUMMARY 
FOR DESCRIBING COMPUTER' PROGRAMS 
AND AUTOMATED DATA SYSTEMS. -This 
publication provides a standard*" software 
summary form together with instructions for 
describing computer programs and/or automatic 
data systems for identification, reference, and 
dissemination purposes. 

FIPS PUB 31: GUIDELINES FOR 
AUTOMATIC DATA PROCESSING PHYSICAL 
SECURITY AND RISK MANAGEMENT.-This 
publication provides guidelines to be used by 
Federal organizations in structuring physical 
security programs for their -ADP facilities. It 
treats security analysis, naturaf disasters, 
supporting utilities, system reliability,, 
procedural measures and - controls, off/site 
facilities, contingency plans, security awareness 
and security audit. It contains statistics and 
information relevant, to the physical security of 
computer data and facilities, and references 
many applicable publications for a more 
exhaustive treatment of specific subjects. * - 

FIPS PUB 3 5: CODE EXTENSION 
TECHNIQUES IN 7 OR 8 BITS. -This standard 
specifies methods of extending the 7-bit code of 
the ASCII (American Standard Code for 
Information Interchange) (FIPS 1), remaining in 
a 7-bit environment or increasing to an 8-bit 
environment, and builds, upon the' structure of 
ASCII to describe various means of extending 
the control and graphic sets oHtfe code. 

FIPS PUB 41: COMPUTER SECURITY 
GUIDELINES FOR IMPLEMENTING THE 



^PRIVACY ACT OF 1974.-The Privacy Acf of 
1974 impose;* numerous requirements u£oh 
« Federal agencies to prevent the misuse or 
compromise of data concerning individuals. This 
standard provides a handbook for use by Federal 
organizations in implementing any computer 
security safeguards which they must adopt in 
order to implement the Act, They describe risks 
and risk assessment, physical security measures, 
appropriate information management practices,' 
and computer system^etwork security controls/ 

FIPS PUB 42-1: GUIDELINES FOR 
BENCHMARKING' ADP SYSTEMS IN THE 
COMPETITIVE PROCUREMENT 
ENVIRONMENT. -These guidelines* provide 
basic definitions and recommended practices to 
, assist Federal agencies in organizing their 
benchmarking efforts. 

'FTPS PUB 48: GUIDELINES ON 
EVALUATION OF TECHNIQUES FOR 
AUTOMATED PERSONAL IDENTI- 
FICATION. -This guideline describes' 
methods for verifying the identity of users 
seeking to gain access to computer systems or 
networks via termintalsr* Criteria are given* for 
.evaluating the effectiveness of perspnal 
identification techniques. System consideration 
^ for inclusion as further Safeguards to data 
confidentiality are indicated, as a supplement to 
personal identification." 

FIPS PUB 49: GUIDELINE" ON 
COMPUTER PERFORMANCE 
MANAGEMENT: Aft INTRODU^TION.-This 
guideline provides general assistance to Federal 
ADP managers in planning and organizing a 
Computer Performance Management (CPM) 
progi^m. * * 9 

FIPS* PUB 53: TRANSMITTAL FORM FOR 
DESCRIBING COMPUTER, MAGNETIC TAPE 
FILE PROPERTIES.-This publication provides 
a standard magnetic tape transmittal form 
(SF-277), together with, instructions for 
providing the necessary information on the 
form. The standard magnetic tape transmittal 
form, Computer Magnetic Tape File Properties 
(SF-277), will be used by Federal agencies to 
document the physical properties andi 
characteristics of a recorded magnetic tape file 
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needed by the receiving agency to process the 
tape. 

FIPS PUB 57: GUIDELINES FOR THE 
MEASUREMENT OF INTERACTIVE 
COMPUTER SERVICE RESPONSE TIME AND 
TURNAROUNiyiME. -These guidelines define 
measures and. describe methodologies for 
measuring interactive computer netwo^ 
services > 

FIPS ACQUISITION 

In addition to the previously listed HPS 
manuals, the^ ADP technical manager should 
acquire all publications, instructions, and 
directives listed on the DP's Bibliography sheet 
(NAVEDTRA 10052-( )). The American. 
National Standard programming language 
FORTRAN manual (ANSI X3.9-1978) was 
adopted 15 November 1978 ai$ was approved 
for voluntary use by the Departments of the 
Army, Navy, and Air Forcfr."AJl FIPS and 
approved ANSI manuals can be ordered oil DD 
Form T425 from U.S. Naval Publications and 
Forms * Center, 5801 Tabor Avenue, 
Philadelphia, Pennsylvania, 19120. 

ADPPRS r 

\ 

Most ADP commands are required ta sutynit 
certain reports to higher authority. One of these 



reporting procedures is covered in . SECNAV 
JNST 5238.1 series Department of the Navy 
4 (DOhf) ' Automated Data- Processing Program 
Reporting System (ADPPRS). The senior DP in 
the command (the ADP DP technical manager) 
will probably be responsible for the submission 
of this report. 

The ADPPRS, i$- the DON system, 
implemegted to collect data, that should be 
submitted to a Government-wftie Automatic 
Data Processing Management Information 
System (ADP/MIS),". .administered .and. 
maintained * by. the General* ' Services 
Administration (GSA). Data maintained in the 
ADP/MIS concerns the inventory and use of 
automatic data processing equipment (ADPE). 
The information obtained from the ADP/MIS is 
used to present appropriate information for thfe 
attention' of ADP management, ^assist in 
negotiating improved terms and conditions for 
federal supply schedule contracts, records the 
f ADPE acquisition history/ isolates improper 
utilization practices, gauges sharing potentials, 
enhances reutilizaiion possibilities, evaluates 
equipment purpliase opportunities, and 
otherwise assists in the effective acquisition and 
.management of ADPE and related resources.. . 

Special government design (SGD) tactical 
ADPE and analog computers aife-fulh? exempt 
from the reporting, requirements .of* the 
ADPPRS. SGD tactical ADF*E i$ both integral to 
a combatt weapon o/ space system \ and is built 



Data Submission Format 
Control Fields , * . Card Types 


> 

UIC (Unit Identification Code) - 


UA 


: sa 


- MA 


D 


X 


x - 


X 


X ! 


CBC (Command/Bureau Code) 


X 








SIN (System Identification No.) 




X 


X 


X 


Component Serial/ID No^ 






X 




\ ■ 

Activity/Contractor Name^ 


X 









* ' Figure 1-8.— ADPPRS contra) fields and types of -cards. 
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or modified to special government design spec- 
ifications. An analog computer is. a computer 
which represents variables by physical analogies. 
In general, an analog computer uses an analog 
for each , variable and produces analogs as 
outputs, whereas a digital computer counts 
descretely. - 

ADPPRS data is to be reported in 
accordance with SECNAVINST 5238.1 series to 
COMNAYDAC, code 91. There are -four 
categories ofMata submission format cards. The 
four categories are (1 ) ADP Unit Identification, 
. card type is UA; (2) ADPE System Inventory, 
card type is SA; (3) ADPE Component 
Inventory, card type is MA; and (4) ADPE 



System Utilization, card type is D. Figure 1-8 
shows, a matrix of Control fields "arid types of 
ADPPRS cards with the data elements required 
for each data submission transaction. Certain 
'data elements (control fields), shown in figure 
1-8, are common across all aggregations of data 
and for all data submission formats prescribed 
for ADPPRS m SECNAVINST 5238.1 series. 

Every DPI and above should review 
SECNAVINST 5238.1 series on a semiannual 
basis. The material and reporting procedures 
contained in this instruction are too voluminous 
to include in this chapter but will be used in rate 
advancement examinations. r t * 
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ADP, ORGANIZATION AND PERSONNEL 



The organizational structure of the Navy.'s 
automatic data processing community has gone 
through many significant changes since 1977. As 
a DPI or DPC, you should know management 
strategies, e.g., methods of personnel 
acquisition, the delineation of personnel 
responsibilities, and the organizational structure 
of an ADP organization. These and other major 
areas' of concern, are presented in this chapter as 
information/guidelines only. The suggestions 
contained in this chapter are not the only means 
of organizing an ADP installation. 



PERSONNEL ADMINISTRATION 

Personnel administration is the management 
of people. The administration of naval personnel 
involves recruitment, classification, training and 
development, assignment and rotation, 
transportation, discipline, advancement, 
personnel records,* personnel .accounting', 
performance evaluation, separation's;' 4 and 
retirement, as well as providing morale services. 

RESPONSIBILITIES 

i 

The objectives of personnel administration 
in any- organization are (a) to supply the 
organization with a number of people sufficient 
to man the billets or work stations of that 
^organization, (b) to effect - the best possible 
distribution of people throughout the 
organization, and (e) to ensure maximum 
utilization of personnel. Manpower management " 
determines personnel requirements and ensures 
the effective use of available manpower. 
Concepts of personnel administration and 
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manpower management are equally applicable to 
the Navy, business corporations, educational 
systems, and research organizations. 

Naval manpower management and personnel 
administration are engineered to cope with 
personnel problems inherent at aU organization 
levels. Additionally, it must copl witiV special 
problems posed by the size of the Navy the 
variety of its functions, the global scope.of its 
operations, the mobility of its forces, the rate of 
change and complexity of its technology, the 
turnover and rotation of its personnel, and the 
requirement to develop and implement its own 
training programs. , 

To cope with these formidable problems, the 
Navy utilizes personnel specialist to. aid in the 
planning and implementation of procedures and 
actions. These specialists and others who have 
responsibilities and duties connected with 
manpower management and personnel 
administration are, in turn, supported by a 
modern data gathering, processing, and reporting 
system which provides timely and accurate 
information necessary to make decisions. 

Responsibility for manpower management in" 
the Navy begins wifc the Secretary of the Navy, 
who has an Assistant Secretary for Manpower 
and Reserve. : . 



MANPOWER MANAGEMENT 

Manpower management includes planning, 
statistical forecasting, Balancing, and approving 
manpower requirements. These requirements 
relate to the specific numbers and kinds of 
military billets required by each activity (sea or 
shore) to perform its assigned mission and tasks? 
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Billet and shore position requirements must at 
all times adequately provide for operational 
readiness, augmentation of the fleets, 
maintenance, administration, training, and 
sea/shore notation. Planning and control of 
manpow^fcand the effective utilization of 
manpowdW) meet such requirements are proper 
functions of management (command) 
coordination. ■ 

CHIEF OF NAVAL OPERATIONS 

Management of Navy military manpower is a 
-responsibility of the Chief of Naval Operations, 
who has a Deputy Chief of Naval Operations for 
Manpower and Naval Reserve, The officer 
assigned to this billet is also the Chief of Naval 
Personnel, which illustrates the close 
relationship between manpower management 
and personnel administration. (Marine Corps 
manpower management is a responsibility of the 
Commandant of the Marine Corps.) Military 
manpower management is a function of 
command and operates through the military 
chain of command. 

The manpower requirements resulting from 
the systems ajyLoubsystems described in 
OPNAV Instruction 1000.16 (series} provide the 
base from'which-^ians are deyeloped to procure, 
train, anch a&jign personnel. The Chief of Naval 
Operation^, directs and coordinates the 
development and implementation of the 
manpower planning system- with the following 
objectives^ * " 
■ 

1. To determine minimum military and 
civilian manpower requirements to achieve 
approved operational and mission demands 

2. To provide staffing standards for 
functions performed ashore and afloat, based on 
recognized management and industrial 
engineering techniques and . objective 
determinations of workload 

3. Jo provide, a system for the aggregation 
of manpower requirements information at the 
various levels above the activity level 

4. To support and justify Navy manpower 
requirements during all stages of the Planning, 
Programming, and Budgeting System 



5. To relate support manpower 
requirements within the shore establishment to 

, the changing demands of the operating forces 

6. To minimize response time for 
manpower information by responding rapidly to 
management queries 

7y To ensu^hat ^manpower requirements 
for^nhe maintenance and operation of new 
>*apons, equipment, systems, and initiatives 
/are known far enough in advance of fleet 
^introduction to allow their consideration in the 
programming cycle and to allow the 
development of requisite -personnel skill levels 
and 

8. To provide reliable planning information 
to personnel inventory managers, both military 
and civilian, so they may assess the feasibility 
and impact of manpower management actions. 

MANPOWER SUPPORTING 
ORGANIZATIONS \ ** , * 

Whfle policy control and direction of the 
Navy Manpower Requirement System is vested 
in the Chief of Naval Operations, important 
support for these programs is provided by two 
major field components, the Navy Manpower 
and Material Analysis Centers, Atlantic and 
Pacific (NAVMMACLANT/NAVMMACPAC). 
The purpose of these commands is to apply 
work study and management engineering 
techniques throughout the Naval Establishment 
in ordef to document and recommend (by 
means of onsite surveys, special studies, and 
evaluation of material maintenance support), the v 
optimum use of manpower and material 
Resources in carrying out assigned missions. 
Additionahresponsibilities include stocking and 
maintaining manpower listings for the Naval 
Establishment; stpring and issuing all 
Ejpmuigated manpower docuo^ents; operating 
the Naval School of Work Study; and 
performing such other manpower or material 
analyses and work study functions as may be 
directed by the Chief of NavaLOperations. 

HOW MILITARY MANPOWER 
IS ACQUIRED 

The senior DP niay fte required to 
participate in planning the DP allowance when 
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ordered to a "new construction" biflet or 
assigned, to a command acquiring an additional 
or larger computer system. It is also Rrobable 
that the current allowance is ineffecfive and* 
requires adjustment to meet the, command's 
present ADP^jequirements. Requesting new or 
additional allowances requires'a knowledge of all 
the skills that are required in a computer 
installation. The following paragraphs provide an 
overview § of the events related to establishing 
manpower requirements and should be variable - 
to the senior DP involved in allowance planning. 

Military manpower requirements are 
included in the Department of Defense Planning, 
Programming, and Budgeting System, This 
^system operates on an 1^-month cycle and is 
repeated annually. Events* in this cycle which are 
necessary for the development and authorization 
of Navy t military manpower requirements are 
briefly summarized ift the following paragraphs. * 
This information is provided to enhance the 
understanding of how manpower is acquired. 

Intelligence is collected and an Appraisal is 
made of any potential threat to the security of 
the nation. The President, the National Security 
Council, and the Department of Defense are 
involved in these actions. 

Based upon national policy, a strategy is 
developed to meet any threat to national 
security: This strategy is developed by the Joint 
Chiefs of Staff (JCS). and submitted to the 
Secretary of Pefense. 

The Secretary of Defense issues the Defense 
Policy and Planning Guidance, and also the 
Material Support Guidance (draft Logistics 
Guidance). 

Based upon the planned strategy and the 
Secretary of Defense Guidance, the Joint Chiefs 
of *Staff .identify requirements and objective 
forces necessary to meet the threat under the 
«P?licy guidance. Ttese r&iuirerrtente zurti 
objective forces are not fiscally constrained in . 
these planning actions* 

^The Secretary of Defense then issues to the 
JGT a Planning and Programming Guidance 
Memorandum; Fiscal Guidance and Material 
Support Planning, Guidance; and Guidance* for 
Program Objective Memoranda/Joint Force 
Memorandum Preparation. 
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The JCS submits to the Secretary of 
Defense a Joint Force Memorandum. Tftis 
memorandum contains recommendations for 
• forces and resources, rationale and- risk 
'assessments. These recommendations are fiscally 
constrained to conform to the Fiscal Guidance 
previously issued by the Secretary of- Defense! 

Based .upon the" ICS" Joint Force 
Memorandum, the military departments, and 
defense agencies develop and submit program 
objectives memoranda (POM) to the Secretary ' 
of Defense. Each POM contains forces and 
resource recommendations with rationale and 
risk assessment. The POM is. fiscally constrained 
to conform with the Fiscal Guidance previously 
issued by the Secretary of Defense. The POM is 
developed by fiscal year, and is concentrated 
- two fiscal years in advance of the current fiscal 
year. It includes planned projections of forces* 
programmed fpr eight fiscal years and manpower 
programmed for five fiscal years.* It is 
emphasized that the required forces are first 
determined, then manpower requirements 
necessary to support the planned forces are 
determined. Therefore, manpower requirements 
are first introduced into the system during the 
development of the POM. The Department of 
the Navy's POM is the Secretary of the Navy's 
•annual recommendation to the Secretary of 
Defense for the detailed application of 
Department of the Navy resources. 

Upon receipt and analysis of each military 
department's POM, the Secretary of Defense 
, issues program decisions. These decisions include 
intended adjustments in "the POM submissions. 
Rebuttals to these decisions may be submitfe3 
by the military departments; then final program 
decisions are issued. ' 

When 'program decisions are finalized, 
departments/agencies submit tt to the SECDEF 
budget estimates ' for the budget year. The 
budget year is usually the fiscal year in advance 
of the current fiscal year and is the first program 
yeaf of the Five-year Defense Plan (FYDP). 

Upon receipt and evaluation of the 'budget 
estimates, the SECDEF issues program, budget 
decisions and submits the Department of 
Defense budget x as part of the President's budget 
submitted to Congress. 
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MANPOWER AUTHORIZATIONS 

The manpower authorizations (OPNAV 
Form 1000/2) promulgated by the Chief of 
Naval Operations, are the detailed expression of 
the numbers (quantity) and types (quality) of 
the Navy military x manpower authorized for each 
Navy activity. 

As an integral part of the Navy's manpower, 
personnel and training information ^ system-: 
(UlAFFlS), the manpower authorization^has the 
following uses and applications: 

c k As an» expression of-the manpower needs 
of an activity, it is the authority .used by the 
Commander, Naval Military Personnel Command 
and the , applicable enlisted personnel 
distribution office to provide requisite personnel 
distribution and Naval Reserve recall. 

2. It is the basic document for current and 
future peacetime and mojbilization Navy military 
manpower planning iti the areas of recruiting, 
training, promotion, personnel distribution', and 
Naval Reserve" recall. 

3. It % is .the single official statement of 
organizational manning and billets authorized. 

All Navy manpower authorizations' 
collectively reflect the total ' Navy t military 
manpower apportionment resources as 
authorized by the Secretary of Defense in the . 
Department of Defense Five-year Defense - 
Program (FYDP). Tfte total Navy-wide 
mobilization military manpower is phased from 
the day of mobilization through^the succeeding 
12 months. Total Navy-wide, manpower 
authorizations cannot exceed the end-strength 

'authorized by the Secretary of Defense for each 
fiscal yean Mobilisation requirements, however, 
are not subject to end-strength limitations. 

The Navy's annual -program^ objectives 
memorandum (POM) is- the. primary vehicle for 
proposing^FYDP manpower adjustments to the 
Secretary of Defense'. Accordingly, any 
uncompensated request fdr manpower increases 

^should be included in the POM. Once the POM 
for a particular fiscal year Jias been reviewed by 
the Secretary, -of Defense and Program Decision 

% 'Memorandum (PDM) issued, no further increases 
to* a program are usually possible, except by 
re programming Within existing resources. 



Accordingly, changes to an 'activity's mission, 
tasks, or functions, which* will require manpower 
changes, must be identified to the Chief of Naval 
Operations a minimum of 18 months prior to 
the beginning of the fiscal year in which the 
manpower change is required. This early 
notification is essential if the desired manpower 
cfrange'is to be included in the POM. 

REQUESTING CHANGES TO 
MANPOWER AUTHORIZATIONS 

Changes to OPNAV Form 1000/2 often 
involve a change to the billets authorized for an 
activity,- necessitating the movement of 
personnel to fill the revised authorization. 
Frequent and numerous billet changes result in 
excessive * administrative efforts in thot 
management of Navy military manpower and an 
unnecessary expenditure of severely limited 
financial resources. 

Early identification of billet changes which 
will require the movement of personnel is- 
essential if the required personnel are to be 
onboard when needed. In order to ^allo^ 
" sufficient time for orderly personnel detailing, 
any changes which require permanent change of 
station (PCS) orders to a geographical area are # 
-projected with an effective date at least four' 
months' from the date of Approval. 

Administrative Chain 
r of Command 
« 

When requests for changes are forwarded 
' * which include quantity, grade, or rate increases, 
but do not identify compensation, the chain of 
v command 'makes recommendations regarding 
.compensation. The Chief of Naval OperatiQns 
retains decision authority on all change requests. 

Commanding Of ficers. -Individual 
commanding officers are responsible for keeping 
their manpower claimants, informed regarding 
the manpower situation and for ensuring that 
the number of billets (including skills, 
paygrades, and special qualifications feflected in 
manpower authorizations) are the minimum 
military requirements necessary to support the 
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mission, tasks, and functions of the command. 
In order to ensure optimum manpower 
utilization, each commanding officer should 
periodically review and evaluate' manpower 
authorizations, including mobilization 
_ requirements, and, when appropriate, recpm- 
mend changes to the manpower claimant via the 
chain of command. Particular emphasis should 
be placed on identifying areas in which 
manpower may be .saved >nd/or skill levels 
reduced without adverse effect on mission 
accomplishment. The probability is extremity 
low for the approval of increases for which 
compensatory decreases are not identified Th£ 
following checks should be applied to change 
requests: 

4. Change .requests are to be subletted a 
minimum ctf 10 months^prior to the effective 
date of the desired ch^jige. \ 
0 2. * Each requested action is to be complete 
and accurate and is to include necessai 
mobilization requirements. 

3. A complete justification"^ to be 
provided in each request for a revision. 

If it becomes necessary to request increases 
without complete compensation from within'the 
manpower assets of the activity, a priority for 
each of the. requested billets should be indicated 
to assist ^Jhe manpower claimant in making' 
recommendations to the Chief of Naval * 
Operations. Should the identified compensation 
be insufficient,- invalid, or ' unacceptable, 
apprqyal of only portions of the request may be 
possible. . w 

As appropriate, change requests should be 
initiated to establish new component activities . 
and required- billef transfers when detachments 
are established y at locations geographically 
separated from the parent activity. Requested 
chinges should be summarized by > 
desigha^tor/grade or rate/ratings. • , 

Manpower CI aim ants.^The* manpower 
claimant is th£ command, bureau, or office in * 
the administrative chain of command assigned 
the responsibility by the Chief of Naval 
Operations for management of manpower/ 
requirements of assigned activities. Requests for 
charges -in manpower- authorizations are 
forwarded via the chain of command, to tfi)e 
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Manpower claimant. The manpower claimant 
will then fprvmd requests that are 
\ recommended for approval to the Chief of Naval 
Operations. Following are some of the specific 
responsibilities of the manpower claimant: 

1. To perform final review of all change 
requests forwarded thtough' the chain of 
command and forward those requests 
recommended for approval to the'Chief of Naval 
Operations with appropriate recommendations, 
including comments concerning the applicability 
. &nd availability of compensation. 

, 2. To ensure that information copies of 
those change requests- recommended for 
approval are forwarded promptly to appropriate 
program element sponsors with copies of all 
endorsements. 

3% To respond- promptly to requests from 
the Chief of Naval Operations for specific 
actiVity changes" required to implement 
manpower end-strength adjustments directed' by 
higher authority. 

\ 4. As necessary, to coordinate with other 
rpanpower claimants when proposed ^changes 
w^ich affect activities uncler the command of 
one manpower claimant have significant impact 
on the operational capabilities of activities under 
the command of another manpower claimant. 

5. When proposing changes in mission, 
tasks, or functions of an activity, to ascertain 
the manpower implications of the proposed 
change. This inqludes the Requirement to arrange 
for associated programming of manpower, 
quantitatively and qualitatively, in phase with 
the change. 

6. To recommend to the Chief of Naval 
Operations billet Yeauirements i for assigned 
activities and * plannedxmobilization activities 
which do not exist in peacetime. * 

7. ; To establish internal manpower analysis 
and^ validation procedures to accomplish a 
review of the mobilization manpower < 
allocation/requirement plan (M-MARP) which is 
promulgated, annually, by the Chief of Naval 
Operations. 

8. Upon completion *of the annual review 
of the M-MARP, to submit Manpower 
Authorization N Requests (OPNAV Form 
1000/4A) to the Chief- of Naval- Operations 
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' (OprGlBG). ^The revision should reflect all New OPNAV Form 1000/2 
^^chahges which are required to be made to . » 

• activity manpower authorizations. Approval or partial approval of a change 

9. As necessary, to', assume jthe request will result in preparation "and 
responsibilities "of commanding officers for distribution of a new manpower authorization, 
planned activities not currently in existence.. , ^/)PNAV Form 1000/2, if significant changes are 

made. However, minor changes in most cases do 



ORIGINATING CHANGES 

> 

Requests for changes will be submitted on 
the Manpower Authorization Request (OPNAV 
Form 1000/4A), except for the short format Tor 
requesting min^r changes. The completed form 
is forwarded under a letter which must reference 
the transaction, number ari4 date of the 
manpower authorizatioh on which the 
requested'change is based and must include the 
justification for the requestedxhange. 

Bold, legible hand printing is acceptable bn 
any OPNAV Form 1000/4A submission. The 
expense of typing these forms is seldqm 
warranted. The expense of photographically 
.reducing these forms is never warranted, since 
reduced forms cannot be used because a new 
manpower authorization can be generated only 
with a* keypunch operation that uses completed 
full-size OPNAV Fofms 1000/4A. 

Officer and Enlisted 

Billet Changes 

i 

Separate OPNAV Forms 1000/4A must be 
prepared in requesting changes to officer and 
enlisted manpower authorizations. When either 
the officer or^^€nli?ted Change ' request is 
prepared, consideration must be given to all 
officer or all enlisted billets in the activity that 
will bp affected 'by^ the change/ This 
consideration includes billets which resuirftmn 
projected change to the MARP code or activrt 
co"de. . ' 

However, unless a complete reorganization is 
being requested, only those billets to be add$d, 
changed, or deleted are entered on OI^NAV 
Form- 1000/4A. The originaland two copies of 
the form are submitted to the CNQ; additional 
copies should be prepared as required for 
retention by the* originator and intermediate 
addressees. 



not justify the cost of printing and distribution. 
In these cases,, most of the 'data reflected in the 
billets authorized may be verified by checking 
the officer data control report (ODCR) for 
officer billets and the Enlisted Distribution 
Verification Report (EDVR) for enlisted billets. 
The transaction number on each of these reports 
should be noted and, compared with the 
transaction Qumber on the activity's latest 
manpower authorization. If the number is 
"different, then there is probably a minor change 
that has been approved which' did not warrant 
reprinting a new manpower authorization. 

0 

» 

Short Format For 
Requesting Minor Changes 

A short format for requesting^unor changes 
Nto manpower authorizations is '.authorized to 
reduce response time. The use of this format is 
restricted to minor changes not requiring 
quantitative or qualitative compensation. ,Only 
req'uests for changes ip Navy enlisted 
classification code (NECs) incident to changes in 
shipboard equipment^ billet title changes, and 
correction' of errors noted in manpower 
authorizations should be submitted using the 
short form. It is not to be used for requesting 
additional billets or changes to paygrades.. 

The format (fig. 2-1) is adaptable for use in 
official correspondence and, messages , but is 
intended for use primarily in speedletter format. 

The request should be brief and concise, and 
should present specific substantiating data which 
Includes equipment identification for NEC 
revisions. 

The short format may be used only by fleet 
and fleet staff units., When the originator of a 
•request believes that the Chief of Naval 
Operations* can act upon the request without 
comment or recommendation by officers in the 
chain of command, the request may be sent 
directly to the^ Chief of Naval Operations. 
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c 

Manpower Authorization ( Activity Title ), Transaction Number 
ot (Date) . — 



(Classification) 

(Originator) 

(Date) 



. Situation : 



Billets: 



°^"^ t ? ha ^. "fluents necessitating revision of die manpower 
automation Include authority for, or cause of the changed requirements 
This paragraph constitutes the justification for the request. iremems - 

Identify billets by Billet Sequence Code, title (if any), designator" or rating 
SparatTllne. " °' ^ reC ™ mend S changes on § a 

SfL"eT mmmdfd : InC ' Ude . *" eS,taa<ed *" 10 " immediate 

Copytot: * ; i 

Administrative chain of command 

Prograni Element SponSor t : 



r 



Figure 2-1.-Manpower Authorization Short-Format Change Request. 



However, copies are sent to the administrative 
chain of command and to the program element 
sponsor. , 

If additional information should be required 
to clarify a requested change, the originator or 
appropriate official in the chain of command 
will be informed of the specific information 
desired. . * 

PERSONNEL REQUIREMENTS 

The senior DP at an ADP installation, is 
usually required to identify skill requirements to 
satisfy the appropriate billet structure 
allowance. It is, therefore, important to have a 
thorough knowledge of the various tasks and 
skills that are needed at an ADP installation. The" 
Navy assigns billets mostly by NECs. The NECs 
available do not, however, truly reflect in their 
descriptions the many diversified positions that 
could be required in a larg^ADP organization. 
The vanous DP positions njust first be defined 



The descriptions of the. available NECs can then 
■ t be- screened, and those best filling the various 
positions at an ADP facility can be selected. ' 

n * 

o 

As a general guide, figure 2-2 will help 
identify the various positions in a large ADP 
organization. These positions are described in 
the following paragraphs. The total 'number of 
personnel required for each billet description 
depends upon the mission of the ADP facility, 
the required workload, and the 'required hours 
of operation. These factors vary from one ADP 
facility to another. The responsibilities and 
duties .for the following billet descriptions are 
discussed throughout this 'rate training manual 
and the DP. 3 & 2 manual (NAVEDTRA 
•102$4-D). 

DATA PROCESSING MANAGER-The 
incumbent is the administrative and technical 
head of all data processing activities for a 
particular ADP faculty. The individual in this 
billet is responsible for all data processing 
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CONTROL 
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SENIOR 
SYSTEMS 
ANALYST 



SYSTEMS- 
ANALYST 



DATA ' 
BASE 
ADMINISTRATOR 
SUPERVISOR 



SENIOR 
DATA 
BASE 
ADMINISTRATOR 



DATA 
BASE 
ADMINISTRATOR 



PROGRAMMING 
SUPERVISOR 



SENIOR " 
PROGRAMMER 

y 



APPLICATIONS 
PROGRAMMER 



MAINTENANCE 
PROGRAMMER 



OPERATIONS 
SUPERVISOR 



•SENIOR' 
CONSOLE 
OPERATOR 



CONSOLE 
OPERATOR 



KEY-TO-DISK 
SUPERVISOR 



OPERATIONS 
CONTROL 
SUPERVISOR 



TAPE 
LIBRARIAN 



CONTROL 
CLERK 



KEY-TO-OISK 
OPERATOR 



J 



KEYPUNCH 
OPERATOR 



Ftgur* 2-2.— Billets Within a Urge ADP Organization. 
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performed by the facility, including systems 
analysis, * administration, programming, and 
operations. This individual serve% as liaison to - 
authorised users of data processing services and 
develops improved techniques and methods for 
assisting a commandos mission. 

* STANDARDS CONTROLLER-This 
individual coordinates data processing standards 
development * and implementation; enforces 
methods and performance standards; audits 
adherence to the prescribed standards; and 
reports deficiencies to the supervisor of 
development control. 



TRAINING TECHNICIAN -This individual 
organizes, schedules, and coordinates all data 
processing training activities, including*. 

1. Departmental instruction for new 
personnel 

2. Programmer and operator graining 

3. Professional technical development ' 

4. Management and supervisory training , 

SYSTEMS ANALYSIS SUPERVISQR-This 
person provides technical analytical assistance in 
identifying and isolving the system's problems, 
deals with personnel throughout the command, 
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and is required to coordinate project control and 
approval. 

SENIOR SYSTEMS ANALYST-This 
individual is assigned to -systems projects to 
provide; direction and control within the 
specifications of the project schedule. As project 
leader, the senior systems analyst participates in 
the project organization and scheduling and is in 
direct liaison witl> the management and 
Personnel of the user department. The position 
carries project (but . not administrative) 
responsibility over the systems analysts assigned. 
The incumbent fulfills the detailed duties of the 
systems analyst, as required. 

* 

SYSTEMS ANALYST-Under the* direction " 
of a senior systems analyst, the systems analyst 
participates in th<j analysis of systems problems 
and the development of problot^ solutipns 
concerning hardware and software. This" 
individual* is responsible for working with 
personnel in problem areas and defining the 
pertinent specifications of information 
requirements and operational needs. The 
systems analyst must make formal presentations, 
conduct interviews, and submit written reports 
for review purposes. 



is assigned as the ADP facility ,DBA in "planning, 
. designing, developing, implementing, testing . 
documenting, and maintaining the entire, data 
base environment. The DBA coordinates all data 
base activities between management, analysts, 
programmers, operators, and users. The DBA 
maintains and updates DED/D, the DBMS 
schemas, and the other data base support 
software.^ 

PROGRAMMING SUPERVISOR-The 
programming supervisor provides technical and 
administrative direction to the development of 
new programs and maintenance of operational 

* programs. In .this capacity, the programming ' * 

• supervisor is in direct liaison with systems 
personnel, operations personnel, and 

, representatives of user departments. 



DATA BASE ADMINISTRATOR 
SUPERVISOR-This person is assigned as 
central manager of all data bases. The incumbent 
manages, controls, and directs the organizing of 
the data base management system 4 and data base 
schemas. The DBA supervisor approves all 
software and hardware changes affecting 
structure and administrative handling of the data 
base. 

TD??JJi°5i ° ATA BASE AD*MINIS- 
1K«A10R-This individual ijs assigned 
as* systems technician to provjde direction and 
control within.command specifications for Data 
Base" Management Systems (DBMS) and inherent 
schemas. As senior technician", the incumbent js 
in direct liaison with systems, programming, and 
user departments for all Iqcal data bases.* 

DATA BASE ADMINISTRATOR-Under 
the direction of the senior DBA, the incumbent 



SENIOR PROGRAMMER -This individual is 
•assigned to programming projects to provide 
direction and control within the specifications 
11 of the project schedule. As senior programmer 
0)1 the project, this person participates in project / 
organization and scheduling and is in direct ' 

* * liaison with the systems analysis project leader. 
This position carries project (but not 
administrative) responsibility ' over the 

programming personnel assigned. As required, 
, a the incumbent' fulfills the duties of a 
programmer. 

■♦ 

APPLICATIONS PROGTRAMMER-Under - 
the direction of a senior . programmer, the 
applications programmer participates in analysis 
liaison with a systems analyst, and creates 
program logic structure and codes. Other 
e programming, tasks include producing reports 
and mathematical computations, and 
maintaining information files. This individual 
prepare^ the required logical interface between 
related programs, and assists, as required, in the 
"solution of operation 'difficulties encountered in 
existing programs. 

MAINTENANCE PROGRAMMER-Under ' 

* the direction' of a senior programmer, the 
maintenance programmer takes action to 

. improve program performance or to correct 
* deficiencies. This person also performs all 
programming tasks needed-tb implement the 
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chanfees, including testing and updating of 
program documentation. 

OPERATIONS SUPERVISOR-This 
individual supervises the operation of all digital 
computing equipment, key-to-tape/disk 
equipment, keypunching and verifying 
machines, and pther media, conversion devices. 
In this capacity, the, operations supervisor 
reviews equipment and personnel performance, 
and develops techniques to ^improve 
performance. The incumbent reviews new 
applications and programs, and projects their 
effects on equipmertt operation for management 
evaluation. 

SENIOR CONSOLE OPERATOR-The 
incumbent , operates and controls digital 
computing equipment by means of a peripheral 
console device or auxiliary control panel. The 
senior console operator prepares the computer 
for program processing and is responsible for the 
satisfactory completion of each scheduled 
computer operation. 

- CONSOLE OPERATOR-This individual 
operates digital computing equipment with a 
console device or auxiliary control panel. Under 
the direction of the senior console operator, the 
cpnsole operator prepares the computer for 
program processing and operates the equipment 
for the completion of a scheduled program. 

K EY-^TO-T APE /DISK SUPERVISOR-The 
incumbent supervises the operation of the 
system computer with associated equipment, 
including the keystations, magnetic disk unit, 
magnetic tape unit, teleprinter, and supervisory 
console which houses the system's computer. 
This individual also manages and supervises the 
preparation of source data entry. 

KEY-TO-TAPE/DISK OPERATOR-Under 
the direction of the key-to-tape/disk supervisor, 
the key-to- tape /disk operator controls computer 
equipment by means of a supervisory console; 
prepares source data entry material for keying 
and processing; and displays data on video 
screens for immediate verification and 
correction. 

• KEYPUNCH OPERATOR-The keypunch 
operator keypuncheS/keyverifies data as directed 
by the keypunch supervisor or the supervisor. 



OPERATIONS CONTROL SUPER- 
VISOR-This individual directs the 
control and coordination of all operational 
facilities through supervising library activities, 
production control procedures, and operating 
standards. This person is also concerned with 
developing and enforcing procedures* and in 
several instances, with supervising the personnel 
who execute the procedures. 

V 

TAPE LIBRARIAN-The tape librarian 
stores and circulates program documentation, 
and controls foreign tapes and data maintained 
on all recording media. This person performs a 
multitude of administrative duties, such as filling 
out tape labels, run requests, degaussing control 
forms, and security check lists. 

All of the previously described positions or 
any that may be desired at an installation must 
be designated by an NEC. A complete roster of 
Occupational Standards, which covers a 
thorough list of duties for all DPs, can be found 
in the Manual of Navy Enlisted Manpower and 
Pe rsonnel Classifications and Occupational 
Standards (NAVPERS 18068-D). 



ADP INSTALLATIONS 

Smaller ADP installations are not allowed 
the luxury of having specialized people for each 
'specialized position. HoweveV, these smaller 
installations (such as most ships) do have other 
advantages over the larger ADP installations 
ashore. The most evident advantage is that a-DP 
aboard a ship is involved With all aspects of the 
data processing" field. A DP aboard ship could be 
expected to function in billets ranging from the 
senior systems analyst to a keypunch operator. 

The cross-training a DP receivSs aboard ship 
is very beneficial, allowing' this person to 
become a completely trained data processor. 
The close working relations with the 
departments and divisions requesting data 
processing services will help the DP aboard ship 
become qualified in more occupational 
standards before a* DP ashore. This allows for 
complete familiarity with a system and pibvides 
an invaluable background for future Navyvbxtf 
assignments ar)d advancement opportunities. 

10 
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No. of Com put 



Words (W) 



Total Memory 



Bytes (B) 



Total 
Purchase Price* 



Size 



2-5 



greater than or 
equal to 100K 

greater than or 
equal to 10K 

greater than or 

equal to 600K 
J 

greater than or 
equal to 6 OK 



greater than or 
equal to 400K 

greater than or 
equal to 30K 

greater than or 
equal to 3.2M 

greater than or 
equal to 180K 



Any number 



Anything else 



Any amount 



Any^fcing else 



greater than or Large 
equal to S1.5M 

greater than $500K Medium 

If 

greater than $8.0M * Large 



greater than or Medium 
equal to S3.0M 

greater than $16.0M Large, 

greater than or . Medium 
equal to $8.0M . 

Anything else * Small 



♦If equipment is rented, purchase price equals monthly rental 
Source: Naval Audit Service 



multiplied by 40. 



Figure 2-3.-TaWe for Computing DPID Size. 



A senior D^an compute the size-small ttf 
large-of a particular ADP activity's automatic 
date processing installation department (DPID) 
utilizing the chart jn figure 2-3. The size is based 
on total memory size and total purchase price 
of an activity's computer(s). For an activity to. 
have a DPID, it must have at least one central 
processing unit (CPU) and one computer 
operator* 

For an activity to have a data processing 
programming support department (DPPSD), it 
must have an organizational element whose 
primary function is to design, develop, or 
maintain application Upftware/computer 
programs. An ADP activity with fewer than five 
programmers/analysts/speciah^ts is not usually 
considered to have a DPPSD. The sizes of a 
DPPSD can be determined using figure 2-4. 



NO. OF ANALYSTS, 
PROGRAMMERS, OR * 
SPECIALISTS 


DPPSD SIZE 

'for AN 

ACTIVITY 


5 TO 10 
II TO 30 
30 OR MORE 


SMALL 
MEDIUM 
LARGE 

> 



Figure 2-4.-DP Programming Support DepartmenfSize 
Configuration. 
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When an ADP installation is classified as a 
design/development activity, it functions aa a 
special category for program development 
activites, and may provide centralized 
applications systems development and 
maintenance. The program develdpment is for . * 
standard systems that are run at multiple 
activities throughout the Navy or at a single 
location providing Navy-wide suppbrt. The j 
organizational structure and/or responsibilities 
may vary considerably, but the primary function 
is responsibility for applications desigji and 
development. 

For' an installation to have a technical 
support department (TSD) the activity must 
have an organizational element whose primary 
function is to ^provide "generalized technical 
support." Functions performed are normally in 
support of hardware, a DPID, a DPPSD, or 
generalized software which supports multiple 
applications, as opposed to supporting a specific 
user application. Functions *which may be 
performed in a TSD include systems software 
acquisition, installation, testing, distribution and 
maintenance, performance monitoring, 
configuration planning, teleprocessing services, 
and standards and procedures. The sizes bf ^a 
TSD can be determined using, figure 2-5. 

EQUIPMENT ORGANIZATION 

„ *There are many organizational planning 
needs to be met when a new installation is to be 



NO. OF ANALYSTS, 


TSO SIZE 


PROGRAMMERS, OR 


FOR AN 


SPECIALISTS 


ACTIVITY 


1 TO 5 


' SMALL 


5 TO 15 


MEOIUM 


15 OR MORE 


LARGE 



0 

Figure 2-5,-Technical Support .Department Size 
, Configuration. 



established* or an existing system modified. 
Planning for the incoming hardware is concerned 
primarily with space, arrangement, and 
environment. ' In most cases planning for 
hardware installation is fairly routine. The 
specifications for each unit's required spacing 
(for repair access) and environment (air 
circulation, cooling, "humidity, raised floor, etc.) 
are detailed by the manufacturer. 

The arrangement of equipment should be of 
special concern to the senior DP. If possible 
locate a noisy printer outside the system area. 
The harsh printer noise and. paper lint/dust may 
be harmful to personnel and may contaminate 
system hardware. Other problems concerning 
hardware can usually be resolved by consulting 
specification books, manufacturers' 
representatives, and Data System's Technicians. 

NONTACTICAL ADP ORGANIZATION 

In 1975, a General Accounting Office 
(GAO) report was' very critical of the ADP 
structure in the Navy. Because of the report, the 
Navy conducted a reorganization study during 
.1976. As enumerated by the. Vice Chief of Naval 
Material in 1976, the top 10 ADP problems 
besetting the Navy were: * ' 

1. ADP configuration management-There- 
was no control over the use 6f computer 
capacity. Many a times the capacity* was 
exhau$$ed by local techniques. 

2. Low thresholds -Everything had to be 
justified; therefore, staffs were swamped with 
paperwork. 

3. Improper support of new projects-New 
projects were locally received without ,the 
addition of necessary resources. ^ 

4. Economic justffication-This frequently 
prevented standardization across command lines. 

5. Lack of Navy-wide hardware 
standardization -This command-line problem 
was created by the differences in development 
time of large-scale systems. •* 

6. Nonstandardization of systems-This was 
another command-line problem. Many activities 
duplicated what other commands or activities 
had already done/ 

" 7. Insufficient overhead to ^properly 

^manage ADP-Overhead, in this instance, 

2 
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referred to personnel cutbacks that tended to 
reduce the management and planning staffs. 

8. v Lack of Navy-wide telecommunications v 
planning. 

9. Lack of standard procedures for 
requesting ADP service^ and managing systems 
development. * ' 

10. Lack, of technical standards and 
enforcement of them. 



The study resulted in the formation of the 
Naval Data Automation Command as a 
second-echelon command of the CNO, effective 
1 January 1 977. Third-echelon commands under 
NAVDAC are ADPSO (the ADP Selection 
Office of the Navy), DODCI (the DQD 
Computer Institute), and a system of from six to 
eight Regional Data Automation Centers 
(NARDAC). (See-fifr-2-6.) 



AUTOMATIC 

DATA 
PROCESSING 
SELECTION 
OFFICE 
(ADPSO) 



NAVDAC 
HEADQUARTERS 
WASHINGTON, DC. 



(WASHINGTON, D.C) 



NAVY 
REGIONAL 
DATA 
AUTOMATION 

CENTER 
(NARDAC) \ 
WASHINGTON, 
D.C 



(ESTABLISHED 
f MARCH 1977) 



NAVY 
REGIONAL 
DATA , 

AUTOMATION 
CENTER , 
(NARDAp) 

' NORFOLK . 

^ 



(ESTABLISHED ' 
'OCTOBER 1978)' 



NAVY DATA 

AUTOMATION 
FACILITY 
(NAVDAF) 
NEWPORT Rl 



NAVY 

REGIONAL • 
DATA 
AUTOMATION 
CENTER 
(NARDAC) 

JACKSONVILLE 



DEPARTMENT 
OF 

• DEFENSE 

'COMPUTER 

INSTITUTE 
(DODCI) 



( WASHI NGTON^c!^^'' 



NAVY 
„ REGIONAL 

AUTOMATION 
CENTER 
(NARDAC) 

PE>JSAC0LA 



NAVY 
REGIONAL 
. DATA 

AUTOMATION 
CENTER 
(NARDAC) 

SAN DIEGO. 



Established 

OCTOBER 1977) 



(ESTABLISHED 
, OCTOBER 1978) 



9> 



NA\ 

REGIONAL 
DATA 
AUTOMATION 
CENTER »< 
(NARDAC) 
SAN • 
FRANCISCO 



(ESTABLISHED 
MAY 1980) 



• NAVY 
REGIONAL/. 
' ' . DATA * 
AUTOM^JQN^ 
CENTER^ 
VNARDAC) : 
NEW" ORLEANS 



(ESTABLISHED 
JULYI978)_ 



(ESTABLISHED 
JULY 1978) 



v 



NAVY DATA 

AUTOMATION 
FACILITY 

(NAVDAF) 

PEARL 

HARBOR, HI 



(ESTABLISHED 
OCTOBER l§79) 



(ESTABLISHED 
MAY 1980) * 



Figure 2-6.-NAVDAC Commands. 
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NAVDACs principal objectives are to 
improve 'the effectiveness of ADP systems in 
support of Navy operations; to exploit all the 
potentials of ADP and teleprocessing technology 
in multicommand and multifunctional ADP 
Systems; and to improve the overall management 
of the Navy's ADP resources. 

NAVDACs mission, as approved by the 
CNO, en^ils: 

1. Collaboration on ADP matters with all 
Navy ADP claimants. 

2. Approval of systems development, and 
acquisition and development of ADP equipment 
and service contracts. 

3. Sponsoring ADP technology. 

4. Career development and training of 
personnel. 



5. Technical management of all Navy ADP 
activities. . 

6. Navy-wide ADP policy) f plans, and 
procedures. 

V NAVDAC, in brief, is charged with fostering 
bro^d=h$sed improvement in the contribution of>" 
noritactical ADP to Navy operational 
effectiveness. NAVDACs goals inolude better 
planning and coordination (Navy-wide) to 
anticipate, budget for, and satisfy ADP 
requirements before rather than after they 
become critical; standardization of systems and 
consolidation of facilities where it makes good 
sense; more aggressive and consistent 
exploitation of computers and teleprocessing; 
career development of ADP professional 
personnel; and the formulation of ' more 
responsive, up-to-date policy and procedures for 
the acquisition and management of ADP 
resources. A summary of organizational 
structure can be viewed in figure 2-7., 



OFFICE OF COMMANDER 



COMMANDER 
(CODE 00) 



DEPUTY COMMANDER 
(CODE 09). 



DIRECTOR 
ADMINISTRATION 
(CODE 04) 




DIRECTOR 
SYSTEMS SOFTWARE, 
TELEPROCESSING, 
AND STANDARDS 
(CODE 30) 



TECHNICAL DIRECTOR 
(C0DE00T) 





SPECIAL STAFF 


CODE 


OOA 


EXECUTIVE ASSISTANT 


cooe: 


OOB 


INSPECTOR GENERAL 


CODE 


ooc 


GENERAL COUNSEL 


CODE 


OOE 


CDEEO a CFWPC 


CODE 


~00H 


SPECIAL ADVISOR 



COMPTROLLER 
(CODE 07) 



DIRECTOR 
COMPUTER PROGRAM 
DEVELOPMENT 
(CODE 40) - 



DIRECTOR 
COMPUTER SYSTEMS 
OPERATIONS 
(CODE 50) 



DEPUTY TECHNICAL 

DIRECTOR FOR 
PLANS, RESOURCES 
t AND SUPPORT 4 
OPERATiONS 
(CODE 90) 



4/ 



ERIC 



Figure 2-7.-Naval Data Automation Command Headquarters. 
2-14 



51 



78.168 



Chapter 2-ADP ORGANIZATION y\ND PERSONNEL 



NONTACTICAL ADP SUPPORT 

As part^of.the overall ^organization of the 
Navy's nqntactical ADP resources and 
management, each Navy •-Regional Data 
Automation Center (NARDAC) was . formed 
from existing facilities and operations in a 
particular geographical affea,, of which the former 
Data Processing Service Centers (DPSCs) formed 
the nucleus. The NARDACs have a significantly 
broader mission than the DPSCs, and in aU 
cases the NARDACs were expanded in scope 
and .responsibility, including assignment of 
Ngvy-wide areas -of AD.P technical management 
responsibilities. 

The NARDACs provide a wide range of ADP 
support services, from assisting potential 
customer in defining their requirements to 
providing a modern, on-line, real-time 



teleprocessing environment in which users do 
their data processing. 

Each NARDAC is organized under a 
standard structure patterned after NAVDACs. 
NARDACs are also standardized with ADP 
capability with the UNIVAC ADPE, specifically 
the Ul 100/40. The standardized ADPE gives the 
NARDACs the means to respond rapidly, 
efficiently, and economically to the user 
requirements in the field. 

The NARDACs have facilities geographically 
removed from the NARDAC. These sites, called 
NAVDAFs (Navy Data Automation Facilities), 
are located in such areas as Pearl Harbor, Hawaii, 
and Great Lakes, Illinois. They provide onsite 
support to major Navy ^ommands/activities in 
areas not otherwise supported by NARDACs or 
h aving special support requirements. The 
NAVDAFs also have an organizational structure 
patterned by NARDAC 
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CHAPTER 3 

ADP PHYSICAL^SECURITY, RISK 
MANAGEMENT, AND PRIVACY 



This chapter provides basic information 
about Automatic data processing physical 
security and risk management, and covers the 
Privacy /Vet of .1974. Authoritative references 
are cited throughout the chapter and are to be 
utilized when implementing any type of security 
measures. This chapter should not be used* as 
authority to implement any security measure. If 
is intended to assist , the DPI and DPC in 
defining specific ADP physical security 
requirements. Additionally, it lists referenced 
instruction(s)/manual(s) for developing and 
implementing sound physical security programs, 
and establishes and provides .background training 
for conducting audits of these programs. 



PHYSICAL SECURITY PROGRAMS 

Every ADP organization has, or should have, 
an on-gbing physical security program.- The 
majority of these programs differ as the needs, 
requirements, and locations of the commands * 
differ. The physical security program for a 
highly classified defense command^would not be 
comparable with the physical security program 
of an unclassified, nontactical command. Also, a 
physical security program for an ADP facility in 
Florida would not require as much emphasis on 
earthquake protection measures as would an 
ADP facility in California. Planning a physical 
security program is as important as "actually - 
implementing the program'. 



here for developing and implementing a physical 
security program can be summarized as follows: 

1. Analyze risk as the basis for 
development of a security policy. 

2. Select and implement appropriate 
security njeasures to reduce exposure to losses. 

3. Develop contingency plans for back-up 
operations, disaster recovery, and emergencies. 

4. Provide indoctrination and training for 
personnel. 

5. Plan and conduct continuing tests and 
audits and adjust security .measures and 
contingency plans as needed. ^ 

ADP THREATS 

When planning a physical security program, 
the DP technical manager should be aware of 'all 
the types of threats that may be encountered. 
Not every Navy ADP facility will be faced with 
each type of threat, especially if the facility is 
aboard ship. The impact of a given threat may 
depend on the geographic lopation of the ADP 
facility (earthquakes), the local environment 
(flooding), and potential value of property or 
data to a thief, or the perceived importance of 
the facility to activists and demonstrators or 
subversives. Npt all threats and preventative 
measures can be discussed in this chapter. For a 
thorough review of the subject, refer to FIPS 
PUB 31 and OPNAVINST 5510.45 series. Sdfne 
of the natural and unnatural threats include: 



The DP technical manager of an AD^ facility 1. Unauthorized access 'by persons to 

will derive the most from this chapter if security specific areas and equipment for such purposes 

is designated as an on-going operational function as theft, >rson, vandalism, tampering, 

and if an adequate staff is provided to support circumventing of internal controls, or improper 

the function. The^general guidelines suggested physical access to information. 

") , •• 
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2. ADP hardware failures. 

3. Failure of supporting utilitiis^jacluding 
electric power, air conditioning, commu- 
nications circuits, elevators, and mail conveyors. 

4. Natural disasters, including floods, 
windstorms, fires, and earthquakes. 

5.. Accidents causing the nonavailability of 
key personnel. 

6. Neighboring hazards such as close 
pjoximity to chemical or explosive operations, 
airports, high crime areps, etc. 

7. Tampering with input, programs, and 
data. 

8. The compromise • of data through" 
interception of acoustical or electromagnetic 
emanations from ADP hardware. 

The preceding list of threats to the operation 
of an ADP facility contains only a few of the 
reasons why each command should have an . 
on-going physical security program that is 
adapted to/tailored to its individual needs and 
requirements, .Only the most likely an<t common 
threats are discussed in this chapter. 

RISK ANALYSIS 

It is recommended that the ADP facility 
upper management begin development of the 
physical security program witfy a risk analysis. A 
risk analysis, as related to this chapter, is the 
study of potential hazards that could threaten 
the performance, integrity, and normal 
operations of an ADP facility. Experience at 
various Commands has shown that a quantitative 
risk analysis produces the following benefits: 

1. Objectives of the security program are 
directly related to the missions of the command. 

2. Those charged with selecting specific 
security measures have quantitative guidance on 
tHe type and amount of resources that it is 
reasonable to expend on each security measure. 

3. Long-range planners receive guidance in 
applying security considerations to such things 
assite selection, building design, hardware 
conligQ rations and procurements, software 
systems, jind internal controls. 



4. Criteria are generated f8r designing and 
evaluating contingency plans for backup 
opetatiohs, recovery from disaster, and pealing 
with emergencies. 

5. An explicit security policy can .be 
generated which identifies what is to be 
protected, which threats are significant and who 
sh,all be responsible for execution,, review, and 
reporting of the security program. . 

Loss Potential Estimates • * 

The Tirst step to be considered when 
preparing the risk analysis is t to e/timate the 
potential losses to which the y\DP facility is 
exposed. The objective of the loss potential 
estimate is to identify critical aspe<£s of the 
ADP facility operation and to place a monetary 
value on the loss estimate. Losses may result 
from a number of possible situations, such as: — 

1. Physical destruction or theft of tangible 
assets. The loss potential is the cost to replace 
lost assets and the cost of delayed processing. 

2. Loss of data br program files. ,The loss 
potential is the cost to reconstruct the files 
either from backup copies if available or from 
source documents and possibly the cost pf 
delayed processing. 

3. Theft of information. The loss potential 
here is difficult to quantify. Although the 
command itself would sustain no direct loss, it 
clearly would have failed in its mission. In some 
cases, information itself may have market value, 
for example, a proprietary software package or a 
name list which can be sold. ^ ( 

4- Indirect theft of 'assets. If the ADP 
system is used to control otheft assets such a? 
cash," items in inventory, or authorization for 
performance of services, 4 then it may also be 
used to" steal such assets. The loss potential 
would be the value of such Assets which might 
be stolen before the magnitude of the loss is 
large enough to assure detection. 

5. Delayed processing. Every application- 
has sqme time constraint, ^nd failure Jo 
complete it on tijncTdauses a loss.Jn some cases 
the loss potenual may not be as obvious as, for 
example, a delay in issuing military paychecks. 
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The ADP DP technical manager and- upper 
management should, construct a table of 
replacement costs for the physical assets of the 
ADP facility. This usually includes th* building 
itself and all contents. 

, Preparation of this tabulation, broken do^n 
^ by specific areas helps to identify areas needing 
special attention. While the contents of the 
typical office area may be valued at $5 to $10 
per square Toot, it is not unusual to find that the 
contents of a computer room are worth $500 to 
^ $2000 per square fcfot The estimate is also 

* helpful in planning for recovery in the event of a 

* disaster. 

« 

The . remaining four loss potential types 
previously listed ~are dependent on the 
characteristics of the individual data processing 
tasks performed by the ADP facility. The ADP 
DP technical manager should review -each task to 
establish which losses the facility is exposed to 
and which factors affect the size of the potential 
loss. The DP technical managers should call on 
users to help make these estimates.' 

In order to make the best use of time, the 
ADP DP technical manager should, cjo rapid, 
preliminary screening* in order to identify tfre 
tasks which appear to have significant' loss 
potential. A table of preliminary estimates is 
shown in figure 3-1. 



Having made a preliminary screening to 
identify the, critical tasks, the ADP DP technical 
manager should seek to quantify loss potential 
more p r ecisely wi th the help of user 
representatives familiar with the critical tasks 
and their impact on other activities. Mishaps and 
tosses that could occur should be considered, on 
the assumption that if something can go wrong, 
it wilt. The fact that a given,task has never been 
tampered with, used for an embezzlement, or 
changed to • mislead management in the 
command is no assurance that it never will be. 
At this stage of fhe risk analysis, all levels of 
management shoul'd assume the worst. 



Threat Analysis 



The second step of the risk analysis is to 
evaluate the threats to the ADP facility. Threats 
and the factors which influence their relative 
importance were outlined earlier in this chapter. 
Details of tire more common threats are 
discussed later in this chapter and, to the extent 
it is available, general information about the 
probability of occurrence is given. These data, 
the application of common sense, and "higher 
authprity, instructions/manuals should be >used 
by the DP technical manager to develop 
estimates of the probability of occurrence for 
each type of threat. , 



TASK 
NAME 


RUN 
.TIME' 


FILE * 
RECON- . 
STRUCTION 


* CLASSIFIED/ 
SENSITIVE 
DATA 


. l>RIOR 

Compromise/ 

.THEFT OF INF.O 


DELAYED 

PROCESSING 

IMPACT 


PROJECT 


MANPOWER 

COST 

ESTIMATE 


R 


1.5/D 


Easy 

• 


No* 


No * v 


Extreme 


Payroll 


1 day 


S 


On line 


V. Diff 


;¥es 


Yes 


Extreme 


Operations 


8 hours 


T 


2.0/D 


•Difficult 


Yes 


No 


fc "Moderate 


Inventory • 


1 week v s 


U 


0.5;W 


Normal 




No . 


Low 


Research 


6 clays 


V 


0.7/M' 


Difficult 


Yes ' 

j 


No . 


. Very low ; 


Research 


2 days 


W 


4.5/W 


Easy 


No 


No 


Moderate 


Inventory 


3 hours 



' Figure 3-1.-Prelimi»ary Ertimates of Lois Potential. 
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While -the overall rfsk analysis should be 
conducted by the ADP DP technical manager, 
other personnel at the ADP facility can 
contribute to the threat analysis and their help 
should be solicited. Figure 3-2 includes a list .of 
conjmbn threats at a sjiore ADP facility, with 
space allowed for' the agency or individual to 
contact should the need arise and a 
corresponding telephone number for each. The ' 
DP technical manager should fill in a similar list 
with local contacts of help and information. 

Annual Loss Expectancy 

The third step in the risk an'alysis is to 
combine the estimates of the value of potential 
loss and probability of loss to develop ^an 
estimate of annual loss expectancy. The purpose 
is to pinpoint the significant threats as a guide to 



the selection of security measures and to 
develop a yardstick for determining the amount 
of money which is reasonable to spend on each 
of them. In other words, the cost of a given* 
security* measure should relate to the loss(es) 
against which lit provides protectioh. 

To develop the annual loss expectancy, a 
matrijc of threats and potential losses can be 
constructed. At -each intersection, ask if the 
given threat could cause the given loss. Fbf 
example, fire, flood, and sabotage do not 'cause 
theft-of-information Mosses, but, in varying 
degrees, all, three result in physical destruction 
losses and losses due to delayed processing.^ 
Likewise, 'internal tampering could cause an 
indirect loss of assets. In each case where there 
can be significant loss, the loss potenjwft is 
multiplied by the probability of occurrence of 
the threat tp gjenerate an annual estimate of loss. 



COMMON THREATS 



SOURCES OF 

LOCAL INFORMATION AND HELP 



LOCAL 
PHONE 
NUpER 



Fire 
Flood 

Earthquake f 
Windstorm 
Power failure 
Air conditioning failure 
munications failure 



ADP hardware failure 
intruders, Vandals 
Compromising emanations 
Internal theft 
Internal misuse 



* > 
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Selecting Remedial Me^s 5. Contingency plans permit satisfactory 

accomplishment of command -missions following 
a damaging event. Contingency plans include 
immediate response to emergencies 'to protect 
life and property and to limit damage, 
maintenance of plans and 'materials needed for 
backup operation offsite, and maintenance of 
plans for prompt recovery following m^jor 
damage to or destruction of the ADP facility. 
The command's Disaster Control Han should 
.coincide with the ADP facility's contingency 
plans. . 

There are two criteria for selecting specific 
remedial measures. 

1. The annual cost is to be Jess than the 
redaction in expected .annual loss which could 
be caused by threats. u 

2. The mix of reipediaB measures selected is 
to be the one' having the lowest tptal cpst. 



J When the^sfimate of annual loss has been 
complet^<M)P upper management will hav8 a . 
clear^picture of the significant threats and 
^ntical ADP tasks. The response to significant 
threats can take one or more of the- following 
forms: 

1. Alter the environment to reduce the 
probability or occurrence. In an extreme case, 
this could lead to relocation of the ADP facility 
to^f less exposed, location. Alternatively/ a 

' hazardous occupancy adjacent to or inside the 
ADP facility could be moved elsewhere. 

2. Erect barriers to ward off the threat. 
These might take the forn^ of changes £o 
strengthen 'the building against the effects of 
natural disasters, saboteurs, or vandals. (See 
OPNAVINSX 551-0.1 series and 5510.45 series 
for evaluation guidelines.) Special equipment 
can be totalled to improve the quality arid 
reliability of electric power. Special door locks, 
military guards, and intrusion detectQrs cai> Jbe 
used to control access to critical areas." 

3. Improve, procedures to xlose- gaps in 
controls. f These might .include better 'controls 
over operations or more rigorous*standards for 
programming and software testing. 

4. Early, detectfon of harmful situations 
permit? more rapid response to minimize 
damage. Fire and intrusion detectors 'are both 
typical examples. 



The first criterion simply says that there 
must be A a cost justification for the security 
program ^that it returns* more in savings to -the 
ADP facility than it cost*. This may seem 
obvious but it is rfbt uncommon for an ADP 
manager , to xall -for a security measure, "to 
comply with higher authority security 
instructions and directives, without ' first 
analyzing the risks. 

The second criterion reflects the fact that a 
given remedial measure may often be effective 
against more than one threat. (See fig. 3-3.) 
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Since, a given remedial measure may affect 
more than one threat, the lowest cost mix of 
measures probably will not be immediately 
obvious. One possible way toonake the selection 
is to begin with the thre^rx having the largest 
annual loss potential. Consider possible remedial 
measures* and list thtfse for which the annual" 
cost is less than the expected reduction in ' 
annual lqss. (Precision in estimating cost and loss 
reduction is not necessary at this point.) If two 
or more remedial measures Would cause a loss 
reduction in the same .area, list them all, but 
note the redundancy. Repeat the process for the 
next most serious threat and continue until 
reaching the point where no cost justifiable 
measure for a threat can be found. If the cost of 
a remedial measure is increased when it is 
extended to cover an additional threat, the 
incremental cost should be noted. At this point, 
therapists a matrix of individual threats and 
'rem&H& measures with estimates of loss 
reductions and costs, and thus an estimate of the 
net saving: This can be shown graphically, as in 
figure 3-4. 



For each threat, the estimated* loss 
reduction, the cost of the remedial measure, and 
the net loss reduction have been given (in that ( 

.order). By applying remedial measure J to threat 
A at a cQst of $9,000, a loss reduction i>f 
$20,000 can be expected (a net saving of 
$11,000). Furthermore remedial measure J will 

x reduce the threat B loss by $10,000 -at no 
additional cost and the threat C loss by $4,000 
at an added cost of only $1,000. Finally, 
though, it appears that it would cost more than 
it would save to apply J to threat D. Therefore, 
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Figure 3-4.— Threat matrix. 



J would not be implemented for D ; The net loss 
reduction from J could be expressed as: 

J(A,B&Q 11 + *10 + 3 

' = $24,000 * 

The table indicates that J and K have the same 
reduction effect on threat, A. Since K Costs more 
than J, it might, at first glance, be rejected; 
However^ 

*K(A,B,C&D) =5 + 12 + 6 + 2 

= $25,000 

and 

J(A,B&Q + K(A,B,C&D) = -4 + 22 + 9 + 2 

= $29,000 



Therefore, while J and K are equally effective on 
threat A, K* appears to be more effective than J 
on the 'other threats. Further checking shows 
that their combined us£ results in the greatest 
overall net loss reduction. 

By going through the process just described, 
Using preliminary estimates for cost and loss 
reduction,, a DP technical manager can test 
various combinations of remedial measures, and 
thus identify the subset of remedial measures 
which appears to be the most effective. At this 
point, the DP technical manager'should review 
the estimates and refine them as necessary to 
ensure compliance with .higher authority 
security Instructions. 

If all of the preceding procedures have been 
followed, the following factors* will have been 
established and documented: 

1. Significant threats and probabilities of 
occurrence 

2. Critical tasks and the loss of potential 
related to each threat on an annual basis 

3. A list" of remedial measures which will 
yield the greatest net reduction iflH-losses, 
together with their annual cost 
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With • this information at hand, ADP upper 
management can move ahead with 
implementation of the physical security 
program. Since the analysis of remedial measures 
will have identified those with the greatest 
impact, relative priorities for implementation 
can also be established. * 

IMPLEMENTING A ' " 
SECURITY PROGRAM 

The use of a risk analysis and higher 
authority instructions has been suggested as the 
basis for developing an ADP security program. 
Even though implementation of the program 
depends on local instructions/directives and 
conditions, it may not be clear just where to 
begin. Following is a suggested outline that can 
be used as a basis for planning an ADP security 
program.^ \ 

f. Preliminary planning. Establish ^n ADP 
security team to prepare an AD? security 
program and make responsibility assignments. 

2. Perform a preliminary risk analysis to 
identify major problem areas. " ' 

3. Select and implement urgent "quick fix" 
security measures as nefeded. 

4. Perform and document a detailed risk 
analysis for review and approval. 

5. Based on the approved risk analysis 
selected, justify cost and document action plans . 
with budgets and schedules for security 
measures, contingency plans, training and 
indoctrination plans, and test and audit plans. 

6. Carry out the approved action plans. 

7. Depending on the results of tests, audits, 
and changes in mission or environment, repeat 
the detailed risk analysis and subsequent steps" 
on a regular (at least annual) basis. . 

* The action plans shbuld include adequate 
documentajion. »For example, the 
documentation might include: 

4 1. A security policy statement which 
provides general ^guidance and assigns 
responsibilities/ • ; 

2. A security handbook with instructions 
that describe in detail the security program and 



procedures, and the obligations of ADP 
personnel, users, and supporting personnel. 

3. Command^standards for system design, 
programming, testing, and maintenance to 
reflect security objectives and requirements. 

4. Contingency plans for backup 
operations, disaster recovery, and emergency 
response.-* 

5. Booklets or command instructions for 
ADP staff indoctrination in security program 
requirements. 

Depending on the normal practice <^the 
ADP facility, these documents may be*, 
completely separate items or may be included in 
other documents. For example, emergency 
response plans for the ADP facility might be 
included in the command's Disaster Control 
Han. Similarly, security, standards could be 
added to existing documents. 

The final point to be made- is the importance 
pf continuing an audit and review of the security 
program, A major effort is required for the 
initial risk analysis,- but once it has been 
completed, a regular review and updating can be 
done much more quickly. By evaluating changes 
in command mission, the local environment, the 
hardware configuration, ancj^ tasks performed, 
"the DP technical manager can determine what 
changes, if any, should be made in the security 
program to keep it effective. 

Authoritative Reference • 

There are* numerous higher authority 
instructipns for physical security, data 
protection, and security in general that the DP 
technical manager shoujd have a thorough 
knowledge of before implementing any security 
plan. The DP technical manager should reference 
the following instructions and manuals when 
making security decisions and also when 
studying for advancement in rate: ^ 

1. OPNAVINST 5 239.1- series with 
enclosures, Department of the Navy security 
program for automatic data processing .systems 

2. FIPS PUB 65 (encl. (3) 'to OPNAVINST 
5239.1 series) Guideline for automatic data 
.processing risk analysis 
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3. OPNAVINST 5510.1 series, Department 
of the Navy Information* Security Program 
Regulations 

4. Office of Naval Intelligence (ONI- 
CS-63-1-76), Guide for Security Equipment 



NATURAL DISASJERS 

Fires, floods, windstorms, and earthquakes 
all tend to have the same basic effects on ADP 
operations. These effects are the physical 
destruction of the facility and its contents and 
interruption of normal operations. They also 
represent a threat to the life and safety of the 
ADP staff. Fire is the only natural disaster that 
will be discussed in this chapter. • 

^ 

FIRE SAFETY 

Experience over the last two decades has 
demonstrated the sensitivity of ADP facilities to 
fire damage resulting in disruption of operations." 
A number of major losses have* involved 
noncombustible buildings. In* those cases where 
vital tapes were safeguarded and the computer 
hardware was relatively uncomplicated, "rapid 
recovery was possible, often in a matter of days. 
However, it seems likely that if a large Computer ' 
configuration, such as a World Wkfe Military 
Command and" Control System * (WWMdtS), 
were destroyed or if backup records f were 
inadequate, recovery would be a lengthy process 
that coukftake many weeks ormonths. 

Fire safety should be a key part of. the ADP 
facility's physical security program anfi should 
include these elements: '• 

1. Location, design, construction,* and 
maintehance of the ADP facility to rtfinimize fhe 
exposure to fire damage. 

2. Measures to ensure prompt detection of 
and response to a fire emergency, " ' * 

3. Provision for quick human intervention 
and adequate means to extinguish fires. 

4. Provision of adquate means and 
personnel to limit damage and effect prompt 
recovery. 



Facility Fire Exposure , 

, The first factor to consider in evaluating the 
fire safety t of ap § ADP facility 1 is what fire 
exposure results from the nature (ff the 
opcupancy (material) of Adjacent buildings and 
' the ADP facility building. Generally speaking, 
the degree of hazard associated with a given 
occupancy (material) depends on the amount of 
v combustible materials, the ease with which they 
can be ignited, and the likelihood of a source of 
ignition. 

The second and third fire safety factors are 
the design and construction of the building. 
There are five basic types of construction 
described in figure 3-5, with the approximate 
destruction time shown for each fire 
classification. 

The actual performance of a building will 
depend not only on the type of construction, 
but on design detail^such as: 

h* Fire walls which in effect divide a 
structure into separate buildings with respecf t6 
fires. ^ 
¥ , 2. Fire rated partitions which retard the 
spread of a fire within a building. 

§. Fire rated stairwells, dampers, or 
shutters in ducts; fire stops at the junction of 
floors, and walls and similar measures to retard 
the spread of smoke and fire within a building. 

4/ Use of low-flame spread materials for 
~ floor, wall, and ceiling finish to retard 
propagation of flame. 



• 

Type of Construction 


Approximate .Fire 


Classification 


Fire Resistant * 


2 or 3 hours 


*Heavy Timber- . 


1 plus hours 


/Noncombustible 


1 hour 


* Ordinary Construction 


Less than 1 hour 


Wood Frame 


Minutes 



•depends on size of timber used. 



Figure 3-5.-Types of construction. 
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„ It should *be understood thai thjs discussion 
ha^s been much simplified. However, 
consideration oPthese factors as they apply to 
an' existing or projected ADP facility will help to 
determine the amount of attention that should 
be payed to fire safety. Seek the assistance of a 
qualified fire protection engineer or local base 
fire personnel in evaluating the inherent fire 
safety of . thp^ADP facility and identifying 
hazards. u< 

The July 1973 fire at the U.S. Military. 
Personnel Records Center, Overland, Missouri, 
was an unfortunate demonstration of the result 
when well-tested fire safety design criteria are 
disregarded in overemphasizing protection 
against other risks. Lack of sprinkler protection, 
inadequate access to the fire site, an£ related 
design deficiencies seriously hampered fire 
fighting and in the end resulted in nftich more 
damage to records than would have resulted 
from the operation of sprinkler heads. 

The fourth factor in fire safety is the \yay in 
which the. building is operated. It should be 
understood that the^inherent fire safety of a 
building can be rendered ineffective by careless 
operation. This includes: fire doors propped 
open; undue accumulation of debris or trash; 
careless use of flammable fluids, welding 
equipment, and cutting torches; substandard' 
electric wiring; inadequate maintenance or 
safety controls on ovens and boilers; and 
excessive concentration of flammable materials. 
ADP facilities for example, have a particular 
hazard "from fhe accumulation oflint from card 
and paper operations. The ADP physical 
security program should strive, in coordination 
with the building maintenance staff, to identify 
and eliminate such dangerous conditions* 
Futhermore, it should be understood that this 
must be a continuing effort and a consideration 
in the assignment of security management 
responsibilities. The security audit plan should 
includ e verification of compliance with 
established standards.- 

Fire Detection 

Despite careful attention to the location, 
design, construction, and operation of the ADP 
facility, there is still the possibility that a fire 



^ can start. Experience has shown repeatedly that 
prompt detection is a major factor in limiting 
fire damage. Typically, a fire goes through three 
stages. Some event, such as a failure of electrical 
insulation, causes ignition. An electrical fire will 
often smolder for a long period of time. When 
an open flame develops, the fire spreads through 
direct flame contact, progressing relatively 
slowly, with a rise in the temperature of the 
surrounding air. The. duration of this stage is 
dependent on the combustibility of the 
materials at and near the t>oint of ignition. 
Finally, the temperature reaches the point at 
which Adjacent combustible materials give off 
flammable gases. At this point the fire spreads 
rapidly and ignition of nearby materials will 
result from heat radiation as well as direct flame 
contact. Because of the high temperatures and 
.volumes of smoke and toxic gases associated 
with this third stage, fire fighting becomes 
Increasingly difficult and often people cannot 
remain* at the fire site!* 

Given the objective to discover and deal with 

, a fire before it reaches the third stage, one can 
see the limitation of fire detection which 
depends on detecting a ijse in air temperature. It 
is for jthis reason that the area$ in which 
electronic equipment is installed be equipped 
with products-of-combustion (smoke) detectors. 
Such detectors use. electronic circuitry to detect 
the presence of abnormal constituents in the air 
which are usually associated with combustion. 
/ To be effective in providing prompt 
detection, the following points should be 
considered in desi&hing a fire detection system: 

1. The location and spacing of detectors 
should take into consideration the direction and 
velocity of air flow, the presence of areas with 
stagnant air, and the location of equipment and 
other potential fire sites. Note that detectors 
may be required under the raised floor, above , 
the hupg ceiling, and in air conditioning ducts as 
well as at the ceiling. It may also be wise to put 
detectors in electric and telephone equipment 
closets and cable tunnels. 



2. The design of the detection control 
p'anel should make it easy ^to identify the 
detector which has alarmed. This implies that 
the detectors in definable areas (for example, 
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the tape vault, the east end of the computer 
room, and administrative offices) should be\ 
displayed as a group on the control panel In 
other words, when an alarm sounds, inspection 
of the control panel should indicate which area 
or zone caused the alarm. Generally, andr» 
preferably, each detector will include a pilots 
* light which lights when the detector is in. .the 
alarm state. In some cases there should be a s 
separate indicator light at the control panel for 
each detector. It is also important to see that the 
alarm system itself is secure. Its design should 
cause a trouble alarm to sound if any portion of 
it fails, or if there is a power failure. Steps 
should be taken to assure that the system can 
not be deactivated readily, either maliciously or 
accidentally. 

3. Meaningful human response to the 
detection and alarm systems is necessary if they 
are to. be of any value. This me&ns that the fire 
detection system should be designed to assure 
that someone will always be alerted to the fire. 
Typically, it is expected that the computer room 
staff respond to an "alarm from the ADP facility 
al^rm system. A* remote alarm, should afto be 
located at another point in the Building, manned 
at all times, such as the lobby guard post, 
security center, or building engineer's station. 
This provides a backup response - when the 
computer area, i? not occupied. If there 'is any 
possibility that'the remote alarm point will not 
be manned at all times, a third alarm point 
should be located offsite, usually at the nearest 
fire station or the* command's fire department 
for the facility; 

4. Proper maintenance is essential to the 
fire detection system. The nature of smoke 
detectors is such that nuisance alarms may be 
caused by dust in ther air or other factors. Thus, 
there is a, tendency to reduce sensitivity in order 
to eliminate nuisance alarms, with the result that 
detection- of an actual fire may,be delayed. To 
(ensure proper operation, it is important to' see *■ 
Vhat qualified personnel (a vendor 
ixpresentative, building ' engineer, or Public 
Works Center personnel) verify correct 
operation at the time of installation, and at jeast * 
once each year thereafter. Furthermore, each 
fault condition should be corrected 
immediacy. Unfortunately, there is a common 



tendentfy to turn off the fire detection system or 
silence the alarm bell, creating, the danger that 
there will be no response if a fire should occur. 

In addition to alerting personnel to the 
presence of a fire, the detection equipment can 
be used to' control the air conditioning system. 
There is some support for the view that, upon 
detection, air handling equipment should be 
shut down automatically to avoid "fanning the 
flames" and .spreading smoke. This may not be 
the best plan, as nuisance alarms will result in 
needless disruption. A preferred technique may 
be to cau^e the system to exhaust smoke by 
stopping re circulation , and switching to 
lOdtfjercent outisde air intake and room air 
discharge. As a rule this can be done by 
adjustment of air conditioning damper controls 
and their interconnection with the fire detection 
system. However, it may be necessary to modify 
the air conditioning system. 

The use of this technique is at the discretion 
of command policy. * 



Fire Extinguishment 




Fire extinguishment may be accomplished 

using one or more of the following four 

methods: 
*- 

1. Portable or hand extinguishers operated 
by military tQr civil service personnel,in an, effort 
to control the fire before it, gets out of hand". 

- ' 2. Hose lines used by military, civil service, 
or professional fire fighters to attack the fire 
with water. * 

* 

3. Automatic sprinkler systems which 
release water from sprinkler heads activated in 
the temperature range of 135° t9 280°F. 

4. Volume extinguishment systems which 
fill the room with a gas that interferes with the 
combustion process. . m • 

To ensure the effectiveness of portable 
extinguishers, several measures , should be 
observed. Extinguishers should be placed in 
readily accessible locations, not in corners or 
behind equipment. Each location should be 
marked for rapid identification; for example, a 
large red spot or band can be painted on the wall 
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or around the column above the point where 
each extinguisher is mounted. It is important 
that each DP technical manager ensure proper 
inspection in accordance with command policy. 
Each extinguisher should have an inspection tag 
affixed to it, on which is the signature of the* 
inspecting {tetty officer or fire marshal and the 
inspection.date. 

In all probability, the. ADP facility technical 
manager will want to establish a first line of 
defense against fire involvement between the 
time of notification of and response by 
professional or highly trained fire fighters, and 
will lncorpofat^ this as part of the, command's 
disaster control plan. Every command, regardless 
of size, needs military personnel who are 
knowledgeable and trained in fire safety. Any 
practical and effective organization for fire 
protection must be designed to assure prompt 
action immediately at the point where a fire 
breaks out. This usually necessitates every 
organizational unit or area of a command having 
a nucleus of key personnel who are prepared, 
through instruction iyid training, to extinguish 
fires promptly in their incipient stage. §ych 
individuals become knowledgeable in specialized 
fire protection and the systems applicable to the 
facility in question? how to turn in an alarm,, 
which type of extinguisher to use for which type 
of fire and how to use it. Further, such 
individuals can serve as on-the-job fire 
inspectors, constantly seeking out, reporting, 
and correcting conditions that ipay cause fires. 
They can help ensure that fire fighting 
equipment is properly located and maintained, 
that storage does not cause congestion which' 
could hamper fire fighting, and that general 
housekeeping is maintained at a reasonably high 
level to minimize fire risk. 
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SUPPORTING UTILITIES 



Every Navy ADP facility is dependent upon 
supporting 'utilities such as electric power and 
air-conditioning and may have to depend on 
communication circuits, water supplies and 
elevator^lfor its operation. Not all commands are 
self-sufficient; they contract some or all of these 
utilities from civil sources. In using these 



utilities, the DP technical manager should 
consider the probability of occurrence and the 
effects of breakdowns, sabotage, vandalism, fire, 
and flooding" These effects ^n then be related 
to the needs of the ADP facility as established 
by the risk analysis 

ELECTRIC POWER * 

,* * 

Variations of a normal waveform in the 
electric power supply can affect the operation of ' 
ADP hardware. The ADP hardware rectifies the 
alternating current, filters, and voltage regulates 
the resulting direct current, and applies it to the 
ADP circuitry. The filtering and regulation 
cannot be expected to eliminate voltage 
variations beyond a reasonable range. If- line 
voltage is 90 perclftt or less of nominal for more 
than 4 milliseconds, or 1^20 percent or more of 
nominal for more ^foan 16 milliseconds, 
excessive fluctuations can be expecterd in the 
d.c. voltage applied to the hardware circuitry. 
This power fluctuation causes unpredictable 
results on hardware, logic, and data transfer. 
These power line fluctuations, referred to as 
transients, are usually caused by inclement 
weather. ^ 

Internally generated transients depend on 
the configuration of power distribution inside 
"the ADP facility. The effects 'of internal 
transients can be minimized by isolating the 
ADP hardware from other facility loads. Ideally, . 
the computer area power distribution panels 
should be connected directly to the primary 
feeders k and should not share step-down 
transformers wjth other high-load equipment. 

The 'risk analysis should include a complete 
power transient and failure study. It should also 
'^take into careful consideratipn the projected 
growth in particularly sensitive applications 
(such a$ real time or teleprocessing) in projecting 
future loss potential. 

In some cases it may be economically 
feasible to connect. the ADP facility to more 
than one utility feeder via a transfer switch. * 
Thus if one feeder fails, the facility's load may 
be 'transferred to the alternate feeder. This 
technique is of greater value if the two feec^rs 
connect to different power substations. 



3-11 



ERLC 



63 



DATA PROCESSING TECHNICIAN *1 & C 



-4 



If the ADP facility is in a remote, area, an 
uninterrupted power supply (UPS) usually is 
required as a backup power source. The -UPS 
system can be manually or ^automatically 
controlled from prime power sources or from 
the ADP computer site. The typical UPS consists 
of a ^solid-state rectifier which keeps batteries 
charged and *drives a solid^tate inverter , The 
inverter synthesizes alternating current for the 
computer. A simplified block diagram |s shown 
in figure 3-6. r - * 

Depending on the 'ampere-hgur capacity of 
the battery (or batteries), the UPS can support 
its load for a m'aximum of 45 minutes without 
prime power source input electricity. At the 
same time, it will filter out transients. To 
provide extra capacity to protect against a 
failure of the UPS, a static transfer switch can be 
inserted between the UPS and the computer, as 
shown in figure 3-7: The contrql circuitry for 
the static switch can sense ah overcurrent 
condition and switch the load to the prime 
po,wer source without causing a noticeable 
transient. 

If the facility's current needs exceed its 
capacity, it may be economically feasible toJbse 
multiple, independent UPS units, as shown in 
figure 3-8. Since each unit has its own 
disconnect switch, it can be switched offline if it 
fails. 9 * # ' 

Finally, if the risk analysis has shown a 
major loss from power outages lasting 30^ to 45 
minutes or beyond, &n onsite generator* can be 
installed as shown in figure 3-9. The prime 
mover may be a diesel motor or a turbine. When 
the external powerf ails, UPS takes over and the 
control unit starts the prime mover 
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Figure K 3-6.— Simplified block diagram 
uninterrupted power supply. (UPS) 
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Figure 3-7.-UPS with transfer switch. 



automatically. The prime moVeT brings the 
generator up to speed. At this point/ the UPS 
switches over to the generator. Barring hardware 
failures* the system suppprts the .connected load 
^as long as there is fueji for the prime mover. Note ~* 
"that the generator must be large enough to 
support other essential loads, such as 
air-conditioning .or minimumyligiiting, as well as 
the UPS load. / 

'When this cbn figuration is used, the DP 
v technical manager should have a close^* - 
communication liaison with the power plant 
source to ensure that the generator is coming up 
to normal speed for the switchover from UPS. . 
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Figure 3-8.~Multiple, independent UPS units. 
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Figure 3-9.-UPS with onsite generation. ' - 



The UPS system takes over automatically and 
the change in power source may not be noticed 
in the ADP facility. However, when the UPS 
system, changes over to the generator it may 
require a manual power panel settiri| in the ADP 
facility by the DP technical manager. 



PHYSICAL ADP PROTECTION 



The physical protection of the ADP facility 
can be thought of as the process of permitting 
access to the facility by authorized persons, 
while denying , access to others. The physical 
protection of an ADP facility is not as stringent 
for an ADP facility that processes Unclassified" 
data as it is fort an ADP facility that processes 
"classified" ; data. In the following 
example/discussion, assume that the facility 
-^processes classified material and physical 
protection is afforded in accordance with 
OPNAVINST 5510.1 series and OPNAVINST 
5510.45 series. Particular attention should be* 
paid to applying physical protection ^and 
security policy wherever automatic data 
processing equipment is employed for processing 



classified., information in . accordance with 
OPNAVINST 5239.1 series. 

The DP technical manager should ensure - 
that plans are ^developed for the protection,. 

. removal, or destruction of classified material in 
the case of a natural disaster, civil disturbance, 
or enemy action. The plans should establish, 
detailed procedures and responsibilities for the 
protection of classified material so that it does 
not fall into unauthorized hands in the event of 
an emergency They should also indicate what 
-material is Jo „ be guarded, removed, or 

J destroyed.. An adequate emergency pl^i for 
classified material should provide for guarding 
the material,^ removing the classified material 
frpm the area, complete destruction of the 
classified material on a phased priority basis, or 
appropriate combinations of these actions. 

The emergency plans should als^rovide fop 
the protection of classified information in a 
manner that minimizes the risk of loss of life or 
injury to ADP personnel. The immediate 
placement of a trained and preinstructed 
perimeter guard force around the affected area 
to prevent the removal of classified material is 
an acceptable means of protecting the classified 
material. This action reduces the risk of 
casualties. *. 
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Physic&l security requirements for the 
central computer ADP facility area should be 
commensurate with "the highest classified and 
• most restrictive category of information being 
handled in the ADP system. If two or more 
computer systems are located in the same 
controlled afea, the equipment comprising each 
system may be located so that direct personnel 
access, if apprppriate, is limited to a specific 
system. , 

BOUNDARY PROTECTION 

The threat analysis may indicate the need to 
protect the property boundary of the ADP 
facility. This may be accomplished by installing 
fences or other physical 4 barrier outside 
lighting, or perimeter intrusion detectors, or by 
using a patrol force. Often a combination of two 
or more of these will be efficient. Fences should 
be 8 feet high with three strands of barbed wire. 
Fences provide crowd control, deter casual 
trespassers, and help in controlling access to the 
entrances, but they do not stop the determined 
intruder. 

^ In situations where manpower shortages 
exist, .the fence can be equipped with 
penetration sensors that should sound an 
internal alarm only. This type of physical 
protection system uses small sensors mounted at 
intervals on the fence and at each gate. 

EMANATIONS — 

Inl evaluating the nqgd for perimeter 
protection, the DP technicaPmanager should 
take into account the possibility that . 
electt^magnetic or aqoustic emanations from 
ADP hardware may be intercepted. Tests have 
shown that interception and interpretation of 
such emanations may be possible under the right 
conditions b^y technically qualified persons using 
generally available hardware. As a rule of thumb, , 
interception of electromagnetic emanations 
beyond 300 meters is very difficult. However, if 
the-DP technical manager has reason to believe 
that, there may be a potential exposure to 
interception, technical - guidance should be 
sought from upper management and the Chief.of 
Nav^l Operations (OP-009D). * . \ ' 



Measures to control compromising 
emanations are subject to approval under the 
provisions of DOD Directive S-5200.19 series, 
by the cognizant authority of the component 
approving security features of the ADP system. 
Application of these measures within industrial 
ADP systems is only at tf^e direction of the 
contracting activity concerned under provisions 
.of DOD Directive 5200.28 series, and the 
requirements are to be included in the contract; 

INTERIOR PHYSICAL PROTECTION 

The Joint-Services Interior Intrusion 
Detection System (J-SIIDS) is designed to 
provide^ reliable detection, on a 24-hour basis, of 
intrusions, attempted instrusions, and 
equipment tampering attempts. All components 
of the J-SIIDS, except for the monitoring and 
display equipment, contain internal tamper 
switches that are activated when the component 
enclosure cover is removed or opened. 

The Joint-Services Interior Intrusion 
Detection System (Fig. 3-10) consists of a 
family of intrusion and duress sensors, a control 
unit, monitoring . and display equipment 
^consisting of alarm and status monitor modules 
and monitor cabinets, a secure data transmission 
system, and an audible alarm. When properly 
installed, the system detects attempted and 
actual intrusions and notifies the designated 
authorities. - - - * - — 

The sensors f and the control unit are located 
in a protected area. The control unit receives 
and processes the alarms from the sensors and' 
supplies power to the^sensors. The. alarm "am 
stati^ , signals after processing, arSj^Hryefc 
directly to the audible alarm „if used (except- for 
a duress alarm), and to tfie monitor modules via 
the data transmisssion system or directly by 
unsupervised hardwire connections. The audible 
alarm normally is mounted on the outside of the 
room or building being protected and gives 
notice to personnel in the area that an alarm 
signal has been generated by the sensors. The 
monitoring and display equipment normally is 
located in an area where monitoring personnel 
are on duty 24 hours a day. The monitoring and 
display equipment consists of monitor cabinets 
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Figure 3-10. -Joint-Services Interior Intrusion Detection System (J-SIIDS). 



78.168 



and status or alarm mooitoi: modules, (one for 
each control unit). r The status monitor module 
gives an audible and visual indication of alarm 
and status changes. The- alarm monitor module 
gives audible andWisual indication only of alarm 
conditions. % 

<» * * 

J-SIIDS Components 

•■ * » 

« $y using the J-S^DS * components for 
internal physical security, commands should be 
better able to select those types of alarm system, 
configurations . that* best suit their specific 



/ 



requirements. All J-SIIDS components and the 
use of e^ch are described in the Office of Naval 
Intelligence .publication for the "Guide for 
Security Equipment," ONI-CS-63-1-76. / 

REMOTE TERMINAL AREAS 

While the "physical and personnel security* 1 
requirements 'for the central computer facility 
afea are based upon the overall requirements of 
tl\e^ total AD P system, remote terminal area 
requirements are based upon the 'highest 
classified and most restrictive category and type 
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'of "material which will be accessed through thef 
terminal under system* constraints. 

Each remote terminal should be individually 

* identified* to ensure required security control 
and protection, with each terminal identiffecf as 
a featjire of hardware in cpmbination with the 
operating system. 

When a peripheral device or remote terminal, ^ 
whether or nojt approved for the handling of * 
classified material, is to .be used'by personnel of. 
a component that is not responsible for the 
overall operation and control of the ADP 
system, the security measures for the device or 
terminal and its area 4 is prescribed by 4he 
authority responsible for the security of the 

* overall ADP system. Such security ^measures are 
agreed to and implemented before the user's 
peripheral device or remote terminal is 
connected to the ADP system/ 

* When one or more DOD's component's ADP 
systems 'become a part of a larger ADP network, 
the approval and tMf^authority to authorize 
temporary exceptions" to security measures for 
the component's ADlP system in the network 
requires the 'concurrence ar*d approval of both 
the DOD^Cofopcfhent 6£e;ating the ADP system 

* and the DOD * component having overall 
responsibility for the security of the network. 



v 'Each« remote jjfcriinal which is not 
controlled and prote«d as required for material 
accessible through it, should be disconnected 
from the ADP system when the system contains * 
classifiedMnformation. 

Disconnect procedures, when recjyired to 
protect classified material contained in the ADP 
system, are used to disconnect remote > 
input/output terminals - and peripheral devices 
from the system by a* hardware or software 
method authorized by the designated approving - 
authority of the central computer facility. 

PHYSICAL SECURITY SURVEY 

An annual physical security- survey -of the 
ADP facility's area should be conducted by the 
DP technical managed The first step of the 
survey is to* evaluate all potential threats to the 
ADP facility as discussed earlier in this chapter. 
The second . step of the survey is to define and 



tabulate areas within the facility for 
control purposes. Details depehd on the specifics 
of each facility, but the following are common 
areas which should be considered: t 

1 . Public entrance .or lobby 

2. Loading dock ^ ~ 

3. Spaces occupied by other building 
tenants 

4. ADP facility reception area 

. 5. ADP input/output counter area 

6. ADP data conversion area 

7. Tape library 

8. Systems analysis and programming areas 

9. Computer room spaces 

10! Communications equipment spaces 

11. Air conditioning, UPS, and other 
mechanical or electrical equipment 
spaces 

The survey should verify security measures 
already in place and recommend any 
improvements to upper management. The DP 
technical manager should obtain a curr^fr floor 
plan which depicts all areas within the facility, 
and includes all access points and any adjacent 
areas belonging to the ADR facility, such as 
parking lots $ind storage areas. Begin the survey 
at the perirneter of the ADP facility, considering 
the following: • • 

p * 

1. Property lin$ to include fencing, if any, 

and type>^/ote the condition/ the' number of 
openings according to type and use, ^ntd how- 
they are secured. Are there any, marine Jlf>osts;at 
the property line? \ a / • ' 

2. Outsider parking facilities. Is this area, 
enclosed and are there any controls? Is the' 
parking lot controlled by manned posts o^are 
devices used? « A, v * * * - 

3. Perimeter of facility. Note all vehicular . 
and pedestrian entrances and what controls are 
used, if any. Check all dodrs-their number,' how 
they are* secured, and any controls or devices, 
such as alarms or k^eyxard .devices. Check for all 
ground floor or basement windows and^how 
they are secured, screening of bars for example, 
and their vulnerability. Check for % other 
entrances such as vents and manholes. 'Are they 
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Sfecured and how? Check for fire escapes-their 
number and location and accessibility to the 
interior or "the, facility from the fire escape 
(windows, doors, roof). , How are accessways 
Secured? > 

' " 4. Internal security. Begin at the top floor 
or in the basement. Check for fire alarm systems 
and* devifces noting^ the type, location, and 
number. Where does the alaixn annunciate? 
Check telephoae and electrical closets^to see if 
thfey^are locked. Are mechanical and electrical 
rooms locked or secured? Note any existing 
alarms as to type and number. Where do the 
alarms annunciate? Determine the number 'and 
location of manned posts, hours, and shifts. 

5. Monitoring facility. Know the location, 
who monitors, who Yesp*onds, its type, and the 
numberof alanris being monitored. 

The, following questions should also be 
included in a physical security survey; * 

1. Is the installation/building protected by 
(an) alarm system(s)? 1 

2. How^ftiany zones of protection are 
within the protected building? 

• 3. Is the alarm system adequate and does it 
provide the level of protection required? 

'4.Afe- th ere any v uklerable areas, 
perimeter, or openings not covered by. an alarm 
"systejn? • 

* 5\ Is there a particular system that has a 
high nuisance alarm rate? 

6. Is the alarm system inspected and tested 
occasionally to ensure operation? 

7. Ip the system backed up by properly 
•trained* alert protection: personnel who know 
what steps to take in case of an alarm? 

8. Is the alarm system regularly inspected 
for physical and mechanical deterioration? 

9. Does the system have *tamper-proqf 
switches to protect its integrity? 

10. Is there an environmental or protective 
housing or cover on the system(s)? 

11. Is there an atternate or separate source 
of power' available for use on the' system in the , 
event of an external power failure? , 

12. *Whg^ei/ the annunciating unit 
lQcated-*K^al?cSntral station, or remote? 



13. Who maintains'the equipment and how 
is if Maintained % (contract* , lease equipment, 
force account personnel, military or civil 
service)? * 
1 14. Is the present equipment outdated? 
15. Are records kept of all alarm signals 
received, including the time, date, location, 
action taken, and cause of the alarm? 

* 16. Are alarms, "generated occasionally * to 
* determine the sensitiyity and the Capabilities of 
systems? ** x * 

When - the physical security fc survey is 
completed^ it should .provide a picture of the 
^existing alarm systems and the location of each, 
and also the number and location of manned' 
josts, the number of personnel at these posts, 
and the schedule of each. » * 

With these facts in hand, the' DP technical 
manager can proceed to the evaluation of 
existing access controls and protection measures, 
identification of areas where remedial measures 
.are needed, and selection, of specific measures. 

The use of various types ' of security 
hardware devices to augment the existing' 
personnel protective force should, always be 
considered, Through the u^e of such devices, it 
may be possible to save on operating cost. 



CONTINGENCY PLANNING 

"Each command of, the' Navy has ah assigned' 
mission. Operation plans and the command's 
organizational manual are, prepared and 
executed for the accomplishment of that 
mission.^ These Operation plajjs assume normal 

' working conditions,- the availability of the 
command's resources and personnel, and a 
norjrjal forking atmosphere. Byen so, the DP 
technical manager should recogntep that, despite 

* careful use of preventive measures, .there is 
always some likelihoods that events- will occur 
which xxmld prevent normal operations and 
interfere with the command's mission. For this- 
reason, contingency plans should be included in 
the ADP security program. For the 'purpose of 
this chapter, these contingency plans are 
referred to as the Continuity of Operations^ 
(COOP) Program. 
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There should be three different types of 
contingency , plans that make up a COOP 
security program for an ADP facility: 

1/ Emergency response. There should be 
procedures for response to emergencies such as 
fire,/flood, civil commotion, natural disasters, 
bornb threats, enemy attack, etc., in order to 
protect lives, limit the damage to naval property, 
and minimize the impact off ADP operations. 

2. Backup operations. Backup operation 
plans are prepared in order to ensure that 
essential tasks (as identified by the risk analysis) 
can be completed subsequent to disruption of 
the ADP and* that -operations continue until the 
facility is sufficiently restored or completely 
relocated. 

3. Recovery. Recovery plans should be 
made to permit smooth, rapid restoration of the 
ADP facility following physical destruction 
major damage. " - . 

/ / 
COOP PREPARATION 

It is 0 recommended that each ADP facility 
.establish- and appoint members to, a formaK^ 
board to construct, review, and recommend 
command procedures for approval in creating a 
COOP program. , Figure 3-11 shows suggested 
tasks and how they may be set up and assigned. 
Each ADP facility will need to adapt to its own 
special circumstances and make full use of the 
.resources available to it 

Emergency Response Planning 

1 

The term emergency response planning is 
used here to refer to steps taken immediately 
after an emergency, occurs to protect life- and^ 
property and to minimize the impact of the 
emergency. The risk analysis should be reviewed 
by the DP technical -manager td identify 
emergency conditions whichKave-^articuIar 
implications for ADP operations, such as 
protection of equipment during a period of civil 
commotion and subsequent to a natural disaster 
(fire or flood,, for example)". Where civil 
commotion and natural disaster are found, local 
instruction* should be developed and/ 



implemented to meet the special needs of the 
ADP facility, It is suggested that these 
instructions and procedures be designated the 
"Loss Control Plan" and implemented as part of 
COOP. 

Loss control can be particularly important 
to the ADP facility. In a number of recent fires 
and floods, the value of being prepared to limit 
damage has been amply demonstrated. By 
reviewing operations and the location of critical 
equipment and records with shift leaders, the DP 
technical manager can develop measures which 
can be used in case of an emergency. The 
guidelines should be similar to the following: 

1. Notify online users of the service 
interruption. 

2. Terminate jobs in progress. 

3\ Rewind and demount magnetic tapes; 
remove disk packs; clear card readers. 

4. Power down ADP hardware and cover 
* with plastic sheeting or other waterproof 

material. 

5. Put tapes, disks, card decks, run books, 
and source documents in a s^fe place. 

6. Power down air-conditioning equipment. 

If evacuation of work areas is ordered or' 
liksjy, all personnel should be instructed to: 

1. Put working papers and Other 
unclassified material in desks or file cabinets and 
close them. * 



2. Turn 
lights on. 



off equipment but leave room 



3. * Close doors as areas are evacuated, but 
ensure that locks and bolts are not secured. 

The loss control plan should define the steps 
t*r~fr£~tafcenr-assign responsibilities for general 
and specific steps, and provide any, needed 
materials and equipment in handy locations. In . 
some Cases, there will be ample time to take all 
measures, but in extreme emergencies life safety 
will dictate immediate .evacuation. For this 
reason the loss control plan should design a t e one 
or more individuals in each ADP area who, in > 
the event of an emergency, shall determine w^hat 
can be done to protect equipment and records 
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Figure 3-11. -Organization and tasks for COOP. 



without endangering life, and direct ADP staff, 
members accordingly. 

Earlier in this chapter, measures ' were 
discussed to protect the facility against the 
effects of fire, flooding, windstorm, and similar 
natural disasters. The DP technical manager 
should review, jsemiannually, protective plans 
with the operations division officer to assure 
that all normal requirements and any special 
requirements ,of the ADP facility are satisfied. 
At the same time, the DP technical manager 
sKould brief upper management on the AliP 



facility's plans and status, to get their.advice and 
to ensure good coordination. 

When emergency response planning has been 
completed and approved, it should be 
documented succinctly for easy execution, a^in 
the following example for a fire emergency. 

Fire Emergency Response 



1. Report fire (list phone number) 

2. Assess life-safety hazard 

3. Evacuate facility if necessary 

4. Initiate loss control procedures 
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COOP Backup Planning • 

llie risk analysis should have identified 
those situations in* which backup operations will 
probably be needed to avoid costly, delays in 
' accomplishing the command's mission. The next' 
step is to develop plans, for backup operations 
which are economically, technically, and 
operationally sound. Details will depend on 
circumstances at the ADP facility, but some- 
general guidance and suggestions can be helpful 
in considering the alternatives. 

Backup operatidns may take place onsite 
when there is only ^partial loss of capability, 
but may require one' or more offsite locations 
when there has been major damage or 
d estruction. The backup procedures * may 
replicate normal operation or be quite different. 
Quite often ADP mangement, when considering 
backup, will find that an exact replica of the 
onsite ADP system is not available for backup, or 
that the time available per day is less than what 
^ * ,is needed to complete all assigned tasks. From 
this it might be* concluded that backup is 
* impossible. On the contrary, there are a number 
of things that can be done to make backup 
resources available: 

1. Postpone the less urgent tasks. The DP 
technical manager should tabulate the ADP tasks 
in descending order or urgency as identified by 
the risk analysis. Having estimated the time to 
return to normal following a disruptive event, 
ADP management can quickly see which tasks 

'can be set aside. These include such things as 
program development, long cycle (monthly, 
quarterly or annual) processing, and lortg-range 
planning. As long as - adequate catch-up time is 
available aft^r the return to normal, there should 
be a number of {asks which can be safely* 
postponed. 

2. Substitute other procedures. If increased 
cost or degraded service can b6 accepted 
temporarily it may be .possible to use other 
procedures. (For example/ a punched c£fd input 
could be used for a failed OCR unit.) If printer 
capability is lost, print tapes could be»carried to 
a backup facility for offline printing. It might 
also be possible to substitute batch processing 
for online processing temporarily. In some cases, 

.3-: 
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where compatible hardware is not available, it 
may be feasible to maintain a second software 
package which is functionally identical to the 
regular package but technically compatible with 
the offsite ADP hardware that is available for 
backup use. 

3. Modify tasks to reduce run time. To 
stretch available backup resources, it might be 
feasible to eliminate or, postpone portions of a 
task, such as information-only reports «or file 
updates which are not time urgent. In some 
cases, it might help to double the cycje time for 
a task, that is, run a daily t^sk every oilier day 
instead.: 

By considering all these possibilities for each 
task, the DP technical manager can develop the 
specifications for 'the* minimum backup 
requirements (ADP hardware, resources, and' 
hours pep day) necessary for adequate backup. 

To evaluate alternate backup modes and 
offsite facilities, the DP technical manager 
should consider sqch, factors as: 

» 

1. ADP hardware usage. * 

2. Transportation of - military and . civil 
service personnel with needed supplies and 
materials. 

9 3. Maintenance persopn^l at the pffsite « 
location. 

4. Overtime cost factor for civil service 
personflel. 1 4 

As these factors comq into* focus- 
identification of critical tasks, specific 
backup modes, and usable offsite ADP 
facilities— the outline? of the optimum backup 
plan will begin to emerge. In general, it is wise to 
form several COOP backup plans, for example: 

1. A- plan for backup operation which is 
not expected to extend much beyond the cause, 
of delay which forces a shift to backup 
operation, viz., a minimum duration plan which 
would probably include, only the most time 
urgent ADP tasks. 

2. A plan for backup operation for as long 
& it takes to reconstruct the ADP facility after 
total destruction, or the worse case plan. 

» 
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3. Hans for one or more operating periods 
between minimum duration and worst case. 

4. A pl^n for each major partial failure 
mode. 

While the individual COOP plans are geared 
to different objectives, they can usually be 
constructed from a common set of modules. It is 

• often most effective to make a detailed plan for 
total destruction since this is the most 
demanding situation. Scaled-down versions or 
individual elements from this plan can then be 
used for the'less demanding situations. 

Each COOP baekup plan should tfbver these 
five basic areas: 

1. Performance specifications. This is a 
statement of the specific ways in v/\nch 
performance of each task departs from normal, 
e.g.,' tasks postponed, changes in cycle times, 
schedines, etc. 

2~oJser instructions. Backup operation may 
require that users submit inpQt in different 
forms or to different locations or may otherwise 
call for altered procedures. Thfese should be 
clearly spelled out to a^eky con fusion and 
wasted motion. 

3. Technical requirements for each ADP 
task. Backup operation of an ADP task will 
require the availability at the bffsite ADP 
facility of the following: current program and 

• data files, input data, data control and operating 
instruction (which may differ from normal" 
instruction), preprinted forms, carriage control 
tapes, ptc. These requirements must be 
documented for each task. Procedures also need 
to be established to ensure that the materials 
needed for backup operation, are maintained 
offsite on a curren£basis. 

. 4.^ Computer .system specifications.^One or 
more offsite- computer systems are selected for 
backup operation. The following information 
should be recorded for each system: 
administrative information about the terms of 
backup use, the location of the system*, the 
configuration and software^operating system, a 
^schedule of availability for backup, operation, 
and the tentative schedule of ADP tasks to be 
performed on the system. 



5. Administrative information. It is 
probable that COOP backup operation will 
require special personnel assignments and 
procedures, temporary employment or 
reassignment of personnel, use of special 
messengers, and other departures from normal." 
Details are to be documented along with 
guidance on obtaining required approvals. 

Whfen each of the COOP backup plans is 
completed, it should include full documentation 
and be approved by upper management. Each of 
the plans may have considerable duplication, but 
it is suggested that each plan be completely 
documented in order to be sure that nothing has 
been overlooked. . ■ ■ 
< 

Recovery Plarihing 



The use of a backup facility usually 
occasions both extra expense and downgraded 
performance. It is therefore worthwhile to give 
some thought to j|fovery and to develop and 
maintain supporting documents which minimize 
the time required for recovery. Furthermore, the 
ADP staff will be hard pressed by backup 
operations. If others can handle recovery, the 
workload on the ADP staff will be reduced 
during the emergency and the process will 
undoubtedly be carried out more effectively and 
economically. Recovery from total destruction 
requires that these tasks be completed: 

; 1. Locate and 'obtain possession of though 
floor space to house the ADP facility with a live 
load capacity as required by the ADP hardware 
and . suitably located with respect to users and 
ADP staff spaces. 

2. Perform required ^Nnodifications for 
needed phrtitionS, raised floor, electric power 
distribution, air conditioning, communications, 
security, fire safety, and any other special 
requirements. 

3. Procure and install ADP hardware. 

* *■ • 

4. Procure needed supplies, office 
equipment and furniture, tape storage rack's, 
decollators, etc. . 
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5. Verify that all needed hardware, 
equipment, and materials are on hand and in 
good working order and then transfer operations 
from the backup site to the reconstituted ADP 
facility. 

If the necessary documents have been 
prepared and stored offsite prior to the 
emergency, it should be possible for all but the, 
last tasks to be completely reconstructed with 
minimum effort. Figure 3-12 shows a simplified 
st#p diagram of a normal reconstruction effort. 
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COOP TESTING 

Sirice emergencies do not occur often, it will 
be difficult to assure adequacy and proficiency 
of personnel and plans Without regular training 
and testing. Therefore, it is important to plan 
and budget for both. The availability of needed 
backup files may be tested for by attempting to 
repeat a particular task using onsite hardware 
but drawing everything else from the offsite 
location. Experience has demonstrated the value 
of such tests in validating backup provisions; it is 
not uncommon to discover gross deficiencies 
despite the most careful planning. Compatibility 
with the offsite facility should be verified 
regularly by running one or more actual tasks. A 
number of ADP facilities conduct such tests as a 
part of an overall audit. 

. Similar tests of procedures for fire fighting, 
loss control, evacuation, bon^J? threat, and other 
emergencies will give assurance that^plans are 
adequate and workable and wilt at the same time 
provide an opportunity for training of ADP 
personnel. Each test should have a specific 
objective. A team should be assembled to 
prepare a scenario for the test, to control and 
observe the test, and to evaluate the results. This 
evaluation provides guidance for modificatidns 
to emergency plans and for additional training. 
The important point is to be sure that the 
emergency plans have substance and do, in fact, 
contribute to the security of the ADP facility. , 



PHYSICAL SECURITY AUDITS 

Every naval ADP facility should have an 
ADP physical security program and the final 
element of the program should be a review or 
audit process. The audit should be an 
independent and objective examination of the 
information system and its use (including 
organizational ^components) and include the 
following:" * _ 

1. Checks to determine the adequacy of 
controls, levels of risks, 9 exposures, and 
compliance with standards and procedures. 

' 4 

2> Checks to determine the adequacy and 
effectiveness of system controls., versus 
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(dishonest, inefficiency, and security 
vulnerabilities.) The ybrds "independent" and 
"objective" imply that the audit complements 
normal management inspections, visibility, and 
reporting systems and that it is neither a part of, 
nor a substitute for, any level of management. 

What can" an 'audit be expected to 
accomplish? First, it evaluates security controls 
for the ADP facility. Second, it provides each 
level of management an opportunity to improve 
and* update its security program. Third, it 
pfovides the impetus to keep vyorkers and 
management from becoming complacent. 
Fourth, if done effectively, it tends to uncover 
areas of vulnerability. Remember, risks change 
and new threats arise as systems mature. 

Major factors to consider in determining the 
frequency of internal audits include the 
frequency of external audits, the rate of change 
of the ADP system, the amount and adequacy of 
controls, the threats that face 'the facility, the* 
results of previous audits, and the directions of 
higher authority. Audit activity, direction, and 
implementation are usually at the discretion of 
the commanding officer of the command that 
has jurisdiction over the ADP facility. 

AUDIT PREPARATION 

One of the main principles in audit team 
selection is that members should not be 
responsible for ADP operations: This means that 
the audit should be conducted by some 
department or facility outside of the span of 
control of the DP technical manager. Team 
members should- have some knowledge of data 
processing . and, if possible, ba$ic auditing 
principles. A programming or ADP operations 
background is desirable but not essential. An' 
experienced military or civil service user of ADP 
services might fiave the necessary qualifications. 
The role of the team is not to develop security 
controls, but to evaluate established controls 
and* procedures. Nor should it be responsible for 
the enforcement of control procedures, which is 
clearly an ADP management responsiblity. 

The character- of each of the audit >ieam 
members is extremely important. Judgment, 
objectivity, maturity, ability, and a probing 



nature will all affect the success of the audit. 
The leader of the audit team must be able to 
organize the s efforts, prepare a good written 
report, communicate findings effectively; be an 
officer, warrant officer, chief petty officer, or 
U.S. civilian employee GS-7 or above. If not 
technically oriented, the teamjeader should be 
assisted by someone whose technical judgment 
and knowledge of ADP is reliable. 

The size of the team depends upon the size 
of the installation and the scope of the audit. A 
large installation should consider including 
personnel from the following areas on the audit 
team: y < 

, 1. Internal audit, The knowledge and 
discipline to conduct an audit can be provided 
through i-jiternal audit specialists. 
Inquisitiveness, a probing nature, and attention 
to detail are typical characteristics desired for 
audit board members. Even though an auditing 
team member generally is not trained in data 
processing technology, it should not be difficult 
to appoint team members with some data 
processing knowledge. 

2. .Security. Each audit team is appointed 
in accordance with OPNAVINST 5510.1 series. 
A security officer is a welcome addition to an 
audit team. 

3. Data processing. Technical expertise in 
data processing is required. Both programming 
knowledge and operations experience is helpful. 

* Perhaps the data processing internal security 
officer has these skills, and if so, should be a 
prime candidate' for the team. Using someone 
from the ADP facility that is being evaluated 
need not significantly affect the objectivity of 
the aadit process. * 

4. Users. Users have the most to gaii\ from 
an effective audit because of their dependence 
on the ADP facility, yet, too often they have 
little or no interest in ADP controls or security 
measures. To encourage participation in the 
ADP security program, one or more users who 
are concerned v >about "sensitive data being 
compromised, disclosed, or destroyed should be 
motivated to join or should be appointed to the 
audit team. 
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5. Building management. Many of the 
physical security controls to be audited-fire 
prevention and detection, air conditioning, 
electric power, access controls, and disaster 
prevention— relate to building management and 
engineering. 

6. Outside' specialists. Independent, 
experienced viewpoints provided by outside 
consultants can be very helpful. 

The composition of the team can be flexible. 
One of the prime requirements is that it consist 
of people who are objective. If only one ADP 
facility is to be audited, the members of the 
team can be assigned for the term of the audit 
and then returned to thfeir normal jobs. If there 
are many ADP facilities under the jurisdiction of 
the command, it might be advisable to establish 
a permanent audit team to review all 
installations on a recurring basis. In any event, 
the composition of the team should be changed 
'periodically in order to bring in fresh viewpoints 
and new and different audit techniques. 

T . • 

THE AUDIT PLAN * . . % 

* In order to properly conduct an internal 
audit of security, a comprehensive audit plan 
must be developed. It should be action-oriented, 
listing actions to be performed. It must be 
tailored to the particular installation. This means 
that quite a bit of work is required in its 
development. 

The first*. step is to examine the security 
policy for the, ADP facility. This policy may 
apply to an entire Naval district, k command, a 
ship, department, or a single ADP facility. In 
any case, it should be reviewed and pertinent 
security objectives extracted for subsequent 
investigation. The next step is to review the risk 
analysis plan, identifying those vulnerabilities 
that are signficant for the particular installation. 
Third, the ADP Facility Security Manual, the 
Operations Manual, and other such documents 
should be reviewed in order to determine what 
the specified security operating procedures are. 
And last, the ADP facility organization chart 
and job descriptions should be examined to 
"identify positions with specific security or 
internal control responsibilities. This 



background material forms the basis for the 
development of the audit plan. There are a 
number of general questions that should be 
considered when formulating the audit program: 

1. What are the critical issues with regard to 
security? Does the ADP facility process 
classified or otherwise sensitive data? Does the 
processing duplicate that of other data centers, 
thereby providing some sort of backup or 
contingency capability, or is it a stand-alone 
activity processing unique applications? What 
are ttje critical applications? What are the critical 
applications in terms of the audit emphasis? 

> 

2. What measures .are least tested in 
day-to-day operations? For example, if 
,the computer fails every day at 1615 because of 
power switchovers, the immediate backup and 
recovery requirements are likely to be well 
formulated and tested. However, the complete 
disaster recovery plan probably has not been 
tested, unless there is a specific policy to do so. 
This is a key point. Security measures of this 
type are often inadequately exercised. 

. 3. What audit activities produce the 
maximum results for least effort? A test of fire 
detection censors under surprise conditions tests 
not only the -response to alarms but also the 
reaction of the fire party and the effectiveness 
of evacuation .plans. In interviewing personnel, 
questions should" be desigfied to elicit 
comprehensive answers. For example, the 
question 'libw would you run an unauthorized 
'job?" is likely to elicit more information than 
"Are job authorization controls effective?" The 
most likely answer to the second question is a 
simple apd uninformative "Yes." 

t 4. What are the security priorities? Because 
of particular policy, - a request for an 
investigation, or an incident o^loss, interruption 
or compromise, the testing of a particular 
• security meas^rejrobably should receive more 
emphasis than another equally important but 
noncurrent tppic. One must, however, avoid 
irrational concentration on any one aspect of 
the program. Management overemphasis as a 
result of a recent security breach should be 
tempered with a rational approach toward 
investigating all aspects of computer security. 
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Another step in the prpcess of developing 
an audit plan is the review of previous audit 
reports. Many times these identify weaknesses or 
concerns whkh should have been corrected, and 
so should be an item of special attention in the 
current audit. 

CONDUCTING AUDITS 

There are advantages to be gained from using 
both scheduled and surprise audits. A Scheduled 
audit should meet the general policy 
requirements of the particular installation and 
should occur at least annually. This could be a 
major audit conducted by an outside command, 
an internal audit, or a spot check audit to review 
specialized items of interest, perhaps as a result 
of previous audit reports of findings. The 
distinguishing characteristic^ is that it is 
scheduled in advance, with a resultant flUrry of 
preparation by the data centers. It motivates 
"cleaning 'up loose ends, but limits what can 
really be learned from the audit^/A surprise 
audit, should be approved by the/Commanding 
Officer of the command. in' chasge of the ADP 
facility and is designed to test/on a ni>riotice 
basis certain elements of securjjy and control. It 
can .be accomplished by the command* or an 
external audit team, and it can be used to test 
those elements best reviewed on a surprise basis, 
suc^j^as fire response, access control, and 
personnel complacency; 

'In conducting an audif, the first step 
normally is to interview ADP personnel, 
although this is not the case'if any surprise tests 
were required- Generally, lhe first walk-thfough 
includes interviews witii the data processing 
technical manager. Searching, rather t^gfn 
leading questions should be the rule, and the 
best approach is to allow the interviewee to talk 
as freely as possible. Ask questions to put the 
interviewees in the position of probing for their 
answers. For example, "What is your biggest n 
access control problem?" not "Do yoqr people *• 
wear badges?" Ask how illegal entry or sabotage 
would be accomplished. Do not hesitate to ask 
the same questions of more than. one person. It 
is interesting how varied the responses can be. 
The conduct of the interviewer js important. «. 
Strive to be open in dealing with interviewees 



and avoid allusions to private information and 
obscure references to other people or events^K 
in any other way cultivating an air of mystery^6id_^- 
superiority. It goes without saying that th^use J 
of good human relations techniques is sssentra^ 
to a successful interview. Nothing can be gained 
by being belligerent and antagonizing the 
interviewee. Your conduct should be firm and 
inquisitive but also calm, sincere, and open. Any 
answer which appear? evasive or defensive 
should be probed in some detail. 

The taking of notes is a matter of individual 
preference. Some individuals take very adequate 
notes at listening speed. Others must devote all 
their, attention to listening. If note taking is a 
problem, the interview could be conducted by 
two-person tefgps. Another alternative is to use a 
portable tape recorder, making certain that the 
subject knows in advance that the interview is 
being taped. If none of the above is possible, 
you should attempt to listen and absofb as much 
as possible, then record jiotes and impressions 
directly after the conclusion of the;interview. 

The evaluation tests can be scheduled or 
come as a surprise. Most security audits include 
a 'testing of the emergency, fire, evacuation, and 
disaster recovery activities. Access controls 
should also be tested on a no-notice basis. Tests 
are best scheduled or conducted early in the ^ 
^audit rather than after everyone is alerted to the 
presence of the audit team. Special concern, 
guidance, and instructions must be taken into 
consideration when the ADP facility has armed 
guards. It is possible to test the adequacy of 
programmed controls and data authorization by 
submitting jobs that attempt to bypass these 
controls. Care must be taken not to destroy live 
dat^. However, if ADP* upper management 
believes that error detection and correction 
controls really work, then there should be no 
objection to the introduction of deliberate 
errors to test these controls. 

The audit team should convene periodically, 
preferably at ttte end of each drfy's activity, to 
review progress and to compare ,notes. Areas of 0 
weakness or concern should be highlighted, and 
additional tests or interviews scheduled to 
investigate further any particular areas of 
concern. Copies of the audit working paper 
shtfuld be classified, numbered, dated and 
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organized for ease of understanding, review, and 
comparison. v . 

At the completion of the audit, a written 
report is to bfe prepared immediately, .while 
impressions are still fresh. As a rule the audit 
, report includes: 

1. An executive summary 

2. A description of the audit-dates, 
locations, scope, objectives, etc. fl 

3. A detailed report of observations made 

4. Conclusions drawn from the obser- 
vations 

5. Recommendations for corrective actions, 
as appropriate 

The degree of cooperation recieved should be 
noted and favorable conclusions should be given 
the same prominence as deficiencies. Table?, 
charts, and matrices of results, statistical tests, 
and conclusions may be .very helpful. In the 
planning phase, agreement should be reached as 
to how the final report is to be distributed to 
the ADP facility and command's upper 
management. 

AUDIT FOLLOW UP 



An audit is of little use unless it is the basis 
for improvement, correction, a!7§* management 
follow-up.' The responsibility fcfr 
implementation of such activity normally resides 
with the Commanding Officer (COWTthe 
command. The 00 must, in tunri assign 
responsibilities for corrective action. The best 
approach is to summarize each major deficiency , 
on a Control sheet, outlining requirements, 
problem definition, responsibility, action taken 
or required, and follow-ua action.^In addition, 
an indication should be nfccje of the date that 
action ' shotild be completed, or if it is to 
continue. Some of the' corrective action may 
require additional funds and this should be 
noted. ' * ^— " 

Corrective action, follow-up, and disposition ' 
of the deficiencies should follow a recurring 
reporting cycle to upper management. Quarterly 
reports are recommended for any audit control 
items still open. 
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The final step is a frank and honest 
evaluation of the audit itself by ADP facility, 
management and the audit team. A group 
discussion should 6e held with the expressed 
purpose of improving future audit procedures 
and process. The audit* plan may be amended as 
needed or the team composition may need to be 
changed. 9 The emphasis of the audit should 
always be posi tive -one of \ helping ADP 
management at all levels to improve the security 
and control of the ADP facility. 



DATA PRIVACY * 

The Privacy' Act. of 1974 (Public Law 
93-579) imposes numerous .requirements upon 
naval commands to prevent the misuse or 
compromise of data concerning individuals. 
Navy ADP facilities which process personnel 
data must provide a reasonable degree of 
protection against unauthorized disclosure, 
-destruction, or modification of personnel data, 
whether it is intentional or results from an 
accident or carelessness. 

SECNAVINST^ 5239.1 series ' provides 
guidelines for uso^by all Navy organizations in 
implementing any , security safeguards which 
they must adopt in order to implement the 
Privacy Act. It> describes risks and risk 
assessment, physical security measures, 
appropriate information management practices, 
and computer system/network security controls. 

SECNAVINST 521 1.5 series implements the 
Privacy Act and personal privacy and rights .of 
individuals regarding their personal records by 
delineating and prescribing policies, conditions, 
and procedures for the following: 

1. Any Department of the Navy .system of 
records possessing a record on an individual 
must verify it has the record upon the request of 
the individual. • 9 < 

2. ■ The identity of any individual requesting 
personal record information maintained on them 
must be confirmed before the information is 
released. 
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■ 3. An individual must be granted access to 
their personal files on request. 

4. Any request from an individual 
concerning the amendment ' of any record or 
information pertaining to the individual for the 
'purpose of making- a determination on the 
request or appealing an initial adverse 
determination must be reviewed. \^ 

5. Personal information is collected, 
safeguarded, and maintained, and decisions are 
made concerning its use and dissemination. 

6. The disclosure of personal information, 
ah^Kdecisions concerning which systems of 
records, are to be exempted from the Privacy 
Act. * ^ 

7. Rules .of conduct are established for the 
guidance of Department of the Navy personnel 
who are subject to criminal penalties for 
noncompliance with the Privacy Act. * 

The Chief of Naval Operations (OP-09B) is 
, responsible for administering and supervising the 
execution of the Privacy Act and SECNAVINST 
5211.5 series within the Department of the 
Navy. Additionally, * the Chief of Naval 
Operations (OP-09&1) is designated as the 
principal Privacy Act coordinator for the 
Department of the Navy. 

The major provisions of the Privacy Act 
which most directly involve computer security 
< are found in the following parts of title -5, 
United States Code (U.S.C,), section 552a: 

L Subsectionr (b)-limits disclosure of 
personal information to authorized persons and 
commands. * ' 

2: Subsection (e)(5)-requires accuracy, 
relevance, timeliness, and completeness -of 
records. f v 

3. Subsection (e)(lQ) -requires the use of 
safeguards to ensure the confidentiality and 
security of records* 



Although the Privacy Act se^Ho legislative 
prohibitions against abuses, techrl^^n^aslated 

procedural safeguards acre require?Wi order to 
establish a reasonable confidence that 



compliance is indeed achieved. It is -therefore 
necessary to provide a reasonable degree of 
protection against unauthorized disclosure, 
destruction, or modification of personal data, 
whether it is intentional or results from an 
accident or carelessness. 

The following terminology is used 
throughout the remainder of this chapter in 
discussing the treatment of "personal. data": 

1. Confidentiality -A concept which 
applies to data. It Is the status accorded to data 
which requires protection from unauthorized 
disclosure. 

2. Data Integrity-The state existing when 
data agrees with tfye source from which it is 
derived, and when it has not been either 
accidentally or maliciously altered, disclosed, or 
destroyed. 

3. Data Security -The protection of data 
from accidental or intentional, but 
unauthorized, modification,, destruction, or 
disclosure. . 

Safeguards which provide data protection 
are grouped into three categories: physical 
security measures, information management 
practices, and computer system/network 
security controls. Specifically, these are: 

1. Physical Security Measures -Measures for 
• protecting the physical assets of a system and 

related facilities againgf environmental hazards . 
or deliberate actions as discussed earlier in this 
chapter. 

2. In formation Management Practices- 
Procedures for collecting, validating, processing, 
controlling, and distributing data. 

3. Computer System/Network Security 
Controls-Techniques available in the hardware 
and software of a computer system or network 
for controlling the processing of and access to 
data and other assets. 

** Since the present emphasis is on "personal 
data," the term "data" will be - used 
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synonymously with^ "personal data" for the 
remainder of this chapter. ' * 

Technological safeguards are presented in 
figure 3-13, where they may be viewed in 
relation to the control points within a computer 
system/network where security risks occur and 
where appropriate safeguards can be applied. 
This - perspective shows the elements of a' 
computer network, beginning with the offline 
Storage of data in machine-readable media (e.g., 
tapes and disks) and progressing through the 
mariy possible processing modes. It includes the 
use of interactive computer terminals at local 
and remote locations and the linking of local 
systems- via* communications/ networks. It 



Y 

stresses the value of physical security measures 
and information • management practices, in 
relation to computer system /network controls. 

DATA RISK ASSESSMENT 

r* 

The first step toward improving a system's 
security \l to determine its security risks using 
the criteria discussed earlier in this chapter. A 
data security risk assessment benefits a 
command in three»ways. . 

1. It provides a basis for deciding whether 
additional security safeguards are needed for 
.data. - f , 
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Figure 3-13.— Technological safeguards and data security risks. 
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2. It ensures that additional security 
safeguards help to counter all the serious data 
security risks. 

3. It saves money that migrft have been 
wasted on safeguards which do ncn significantly 
lower the overall data risks and exposures. 

The goal of a risk assessment is to identify 
an$l prioritize those events , which would 
compromise the integrity and confidentiality of 
personal data. The seriousness of a risk depends 



both on the potential impact of the event and its 
probability of occurrence. 

In general, the risk assessment should 
consider all risks, riot just rigks to personal data. 
While this §ection of the chapter emphasizes the 
Security of personal data, it is best to develop an 
integrated set of security safeguards and 
reqi<flkments which protect all classified and 
other valuable data in the system wherever 
possible. 

The risk assessment should be conducted by 
a team which is fully familiar with the problems 
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that occur in the daily handling and processing 
of the information. The participants on the risk 
assessment team should include experienced 
'"representatives from: 

1. The operating facility supported by or 
having jurisdiction over the data under 
consideration 

2. The programmers responsible for" 
support of the operation or function under 
consideration 

5. ^FhF^facility responsible for managing, 
ADPyoperations 

^4. The system programmers-if the 
command has this as a separate function 

. 5. The DP 'assigned the responsibility for 
overseeing or auditing system security * # 

6. Those responsible for physical security 

DATA SECURITY RISKS ' 

- Each command' should identify its specific 
risks and evaluate the impact of those risks in 
terms of its information files. Experience 
indicates that the most commonly encountered 
security risks are usually accidents, errors, and 
omissions. The damage from these accidental 
events far extteed the damage from all other data 
security risks. Good information management 
practices are necessary to reduce the damage 
,that can result from these occurrences. &ome 
data security -risks include: 

1. Input error-Data may not be checked 
for consistency and reasonableness, at the time 
they are entered into the system: or data may be 
disclosed, modified, lost, or misidentified during 
'input processing. 

2. Program errors— Programs can contain 
many undetected errors-especially whew they 
are written with poor programming practices or 
.are not extensively tested. A program error rhay 
result in undesirable modification, disclosure, or 
destruction of sensitive information. * 

3. Mistaken processing of data-Processing 
requests may update the wrong data; for 
example, if a tape is mounted at the wrong time. 

4. Data loss-Data on paper printouts, 
magnetic tapes, or .other removable storage 
media may be lost, misplaced^ or destroyed^ 



5. Improper data dissemination- 
Disseminated data may be misrouted or 
mislabeled, or it may contain unexpected 
personal information. 

6. kf Careless -disposal— Personal data can be 
retrieved from waste paper baskets, magnetic, 
tapes, ? or discarded files. 

Every ADP facility's DP technical manager 
and upper management should establish strict 
controls and procedures over indi^taals 
authorized to access the personnel dajta files. If 
everyone at the facility needs authority to access 
personal data files, the" physical security 
measures should adequately control system 
access. If there are persons working on the 
system y/ho are limited in their access, the 
following risks should be considered: 

1. Open system access-There may be no 
control over who ^an either use the ADP system 
or enter the computer room/ * 

2. Theft of data-Personal data may be 
stolen from the computer room or other places 
where it is stored. 

;3. Unprotected files -Data files may not be * 
protected from unauthorized access by other 
users q£ the ADP system. This applies to online . 
files and also to offline files such as magnetic 
t^pes. The latter are sometimes accessible simply 
by requesting that they be mounted. . 

4. Di^J-in access— There is serious danger 
that unauthorized persons can access the system 
when remote, dial-in access is allowed. 

- 5. Of en access during abnormal 
circumstances-Data which is adequately 
protected during normal operations may not be 
adequately protected under abnormal * 
circumstances. Abnormal circumstances include 
power failures, bomb threats," and natural 
disasters such as fire or flood. 

Physical destruction Qr disabling#f the ADP 
system is not normally a primary risk to privacy. 
All computer systems presently in use are 
vulnerable to deliberate penetrations which can m 
bypass security controls. These types of security 
penetrations require vast amounts of techriicaL 
knowledge. At present, the' Navy has very few 
instances of these types of actions* Commands 
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that are designing large computer networks 
should consider the following risks in the early 
planning stage: 

* » * 

1 . Misidentified access-Passwords are often 
used to control access to a comf)Qter.or to data, 
but they are notoriously easy to obtain if their 
use is not carefully controlled. Furthermore, a 
person may use W already logged-in terminal 
which* the authorized user has left unattended, 
or may captute^r communications port as an 
authorized ujtflrttempts to disconnect from it. 

2. Operating system flaws-Design „ and 
implementation errors in' operating systems 
allow a- user to gain control of the system. Once 
the user is in control, the auditing controls can 
be disabled, the audit trails erase/i, and any 
information on the system accessed. 

3. Subverting programs-Programs con- 
taining hidden subprograms that disable security 

( protections can be submitted. Other programs 
can* copy personal ' files into 'existing or 
misidentified files to use .when protection is 
relaxed. « v 

* < 

4. Spoofing-Actions can be taken to 
mislead system personnel or the system software 
into performing an operation that appears 
normal but actually .results jn unauthorized 
access. 

5. Eav.esdroppteg-Communications' lines 
can be "monitored *\by unauthorized terminals 
to obtain or naodify informatibn or to 'gain 
unauthorized access to an ADP system. 

INFORMATION MANAGEMENT 
PRACTICES v 

Information managemeftt practices refer to 
those techniques and procedures used to control 
' the jTieny operations performed on information^ 
to accomplish the command's objectives, but do 
npt * extend to the essential managerial 
determination of the need for and § uses; of 
information in relation .to " any ^command's 
mission. In' t{iis confext, HtfprmationA. 
management includes: data collection, validation 
and transformation; information processing or 
handling; record keeping; information control! ; v 
displays and presentation; and/ , finally, 
standardization* of information management 
operations, . 



It is suggested- that changes .to current 
. practices be analyzed, by the DP technical i> 
■ manager prior, to. enacting new policies in 
personal data handling jJ^pcedure's. The 
t information management guidelines presented in 
the following material are grouped into major 
categories to facilitate the, explanation of their 
role. Every practice presented may not be 
required at every Navy ADP facility by upper * 
. management. The DP technical manager Should 
select only the suggested practices that are 
relevant to * the designated command's; 
environment and, mission, or approved by upper 
management* 

Handling of Personal Data 

Access to personal information shall be. 
limited t<£ authorized individuals of agencies in 
the Department of Defense who have an official 
need for # the> record^ except when the 
information is otherwise releasable under the 
p disclosure or access provisions of the Privacy 
Act. 

■ • The following practices are suggested for the 
handling of personahdata. 

%% ° 1. Prepare a procedures handbook which 
describes the precautions to be used and 
obligations of computer facility personnel " 
during the physical handling of all personal data. 
Include a reference regarding the applicability of 
the procedures to those government contractors 
who are subject to the Privacy Act Personal 
information that is processed, accessed, • 
% maintained, op disposed of by contractor? shall 
be handled within the terms and conditions of 
Section 7-104.96 of the Defense Acquisition' * 
Regulation, ' ' 

2. Label all recording* media which contain 
personal data. Labeling such media reduces ftie 
probability of accidental abuse of such data, and 
also aids in fixing, the t>lame in the event of , 

• negligent or willfully malicious abuse. If the 
information resides on removable storage media, 
it should- be . externally labeled. External 
warnings shall* clearly indicate that the media 
contain personal information Subject to the 
Privacy* Axt; e.g.< PERSONAL DATA- 
PRIVACY ACT of 1974. It should be noted that 
abbreviations .must not be used. 
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3. Store personal ctatajn £ manner that 
conditions users to respect its confidentiality; 
e.g., under lock and key when not being iwed^ 

4. If a program generates reports containing 
personal data, have the program print clear 
warnings of the presence of such data on che — 
reports. 

5. Color code all computer input/output 
card trays, tape reels, disk pack covers, etc., 
which contain personal data, so that they can be 
afforded the special protection required by law. • 

6. Keep a 'record of all categories of 
personal data contaihed in computer-generated 
reports to facilitate compliance with the' „ 
requirements that each command identify all 
such data files atid their routine use by the 
command. 

7. Carefully control products of 
intermediate processing steps, e.g., scratch tapes 
and disk packs, to ensure that they dq not 
contribute to unauthorized disclosure of 
personal data. ; 

8. Maintain an, up-to-date hard copy 
authorization list. of all individuals (computer 
personnel as well as system users) allowed to 
access personal data for use in access control and 
authorization validation. 

9. Maintain an up-to-date hard copy data 
dictionary listing the complete inventory of 
personal data files within the computer facility 
in order to account for all obligations and risks. 

Maintenance of Records to Trace 
the Disposition of Personal Data 

) 

The following practices are suggested for the 
maintenance of records. 

1. Establish procedures for maintaining 
correct, ctirrent accounting of all new personal 
data*brought into the computer facility. 

2. Log ^ach transfer of storage media 
' containing personal data to or from vthe 

compjkuer facility. 




3. Maintain logbooks for terminals thatafe 
'used to access pertOnal data by system users. 



Data Processing Practices 

The folI(5Wing--pFa^tices__are suggested for 
datajrocessing^roceduresT ~ 

I. Use control .numbers to account for 



■pSFSorraKdata upon receipt and during input, 
storage, and processing. 

, 2. Verify the accuracy of the personal data 
acquisition and entry Wthods employed." 

3. Take v both regular and unscheduled 
inventories of all tape and ciisk storage media to 
ensile accurate accounting for all personal data. 

4. Use carefully devised backup procedures 
for personal data! -A copy of the data should be 
kept at a second location if its maintenance is 
'required by law. 

5. Create a records retention timetable 
covering all personal data and stating minimally 

*4he data type, the retention period, and the 
authority--respansible{or making the retention 
decision. ^ 

6. After a computer failure, check all 
personal data which was being processed at the 
time of , failure for inaccuracies resulting from 
the failure. 

7. If the data volumes permit economic 
processing, some sensitive applications may use a 
dedicated processing period. 

8. Files created from files khown 'to 
contain personal data should be examined to 
ensure that they cailikH be use4-4o regenerate 
any personal datt. A formal process must be 
established fpr- the determination and 
certification\that *iQh files are releasable in any 
given instance. 

9. In aggregating data, give consideration to 
whether the consequent file has been increased 
in value to a theft-attracting level. 

10. When manipulating aggregations and 
combustions *pf personal data, make it 
race any information concerning 
an individual. Steps should be .taken so that no 
inference, deduction % or derivation processes can 
be used to recover personal data. 
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* Programming Practices 

The following practices are suggested for 
v ? programming procedures. 

1. > Subject all programming development 
( * and modification to independent checking by a 

second programmer, bound by procedural 
requirements developed by a responsible 
supervisor. 

2. Inventory current programs which 
process or access personal data; verify their 
'authorized usage. 

* 

3. Enforce programming practices which 
clearly and fully identify personal data in any 
computer program.' 

4. Strictly control and require written * 
authorization for ail operating system changes 
that involve software security. 

Assignment of Responsibilities 

_ The following practices are suggested for tfife* 
assignment of responsibilities. [ 

- 1. Make a designated in^viduaL responsible 
for examining installation 'practices in the 
\ storage, use, and processing of personal data, 

"including the use of physical security measures, 
information, management practices, and 
computer system access controls. Both internal 
uses and the authorized external transfer of data 
should be considered by this individual and any 
risks reported to the relevant upper management 
authority and- the DP technical manager. * v 

' 2. * Make a designated individual responsible 
1 during each processings period (shift) for 
ensuring that the facility's adequately, manifed 
with competent personnel' and that the policies 
for the protection of personal data are enforced. 

v 3. Ensure' that all military, civil ^eirice, and 
other employees* engaged in the handling or 
' processing of personal data adhere to established 
codes of conduct. 

i 

j 




Procedural Auditing 

x < Whenever appropriate, conduct an 
independent examination of established 
procedures. Audits of both specific information 
flow and general practices are/ possible, The 
following points % shoukT be cdnsidtered when 
developing an audit. A 

1. Auditing groups can be • established 
within organizations to provide assurance of 
compliance independent of those directly 
responsible. 

2. Independent, outside auditors H can be 
contacted to provide similar assurance at 
irregular intervals. f 

3. A'udit reports should be maintained for 
routine inspection and used to. provide 
additional data for tracing compromises of 
confidentiality. / 

IDENTIFICATION TECHNIQUES ' 

; Once physical security measures and 
information management practices* have been 
established, the DP technical manager should 
consider methods of personal identification of 
individuals for authorised access to the ADP 
facility. The identification of each individual 
Who is allowed to use a system is, a necessary 
step in Safeguarding the data contained in that, 
system.. 

For a broader knowledge of personal, 
identification and identification techniques, 
refer to FIPS PUB 48, Guidelines on Evaluation 
*of Techniques for Automated Personal 
Identification. 

Security of all types should be a continuous 
matter with every DP technical manager. This 
chapter has scratched only the -surface of the 
material available on classified security, physical 
x security, and security and privacy. It is a subjec 
with which every DP should be completely up to 
«tete: The material presented and referenced in 
this chapter should be stuped for advancement 
in rate exams through the E7 le^l. t 

1. ' ' . ' 
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This chapter deals with a subject considered 
controversial by many, knowledgeable ADP 
personnel. The dimension of the term "systems" 
and its unrestrained use have caused confusion 
about c the term "systems analysis*." The 
confusion has come from* the fac^ that the term 
-is . not restricted to the data processor's 
community and terminology. It is used by 
economists, engineers, scientists, and many 
others. To make the situation worse, such terms 
as > systems approach, systems applications, 
systems engiheering, Systems science, systems 
concepts' andi systems methods denote similar 
procedures and are sometime? used 
interchangeably -with the term systems analysis. 

The term "analysis" is defined in the 
American National Dictionary for Informatioa 
Processing (HPS PU? 1 1-1) as "The methodical 
investigation of a problim, and the separation of 
the ' problem into smaller related units for 
further derailed study." The term "systems 
, analysis" is defined in the ADF Glossary ' 
(NAVSO M097) as(l) "The exan*iatioi>of an 
activity, procedure, method, technique, or 
•business to ^determine what must be 
accomplished and how the necessary operations 
may best be accomplished. (2) To conduct an. 
orderly study of the detailed procedures of, 
collecting, organizing, and evaluating the data of' 
a system." ^ ■ 

It is not the intent^of this chapter to set 
policy, standards, or procedure, for any ADP 
installation.. The purpose of this chapter is to aid 
the- DP2 in becoming knowledgeable of the 
requirements/ functions, and general 
-performances and tasks of an analyst. However, 
this chapter gives only short simujated problem^ 
situation s^e9ause? of text limitations. • " 



. Many factors prevent the formulation of 
exact ^ rules, j standards, and instructions for 
systems analysts to follow. Some of these 
factors are; 

1 . The variety, of different data processing 
systems that the Navy maintains. 

2. The volume of manuals that would be 
* required to describe these data processing 

systems. 

.3. The different configuration of each of 
these systems. " 

"4. The different requirements .of each 
command supported by. each of, 'the ADP 
facilities. * x ■ * 



There are many avenues'of approach that an 
analyst qan take when coJlecting,ioi£anizir1g, and 
evaluating facts abou* a- system problem and the- 
environment in which it operates. These^avenues ■ 
of approach, including the design ahd * 
implementation of problem solution^, assist 
management in their decisions. *The main $ 
objective 6f . a systems analysis is to learn enough 
about a -problem either to establish , the 
foundation ' for desigomg and -'implementing a 
' new system to solve the.problem, remedy or .to 
v correct the present system if it is found desirable 
or feasible to do so. The majority of the Navy 
DP analyst's functions will intf)lvc investigating 
p roblems, designing new .pspcedures," and - 
recommending actions needed to, fully utilize a 
command's present computer' system. ; « * 

DEFINITIONS \ I ; / 

to reduce the possibility of confusion and 
enhance the understanding of the terminology — 
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used in the area , of systems analysis, the 
following definitions and terms as used in this „' 
chapter ar^emphasized: 

1. Systems Analyst. -A systems analyst 
investigate pro&lems ^and- develops algorithms- 
and procedures for their solution in ALL areas 
of data processing. This person should have an 
extensive knowledge* of and background 
experience in, operations, , programming of 
COBOL and FORTRAN, data, management, and 
infornfotion collection, leadership, and 
management experience. , 

2., Problem Analyst. -A problem ^nalyst 
investigates problems and develops procedures 
"for their solution. Ihis'lpfcson should have an 
extensive knowledge of and background 
experience ip operations and ADP management, 
and the ability to converse with all ADP 
management, and the ability tQ converse with all 
ADP area personnel, aryi management. , This 
person should have an excellent ability to speak, 
read, write, and understand ADP-oriented 
terminology. 

3. Data Analyst. -A data analyst 
investigates problems and develops procedures 
for their sqjution.. This person should have an 
extensive -.Knowledge of and background 
experience/ih managing a Data Base Management 

"System, organizing data and fil4s*as a a Data Base 
Administrator (DBA), creating ajid formatting 
reports, and writing • systems utilities. This 
person should also display leadership qualities 
and be thoroughly conversant in ADP, 

management p/oblem-solving techniques. 

* * , 

4. Programming Analyst. ^A programming 
analyst investigates problems and 'develops 
procedures for'their solution. This person should 
have an extensive knowledge of and background 
experience in programming, s COBOL,/ 
FORTRAN, -the parent systems > 'Assembler ■ 

' Language Ceding (ALC), and Other high and low 
level languages appropriate € for t the s parent 
system. This person should have the &bilflj$^to * 
document, ai! requirements of the particular 
System concerned., in .accordance with 
SECNAVINST 5233. ! .series, revise software 
requirements, debug all paren ^system software, 
interpret core dumps, an# write subroutines. 
This person Should also be knowledgeable in 



segmentation, overlays, parent systems software 
procedures, and jot) control language. 

5. Desjgn Analyst.- A design analyst creates 
and develops procedures for problem solution.- 
This, person should have an extensive knowledge 
of and background experiencyTn"ope?5tions and 
Rrogramming management. Tliis personr should ■ 
^Iso have extensive knowledge of hardware and 
software capabilities and the, ability to solve 
complex problem^ of hardware and software 

interfacing.' 

6. Systems Study Plan. -A systems study 
plan is the broad framework of objectives that 
management has ^et forth >for the analyst to 
follow when conducting a systems analysis for a 

*singte problem or a complete system. A system 
study plan gives the guidelines required by upper 
management to determine the facts and establish 
minimum^ requirements to efficiently complete 
the analys(s. Further, it gives detailed 
instructions on how the analysis is to be 
conducted and suggestions for the analyst to 
follow. 

7. Systems Design. -A systems design is the 
developments a plan or scheme foj processing, 
data Uased on the facts gathered in the systems 

' analysis. It is done within the framework 
developed .during the design phase of the 
systems analysis (study). Systems design can be 
in the area'of redesigning software or hardware 
for the parent computer, meeting a new 
software new hardware requirement; -or 

designing and putting together a complete new. 
system to meet, the requirement of upper- 
management./ 

8. Feasibility study. -A^ feasibility and 
/ec&iomip an^ysis , \i conducted for a total 

systems analysis and is .generated by higher 
authority in accordance with ' SECNAVINST 
5231.1 series. 



' .THE SYSTEMS ANALYST 

Aft Navy -ADP facilities, regardless of size, 
have some type of taslcanalysis to perform. The 
data processing department must develop^ and 
maintain a series of compter programs in order 
to meet information * requirements and 
accomplish the* ADP facility's mission.. • " 
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In the Nav^' Enlisted Classification Codes 
Manual '(NEC-2751) p systems analyst billet 
description is as follow: . _____ 



"Subdivides given problems into 
their simplest parts. Coordinates with 
system sponsor selection of essential 
elements, inctading> determination of 
their relationships, and designs necessary 
procedures to achieve the desired resftlts. 
Performs job analysis, Program Evalua-.. 
Jion Review Technique (PERJ) and 
Critical Path Method (CPM) analyses and } 
designs software procedures. Performs 
document analysis simulation and 
design!" 

» 

To obtain the DP-2751 systems analyst NEC 
requires 6 months of experienced a systerrts 
analyst on any computer system other than the 
Honeywell H6000 series. 

Have you ever a^ked more than one person 
the question, "What* is a systems analyst and 
'what is his/hfir function within the data 
processing organization?" More than likely thm 
responses were totally different. While a great 
de^l has beer^written about the overall ADP. 
organization and the data processing system 
which supjx>rfs the organization, ^ery little has 
been writjen in the DP's rates training manual' 
about the data processing systems analyst. The 
reasons for this are as varied as the answers that 
you would receive to th# question, "If I had a 
systems analyst NEC, what would be my job at a 
large ADP facility?" The major reason for this is 
*that the data processing department of £ny 
single organization is likely to differ 
considerably in structure, equipment used, and 
configuration- from that of any other 
organization. Additionally, the missions tff the 
commands that the ADP facilities support are 
different. 1 

The three common principal ( functions 
srforfned within a data processing department 
isually result in the basic configuration shown 
figure 4-1. 

systems analyst can be compared to a 
ayman 'or a '.person who is known • as a 
\Vjack-of-all-trades." " Their duties and 
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Figure 4-1. -Typical orgaruzatio/i of an AD? department. 

> ■ 

responsibilities will vary at each new command, 
or Wllet. The systems analyst is a member of the 
Systems Analysis and Design. Branch at most 
Navy ADP facilities. The position or billet that 
an analyst occupies. may be 'responsible for the 
following duties: 

* 

K Serve on projecf teams- and perfornj 
duties as required . in developing and 
documenting the concepts, , principles, ' and 
specifics applicable td designing the procedure 
for automatic data processing of information. , 
2. Analyze and evaluate ADP requirements 
*fQr functional support for total systcjns 
'applications. * - 

,3. Analyze hardware interfaces, software " 
interfaces, communications interfaces, "and 
time-sharing schemes ^required. 

4. Prepare' Questionnaires and conduct 
interviews. 

« ' 

>5. Prepare' reports, dbcume'ntat^n, and 
charts, and collate reports fo£ fin^ review. 

6. Report orally the progress or results of a " 
systems analysis study to the 'users or upper 
management. 

7. Attend planning, scheduling, and £ 
technical conferences on subjects relating to 
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ADP support of requirements for intelligence, 
management, "and logistics functions. . 

* 8. Assist the users in definingjnformation 
-requirements. • - " 

9. Analyze and determine if available data 
can be transferred into information. • 

10. Evaluate available' technology for use in 
^problem^solution?. 

4 11. Evaluate and suggest 0 the best mixture of 
resources (personnel, money, machines, 
material, and procedures) for implementing a 
new system (hardware of software). 

12. Evaiuate and determine parent system 
software flows, debug system errors, ; and 
recommend corrective procedures. 

IS. Analyze and desigji additional 
requirements for software and hardware for 
parent computer systems. 

' In general, the systems analyst analyzes the 
, problems of the. operations branch, 
^programming branch, data base- branch, and 
Y users branch. The sterns analyst is the 
INTERFACE between all the' branches of an 
ADP facility. This function is logical as well as 
important, because inforiijation systems are 
developed to fill- the information requirements 
of a wide variety of* us^rs throughout ,a 
command. The systems analyst (.or group of 
analysts) interface ensures that' the system meets 
the users needs, frhile the programmers, 
operators, and • data base administrators deal 
with the 'technical .jLPprtions of the existing 
system. i • 

* EXPERIENCE ' 

* When detailing the background that a 
" successful systems analyst should PQSsess, a 
number of factors emerge. A formal education 
in ADP is not required to receive a 2751 NEC, 
nor does its possession guarantee to produce a 
gooci systems analyst. However, a college degree 
in eithef business or', computer sciejnce ; does 
indicate -that the individual has been exposed to 
modern business concepts and problem-solving 
techniques. ^ • 

Before an individual considers applying for 
' an-analyst 275 1 NEC, a self-evaluation covering 



past experience and background knowledge of , 
analysis should.be completed. Following are 
some guidelines that need to be considered in 
such an evaluation. 

1. A goverrynent-sponsored manufacturer's 
analysis course should be completed successfully- 
on the parent computer system or its equivalent, 
locally. 

2. Experience should include:^ 

a. At 'feast 6 months operating the 
parent computer system. 

- b. At least 6 months programming the 
parent computer system using aU programming 
languages inherent (o the system. 

c At least 6 months as a Data Base 
Administrator on, the parent computer system. 

d. At least 6 months as an ADP 
manager, dealing with people effectively and 

- harmoniously. ^ 

e. At least 6 months working with 
* systems concepts and in data processing in 

general, ^becoming thoroughly familiar with the 
parent computer systems hardware and software 
• capabilities. • *\ 

f. At least' 6 • months working with 
documentation, becoming thoroughly familiar 
with al^SECNAV instructions. 

g. At least 6 months flowcharting 
problems *n the parent computer system. 

3. A formal education, including a college 
degree in business or computer science should be 
completed. > 

4. 'The desire to- become *a successful'and 
completely qualified systems analyst should be 
expressed. . * . - 

A qualified systems *analyst should possess 
most of the preceding attributes and background* 
experience. It would be difficult to find a person^ 
.,with less than 6 years experience in data 
processing with all of the preceding background 
experience. If the preceding, list of qualifications 
were required rather than suggested, the Navy 
woultf have very few systems analysts. In 
actuality, an individual is granted an analyst 
NEC after 6 months of experience qf any kind 
1 and/" gains background experience while 
functioning as an analyst in a specialized portion 
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of the analyst ajea of, responsibility. Although 
officially a systems analyst once a 2751 NEC is 
received, ^some commands assign an individual 
with minimum experience to such locally titled 
billets as problem analyst, data analyst, 
s^progj^mming analyst, or design analyst*, The 
.decision depends on the individual's background 
and experience (as defined .earlier in this 
chapter). Take, for instance y an individual who ~ 
has/ had extensive experien<(e in "programming 
^arfa is thoroughly knowledgeable in the systems 
software, but has no operations experience or 
^possesses limited knowledge of systems 
hardware capabilities. This indi\^dual would 
probably perform a very good Analysis of a 
\problem with software and perform poorly in 
analysis of *a - hardware-oriented problem. 
Naturally, this systems analyst should be ' 
assigned to a systems study team as a 
programming * analyst and assist a problem 
analyst, thus gaining experience in the hardware 
.area. Although all analysts with 275 1 NECs are 
officially systems analysfs, the local command * 
progression^ as related to experience and 
background on a particular computer system, is 
depicted in figure 4-2. * , 

The lack of 'knowledge and experience in the 
areas of operations, data, base creation and 
manipulation,* and programming by -a systems 
analyst may result jn a new design or redesign of 
systems that are impractical from an operating, 
programming, and implementation standpoint. 
Generally speakjng, a systems analyst should 
havejnore experience in ADP than an operator 
or programmer before becoming a,sifccessful 
DP-2751 systems analyst,. To be a qualified and 
successful systems analyst takes time and 
experience. It does NOT come with the 
completion of this correspondence 'course or ^ 
with the -ability to speak ADP jargdn and 
terminology. .Ttft coldf an*i hard fact remains 
that a systems andtyst nhust be skilled In the art 
and science of At>pJ problem solving. 

INTERPERSONAL SKILLS' * - 

» * * > 

Next to experience, dealing ' with people 
effectively is .the most critical factor in 
becoming a successful systems analyst. The 
ability to converse (communicate) and deal with 
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Figure 4-2.-Common local command billet titles- for 
systems analysts as related to background experience. 

\ 

all types of people at every level in an 
-organization is an attribute that a systems 
'analyst must posses* While conducting- a 
systems analysis study, it is not uncommon for 
an analyst to interview a .member of top 
management and a DPSN (Data Processings 
Technician Seaman) keypunch operator in the 
same day. Very often,* conflicts between the, 
requirements of the user and the requirements 
of other branches of the ADP facility are 
identified during interview. The systefns analyst i 
must be able to communicate the nature of 
these problems to $ll the branches and interface 
with them in each of the solutions.' Most 
analysts are extremely versatile and resourceful 
WT|n performing liaison duties between 
branches. -When performing liaison ■ and 
interfacisg duties, the ability^ of the systems* 
analyst to communicate knowledgeably is 
essential. The interfacing requirements of a 
systems analyst are summarized in figure 4-3. 

SYSTEMS ANALYSIS 



i 



systems analysis is not conducted exactly 
the same way in all situations. On£e-it has been 
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Figure 4*3.-Know1edg« .interfacing capabilities and 
* requirements, i 



determined that a problem exists, the analyst 
must determine il) what is taking place, (2)^ 
what should be taking place, and (3) what the* 
user wants to take place. This could encompass 
an analysis ranging from a simple new ^ort 
requirement to an analysis of a completely new 
syste*p0R^are/hardware requirement. 

Since the Navy does not change computer 
systems very often, this chapter will relate to 
'problems of software/hardware, additions, 
changes, and modifications of inpat/dutput 
requirements of a command's parent computer 
system, that has already been fundfed and 
systems approved. 

Systems . analysis invojves collecting, 
organizing, and evaluating facts about an 
existing or proposed system and the 
environment in which ft presently operates ox 
will operate-after it has been implemented. This 
requires determining the following user netfds: 

1. Inputs and outputs.- - *, 

2. The data and information requirements 
of an organization "'for botfr operating and 
management purposes. ' 



3. The sources of data. - 

4. The processing metfflbds and files 

* _ (Manual/ Automatic) that serve as a link between 

input and output. 

Systems analysis, as used in this chapter, is 
restricted to fact-finding arid to examining 
present systems to determine problem areas. T\\$ 
reason for this restriction is because this type of 
analysis is- applicable to existing systems. 

The objective of a systems analysis studfr is 
^ to learn enough about the problem, system, 
* equipment, personnel, and operating conditions, 
and the demands on these factors, to establish 
the foundation for designing or redesigning and, 
implementing a better system, if it is found 
" desirable or feasible tp dQ so by upper 
management. A redesigned data processing 
system or information system is better on\y if it 
increases -the overall output of the organization, 
considering the ^ cost of systems design or 
redesign as part of the total cost. v 

Analysis Generation 

Consider - the question "What generates a 
'systems analysis study?" The answer to thii can 
vary as much as the ways in which an analysis 

* can be performed. Usually, it will b0 for one of 
the following reasons:, : 

1 . The user has a problem in one of the 
Software systems. 

2 f A new requirement of input or output 
data tyill change' or cr#ate a new data base and 
report. . * 

3. New. users Have, additional systems 
requirements. 

4. A new or 

* initiated by ntanagen&n^ 

5. The parent compiUeuv^ystem cannot 
perform efficiently undei; present requiremente. 

6. A request for additional ' or new 
hardware requirements is ge^eratedL 

t *<7. Excessive xna't^rial and resources are 
expended" for a project which' exceeds 
management's budget goals. °V 

• %\ Tfie present software or hardware system 
takes to6 Jong to produce the output the user 
wants. . 




-requirement 
qptal or external) 



is 
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9. There are frequent hardware or software 
failures. v 

10. There are frequent eVrors \il command 
written programs. * . 

I4v44*#re is dissatisfaction with -the 
operating results of 'the ADP facility's present 
computer system. This would include, 
insufficient or inaccurate information, excessive 
burdens on operating personnel to collect data, 
excessive a system operating costs, or 
^administrative ADP problems. 

Facetiously speaking, the, only time some 
type of analysis is not being performed is when 
(1) the system is operating perfectly, (2) no 
changes or new requirements exist, and (3) 
technological change in ADP hardware and . 
software is at a standstill. t)f course this status is 
never true,-and some analysis is always being 
performed by the analysis branch. A system has 
not been developed tha^is perfect and cannot be 
improved. If you agree with the latter statement, 
you should consider applying for a DP-2751 
systems analyst NEC. 

PHASES OF A SYSTEMS 
ANALYSIS STUDY 



. There are five .phases in a systems analysis 
study for analyzing an existing funded system 
(fig. 4-4). For the purpose of ;his chapter, an 
analysis of an installed computer system will be 
emphasized. - The five phases are mentioned 



briefly here and are discussed in detail later in 
this chapfer. 

1. Preparation ^Phase.^During" this phase 
m the analysis is approved by uppeu- management 

and a* systems analyst or a complete systems 
analysis study team is appointed to complete the 
analysis project, whichever i$ appropriate. 
Defining, the scope of the analysis, setting 
schedules, and similar preparatory activities to 
lay the ground work for the full-scale study are 
included in tftf^ phase. As a general rule, the 
systems analysis study plan is prepared in this 
phase. This includes preparing appropriate 
questionnaires, collecting adequate blank forms, 
and becoming familiar with any special written 
guidance instructions or documentation from 
upper management. 

2. Interview/Syrvey Phase. -In this phase 
all existing docurrlentation concerning the 
analysis is reviewed; the present syste ms 
processing is surveyed (hardware/software); the 

■ datq and files involved are determined; and the 
products, which are presently being obtained, 
are determined. This, phase is accomplished by 
scrutinizing the documents used> conducting 
interviews, and collecting all factsjtertaining to 
the analysis study. 

3. Analysis/Decision Phase. -In this phase- 
all the information, data, and facts pertaining to 
the analysis study gathered during the 
interview/survey phase « is "'analyzed. A 
recommendation is submitted 'to upper 
management if the result of the analysis, is 
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negative joT not feasible* for design and 
implementation. 

• 4. De'sign Phase. -In this phase the systems 
analyst or systems analysis study team bring 
together the solutions for the probjems of the 
present computer system or an approved new 
system ' if appropriate. The nevf software/ 
hardware modifications are designated, 
pVocessing' and procedures are determined, and , 
any other requirements"are specified. 

5* Implementation Ph£e.-In this phase 
additional equipment is selected ^nd new 
systems .programs are developed 'afTcrtested. If 
additional hardware equipment is approved, it " 
will be installed. Also, live tests are performed 
and evaluated. After the hardware and/or 
software modifications or additions have been 
^accepted by upper management the systems 
analysis study, and team are " dissolved until 
a nothe r modification is needed to the system. 

" THE ANALYSIS STUDY TEAM 

When determining the total size of a systems 
.analysis study' team; upper management will 
appoint the team members in accordance with 
the workload involved in the.analysis study. If a* 
"totaAystems analysis" is undertaken, then the 
ajialyki's study team should have enough analysts 
" and non-analysts appointed to complete the 
' project through each phase and, be conducted in 
accordance -witb SECNAVINSt 5231.1 (series 
latest revision). A total systems analysis may 
evaluate the entire ADP facility structure at 
every /level when designing a new System. A total 
systems ''analysis approach (as detailed in 
SECNAVINST 5233.1 series) .will not be 
emphasized in this" chapter." An ajready funded 
prdject 'initiated at local ADP facility level will 
"be discussed. . 

Each ADP facility has its own ^Qirementsw 
ar^d workload responsibilities, and appoints the 
analysis study tejmi members according to local 
requirements/needs. Usually not mtfre* than two 
analysts are "assigned to analyze a small systems 
additiojn or' modification. The reason two 
", analysts are suggested is that an .inexperienced 
DP-275T systems analyst .can be teamed with an 
experienced analyst qualified to^complete the 
entire project. 



When conducting a total systems analysis 
study, \here are usually members appointed to 
the analysis study team that are not DP-2751 
sysfems analysts. There is a great deal of work 
involved in an analysis study of this nature and 
expertise from all areas of the organization is 
required. Members are appointed to the analysis 
team from higher authority commands, upper 
management, middle management, operations, 
'and programming, and include users, civilian and 
military engineers, and DP-2751 systems 
analysts. 

^REPARATION (PHASE 1 ) 

The first pHase of ^systems analysis sUidy is 
, the preparation phase. In many instances, this 
phase is skimmed over or ru§hed. This phase is 
very important, and the systems analyst ia 
charge should devote adequate time, effort, and* 
preparation to it. Following are the _10 -basic 
steps in phase 1: 



1. Approval for the analysis study is 
granted. . £ 

2. The team appointed: 

3. The scope of Jhe analysis study*, is 
defined. •« 

4. Time schedules for the analysis study are 
set'. x * 

5. The anajysis study plan is prepared. 
6: Questionnaires are prepared. 

7. Blank, forms for interviewing, are 
prepared. 

8. the analysis study team is indoctrinated. 

9. Personnel interview schedules are 
-coordinated. 

10. The analysis study is begun. * . # 

Wheji starting' phase 1' of a, systems analysis 
sfudy, the team leader should give considerable 
thought to flexibility and not treat the 10 steps 
as an unchangeable procedure. 



Approval (Step 1) 

-The first step of ..preparation (phase 1) is 
receiving approval to do the analysis study. This 
approval will usually be generated within the 
local^/ command because it is already under 
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funded approval and concerns a problem that 
Exists* with the present system. When doing a 
itotal systems- analysis, the approval will come 
from higher authority, down thrbugh the chain 
of command. A total systems analysis directed • 
by higher authority usually indicates a large 
hardware or software change and is performed in 
accordance with SECNAVINST 5231.1 (series). 
4 For the purpose of illustration in this chapter, a K 
# hypothetical analysis. is being performed on i 
problem* using existing *fynded hardware and 
software, this type of analysis is approved by 
the parent ADP jjjpjity and is usually in the 
form .of a project request approved by the 
commanding officer of the ADP facility. 

Team Appointment (Step 2) 

* r The second step of preparation (phase 1) is 
the actual assignment of the analyst(s) to do the 
analysis. The number of analysis study team 
members can range from one to as many as it 
takes, to complete the analysis. This depends on 
how big the project' is and the workload of the k 
systems analysis branch. As stated earlier in this 
chapter, it is recommended that a minimum of 
two analysts be appointed to each project if 
inexperienced analysts- are assigned to the 
analysis branch. 

It is usually the responsibility of the 
officeHn-charge (OIC) of the systems- analysis 
branch to- assign M members t6 the systems 
analysis study team for each project. 1 



The scope of the analysis study should 
answer or identify the following list of problems 
(if they exist) for the systems analyst : 

1. What are the nature and purpose of the 
*work products desired? 

2. Is4his a new system or subsystem? 

3. Is this a hardware or software problem, 
of both? ^ 

4. What data files are involved or will b$ 
created? * ^ 

5. What nev*^o«>ld reports are involved? / 

6. Is existing documentation foi*t}ie system 
-or subsystem available ancLup-to-date? ° \ 

7. What is the due date for imple- 
mentation? 

* 8. Are external 
involved? 



resources or organizations 



Scope (Step 3). 



} 



• The thjr^step of preparation (pfiase-1) is the 
defining of -the^ scope of the analysis study. At 
this time the user; management section, •or" 
branch that requested the systems analysis study 
should jia^e '.provided a clear and precise 
statement (Vith the project request) of what 
should be accomplished, This statement should 
•identify the operation, the system or subsystem, 
or the areas- that will b,§. affected by the study. 
Generally speaking^fhe scope oftlfe study is the 
problem described in Retail b,y /tipper 
management and/or the juW. -requesting.- the , 
analysis study. Detailed infbrn^atioain th^cqpe 
statement is . very important because it"s£t&the 
^boundaries within .which the analyst will woHc. 



If the scope of the analysis study is 
sufficiently described^ will permit the systems 
—analysis— study- team to start visualizing the' - 
problem in a wider spectrum immediately. The 
scope statement is the document that gets the 
anafysis off to a correct start. 

Schedules (Step^ 

The fourth step of preparation (phase 1) is 
the setting df time schedules. After a thorough 

N review of the scope statement, an experienced * 
analyst should have a good idea of how long the, 
analysis should take. This time factor sjiould be' 
discussed with air .members of the systems 

-analysis study team and coordinated with upper . 
management. Always request enoiigh time, and m 
set milestones that are realistic. * . 

Setting time schedules .could' be a major 
^factor in the analysis if it involves. an offsite * 
totallsystems, analysis study of an organization 
that presently does not have a computer sy$tem. : 
If this situation exists, all travel^ time schedules 
should also be coordinated with the organisation 
under study and the present 'upper management * 
'during this phase step. 



Analysis Study Plan^(Step 5) » - - 

. /The fifth 'step of preparation (phase 
preparing the 'actual anglysis'^tudy plan. 



V* 1 



I) is- 
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majority of the material needed in the^ analysis 
study plan should be collected and inserted into 
a bound document during the preparation , 
(phase ]>~(step 5). When drafting the-analysis 
study plan, r it should not be regarded as a final 
document, but as a starting tool? subject to 
change until the analysis study is completed. 
Later in this chapter an outline format for an 
analysis study plan "is displayed in detail. The 
items and . forms included will always vary^ 
because every analysis* study is different in some 
way. This outline is only a suggested procedure 
on how to^repai^-a^roblOTi~ft>r"arm1y"sis. The~ 
.following items, however, are common in every 
analysis study and should always be included in 
the analysis study plan: 

1. " The written authority to conduct the 
analysis study. 

2. A writtenr^statement of the mission of 
the analysis study, the problem as it is known to 
exist, and what thef survey is expected to 
accomplish. 

3. A written statement assigning, the 
analysis study 'team members, including each 
member's security Clearance. 

4. A schedule showing when each major 
step is to be accomplished and which team 
member will perform it^ * - 

Questionnaires (Step 6 V - - 



2. In cases when the recipients are too 
•voluminous. 

3. In cases when the information gathered 
is repetitious and wiljfbe used to verify similar 
'data from other sources. 

InterviewForms (Step 7) 

During the seventh step of preparation 
(phase l) tfe team leader should prepare 
interview forms and fill in data that is already 

-availabler-such-a^ 

J. Name of individual to be interviewed. 

2. Project number. * , 

3. Security of interview form (if known 
prior to the actual interview): 

4. t Department where individual is to be 
interviewed. # 

5. ^Phone number. 

6. Status of individual; for example, DPI, 
GS-9, contracted civilian, etc. 

7. Remarks ^section-list all appropriate 
questions pertaining to .the analysis as can be 
determined for the problem under study for the 
individual being interviewed. Questions of this 
type help organize the material in logical 
sequence and keep tlje interview in order. The 
particular systems analysis study, projecUtopic, 
and managements desired outcomes will derive 
the actual questions. 



During , the -sixth step of preparation 
(phase l) all locally designed questionnaires 
should be typewritten to compjetiqn except for # 
information the questionnaire asks the recipient. 
Questionnaires should be locally designed to 
supplement personal* interviews. . The form . 
should be designed 'for the computer sysftira(>^ 
h^rdwara^ind software 'on >vKicfi th^analyei^^y^j 
being performed. The use of such^qu^stfetttf^i^ £ 
should be- limited to. situations' i where jt' \j£ ^ 
inconvenient 'to interview all of the indi jj ! 4 
involved .in the analysis in peffson. Following, 
.some of the instances vVhen x a questionnaire 
he useful as a fact-finding tool when persai 1 
interviews are prohibited: * , 



- The analyst 'should be prepared to go to the 
interview With a documented list of questions 
-pertinent gto. *he analysis being 'performed. 
Without thought-out list of prepared ; 
questions, the analyst- may not generate all the 
required' information, the interview could tpncl 
to Yamble, and the 'analyst could appear "not 
&.q bright." ■ \ 



' jfcjftStSdy Team Indoctrination 
f ^¥(Step8). - 



1. In cases when the analyst and recipient 
are physically separatee! and travel is not 
feasible. 



. During the eighth step of preparation 
(phase 1) the -entire analysis study team* should 
be oriented; by^the team leader. The team should 
he Ijriefed on all aspects of Xhe analysis and all 
. pertihent . information and material to be 
^•-associated .with th.e analysis, such as 
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organizational charts, functional charts, 
directives, regulations, instructions, policies, and 
documentation manuals relative to the analysis 
study. The briefing should also specify which 
forms are to be used and how they are to be 
completed, the people to be interviewe^^smd. 
the required data to be collected. '* 

Upon completion of the indoctrination 
briefing, the team members should have their 
work schedule and expected completion dates 
for each phase of- the analysis. : 
—Ample-Time should "be^given during the 
briefing to answer any team member's questions. 
It is essential that the team leader explain the 
assignments of and requirements of each team 
member in detail. Remember, the more^ptailed 
the indoctrination is, the better enxl-results will 
be kccomplisied in t4ie analysis. • 



Interview Schedule Coordination^ 



(Step 9) 



During the ninth step of preparation ' 
(phase 1) all interview schedules should be 
confirmed/ The- analysis team leader should " 
arrange appointments as far in advance as 
possible and coordinate all interviews through ■ 
department branch heads and division leading 
petty officers. When coordinating the interview < 
schedules 'with these individuals; a thorough • 
.explanation of the analysis study should be 
given. . ^ 

* c • 

Analysis Study Commencement . - 
/(Step 15) 

During the tenth and' final steg) of 
' preparation (phase 1) all steps of preparation * 
* should be checked for completeness. 

. If time permits, it migift be desirable' to take 
.an orientation trip to the' branches involved in 
the analysis. In this- visit, the analyst has the > , 
opportunity to ineet concerned individuals and* 
can ^reak down 'any initial resistance to the 
forthcoming interviews. ? 

INTER yiEW/SURVJEY (PHASE 2) 

The second phase of a systems analysis study 
- ♦consists of the interview and actual survey. * 
There hsafe been niany different approaches 



taken toward this phase oA systems analysis 
study. These approaches have varied from a 
complete data gathering and fact-finding analysis 
to a cursory look at the problem that generated 
the systems analysis, illhese widely different 
approaches stem from the actual policies, ne^s, 
and requirements .set' t/kth at different 
commands. 

. When time and manpower permit, a 
....complete, ~«and~ - thorough— analysis- -should"- be _ 
conducted using set procedures'! The procedures 
for a small problem analysis srfould generally'be 
^ the same as for a large project systems analysis. 
'Every command should foMow the 
documentation 'procedures, set fprth in the 
SECNA\J &33.1 .series instruction, and 6ther 
appropriate instructions- Tor equipment 
acquisition (SECNAVINST 5230.6 (series)), 
operation, review, and evaluation.' 

The main purpose of the irfterview/survey 

j)hase .is to gather facts. „ TMis is -basically 

accomplished in the 'followir^ three steps af- 
j^hase 2; * • ' N 



1. Survey tHe problem 
documentation. 

2. Interview individuals 
environment. : 

3. Document and collect data. 



using* existing 
in ■ their 



Phase 2 of the systems analysis study should 
be started as soon as w possible after the 
completion.of.phafse 1 (step 10); 

Problem Survey (Step 1 ) , 



, The firs\ step of the interview/survey m 
(ph&se 2) ^ \% to ensure that the existing ' 
documented and operating procedures, as set 
forth in ^ the documentation manuals, are 
currently up-to-date and are being adhered to in 
actual operations. If the*problem being an'alyzed 
doQs exist and is not^a new requirement, it is 
then necessary for- the. .analyst , to Actually - 
observe and survey current operating procedures 
of the pfoject's software and hardware. It is 
extremely ^import^nt "that the analyst Ipb tain 
copies oHhe actual forms, operating documents,, 
9nd>mafpals that are currently^being used in the * 
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system and are pertinent to the problem under 
analysis. ^ 

The purposes of observation are many. It 
allows* tfye analyst* to determine the> following * 
fapts: 



2. 
,3. 
4. 
5. 
6. 
7. 



What is being done. 
How it is being done.- 
Who is doing it. * 
When it is being done. 
How/long it takes. 
Where it is being done. * 
Why it' is being done 
manner. 



in its present 



This procedures often very helpful to the 
analyst because in many instances* it is 
discovered that the systems documentation is 
incorrect and that actual procedures- are 
different from what some of the interviewed* 
people think. v - ^* \ 

Interviewing {Step 2) 

The -personal interview is the most powerful 

fact-finding tool available to thfc systems analyst. 

It provides the analyst with a means of getting 

information that may not be recorded anywhere 

e$ept in the rrvmd of the individual being 

interviewed. - . ^ 
r 

An interview should* be construed by an 
analyst as beings a purpose fuhn^nyersation, 
planned and controlled by the tosuySt, to gain a 
specific objective. An interview should be 
thought of as a face-to-face conversation rather 
than a professional interrogation. The interview 
that drifts into a confrontation of 
old-versus-new will produce nothing tangrbte for 
the systems analysis study. If the interview is 
conducted properly, it can produce meaningful, 
useful, and correqt information. 

In short, the interview is the tool used by 
the systems analyst to help resolve the .project 
request that generated (originated) the systems 
analysis study. This is true whether the analysis 
is a simple project request for additional or 
modified reports, or a t6tal systems analysis. 
* '\ 

Conducting the Interview. -To start an 
interview in the right direction, the systems 



analyst should ensure that / all interview 4 
appQintments are £ept * on time in ' the 
interviewee's office, space, or environment. If it 
all possible, the. analyst* should not require 
persons being interviewed to s leave their work 
.areas. The interview should' be conducted as 
informally as possible, yet consistent ^with the 
need for organize^ and planned results. Further, 
the systems analyst should.be courteous without 
leaving the *impre£sion of being apologetic for 
interrupting the individual's work schedule with 
an interview. 

As mentioned earlier ' in * this chapter; the 
systems analyst should. have a locally prepared 
interview form for each individual to be 
interviewed. A check list of questions may prove 
very helpful during the interview* Following is a 
list of some possible questions that might be 
used: • ■ . ^ 

l.What items are- maintained as file 
^information? 

V 2. What is the number g of A/N (Alpha- 
numeric/Numeric) characters in each item in the 
file? ^ , 

> 3. How many separate files make up the 
systems data base? 

4. What are the source data? 

5. What is done with the* 'source data, 
step-by-step, during th? performance of each 
operation? ; _ • 

6. What other data ,are used 'm * £ach 
operational step? . ^ \ 

7. What -decisions* ^ are * made in each 
operational step? 

. 8. What normally recurring conditions are 
accounted for in each operation? 

9. What exceptional conditions arise during 
the data processing? J , 

10. Where. a*e the exceptional .conditions 
reintroduced into the operation? 
. 11. What are the results (punched cards, 
documents/ listings, reports, magnetic media, 
eta) of each operation? 

12. How frequently is the operation done? 

13. What resources (personnel and 
equipment) are rjow utilized for, the operation? 

14. Are the" source, data* processed in 
batches? 

15. /How manjT items are processed on an 
hourly, daily, or any other periodic basis? 
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16. How many items of output result from 
processing On the same periodic basis? • 

17. ^Vhat deficiencies in processing are 
known to exist? 

18. What deficiencies in spurce data are 
known to exist? 

19. Whafjdeficiencies in output information 
are knqwn to exist? 

20. What are some recommendatipns.for the 
new requirements? 

2 k What is your recommendation Tor the 
, t solution to ^he problem? 

The preceding questions are just a few out of 
the thousands that could be. asked during an 
interview. The ones created locally should be 
direct and pertinent to the problem under 
analysis. 

During the interview the analyst should take 
notes. Notes help organize the material in logical 
sequence and clarify thinking. Facts are more 
reliable when they are immediately recorded. 
Individuals being interviewed might cQnsider it 
insulting if a written retord of their conversation* 
is not 'kept; especially if they f^eftheir answers 
canaot be remembered by the^systems analyst. 

^Further, this practice will *help s prevent , tfre 
analyst from coming back after the interview to, 

- verify facts. t • 

t While it is important that a systems analyst 
• have an excellent command of the English 
language, it is more important that this ■ 
individual be a good listener. A "good rule to 
remember is "you Cannot obtainr facts while 
talking." Observing this rule will give the 
•interviewee the impression tha(lhe analyst is 
interested in what is being said. 

There .arq many personal and professional 
traits that an analyst should either possess or 
control to make any interview success. The 
following are just a few of the "do's" and 
* don'ts" that a systems analyst should considej; 
during an interview: 

V ' * 

1 . Be on time for the interview. 
v 2. Explain the problem and purpose of the 
iojerview. • 

t 3. Be a good lis'tener and refrain from 
talking about subjects that are not pertinent to 
, the problem being analyzed. 



4. Ask frank and fprthright questions. 

5. Be courteous but not apologetic about 
taking up the interviewee's time. 

6. Do not mak^disparaging statements. - 

7- Do not give \the impression that you. 
know more about the^'problem under analysis 
• than the individual beingvinterviewed. 

8. Conduct the -inte^iew as informally as 
possible, but consistent with respect of the 
status of the individual being interviewed. 

"9, Avoid using ADP terminology (computer 
jargon) with individuals who are not, ADP 
oriented. 

10. Obtain ideas, opinions, ai\d facts about 
the problem under analysis*/ 

1 1. Do not 4 make derogatory remarks about 
other individuals or present procedures. 

interviewing Problems. -There are special 
problems connected with interviewing, both in 
the analysts attitude and in the interviewee's 
attitude. 

As an analyst, it is easy To fail to take into 
account a preconception concerning the results 
you would like to obtain. That is, instead of 
objectively attempting to get, the fact^ on a 

, particular situation, the natural impulse is to 
arrive at a tentative conclusion and then attempt 
.to get the necessary facts to back up' spme 
.premature theory, already half-formed. Nothing 

~ could be more detrimental to a successful 
systems interview.- Likewise; when -a new 
situation, arises, there may be an unconscious 
attempt to associate it with ' some past 
experience. Even highly experienced analysts, 
who maj^have used certain methods successfully 
in the past, have a tendency to attempt to 
"straightjacket" the -existing situation into this 

> preyious experience. 

"During an interview, the analyst* should be 
aware of. the attitude of the pejson being 
interviewed; for example: 

1. Nervousness -Many individuals, are 
nervous under the actual strain of "any type of 
interview. -The more experienced .analyst will 
notice this at the beginning of the interview and 
will explain that the interview is not formal in 
an ajttempt to set the interviewee at .ease. 
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^ _ 2/^Over-response-Through a desire to 
cooperate, some individuals, when interviewed, 
have a tendency to supply answers that they feel 
are most favorable t^the analyst, rather than to 
state the facts as thdy exist. Questions should be 
carefully worded to avoid suggesting an answer. 

3. Conjecture and inaccuracy— Some 
* individuals being interviewed may give 

information without actually checking the facts. 
This is true when the interviewee feels that 
he/she should already know the answer without 
having to look.. it up. Questions should be 
precisely worded to require specific and. factual 
answers. When an analyst vyants an opinion, the 
question should be so stated and noted in the 
recording of v such information. * 

4, Cautiousness Directly opposite to the 
' overzealous person is the cautious individual 

who answers questions only when pdsilive. the 
answer is correct/ ThTs~lyj)e of individual may 
withhold valuable information if not absolutely 
surafof its accuracy in every detail. 




5. Resentment-Individuals with hostile or 
reseptful attitudes toward what is under analysis 
are pefhaps the most difficult sources from 
which tb get'information. They may have any 
number of reasons for not cooperating with the 
analyst. Some^of these reasons are that they may 
be averse to change, fearful of losing their job to 
a< machine, or just too busy to be bothered. A 
considerable amount of tact and resourcefulness 
must b.e called upon to convince this type of 
individual of the need for cooperating in the 
systems analysis study. The fears brought about 
, by this type of attitude can be allayed by a 
careful explanation of the purpose(s) of the 
analysis. . 

* , Tone of the InterviewAThe tone of the 
interview is a reflection of the mental and ' 
physical attitudes of the interested parties. If 
, they are relaxed, friendly, and informal, the 
interview will produce positive results. It is 
mostly up to the dnalyst to bring about thi§ 
desirable situation. Interest cannot be 
successfully pretended, but must* really exist. 
People are quick to recognize sincerity and 

' usually react to it in a favorable' manner. 



Remember never to give adverse criticism of 
the s way things are presently being done, and 
never verbally express an opinion about the i 
problem that is under analysis. 

Guiding the", Interview. -The interview 
should be limited, to information and fact 
gathering. While free discussion should be 
encouraged, be careful not tp ^be drawn into ' 
conversational detours 2bout hunting, fishing, or 
other hobbies. The analyst should recognize that 
this is a waste of time and quickly guide the/ 
conversation back to the analysis. 

Further, the analyst should be very reserved 
about making conclusive statements during an 
interview. This is neither the |ime nor the place 
for the analyst to make cpirausions because all 
the facts have not been stuciitfS or even gathered. 

Ending the Interview. -Prolonged interviews 
are rarely desirable. If it is necessary to discuss . 

•the problem of the analysis for more tftan an 
hour at one setting, the analyst should sptlit the 
interview into two sessions. Interviews are hard 
work for both the analyst and the interviewee.- 
The maximum time for any single discussion 
should never be mote than an hour. If the 
interview is scheduled for an entire day, the 
appropriate thing to do is break every hour for a 
minimum of 5 minutes. If, as the interview 
prognesses, it becomes evident ,that all the 
material cannot be covered in the allotted time, 
the analyst should make another, appointment 
that, is mutually convenient Any question that 
wa*s "important enough to have been included in 
thfe systems analysis study outline sliould not be 
eliminated simply because it is riot covered 

"within a particular time period. 

. When the analyst ends the interview, it 
should be explained to the interviewee that ' 
adtfUibnal time may still be required for 
verification of the notes taken during the 
interview* 

Follow-up of Interview. -As soon after the 
interview as possible, the analyst should make a 
complete flowchart of the information gathered 
during the interview. Further, a good summary 
sh^fjld be made from the interview notes, and 
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drawings of charts should be completed. When 
the information has been compiled by the , 
^analyst, a copy should be returned to the 
individual who was interviewed for verification, 
corrections, and additions. It is always advisable 
to have the interviewee sign the copy and return 
it for use In future phases of the analysis. 

Document and Data Collection V 

By the time the systems analysis 3tudy has 
progressed to this point, many of the source 
data ancl documentation manuals describing the 
source ii\put§ and outputs have been identified. 
As soon as possible after* the interview, the 
systems analyst should collect samples of all the 
source data pertinent to the analysis and any 
other documents found to exist -during the 
interview not already identified and reviewed. 
Once all operating, and programming functions 
are identified and all supporting documents and 
source data (inputs/outputs) collected it is 
imperative triat this information be recorded in a 
meaningful manner for analysis study. These 
compiled documents and sample source data will 
provide insight into how the existing or 
proposed Systems operate or will operate. But 
this insight will not materialize unless the 
analyst and other members of the-analysis study 
team have some, designed means and techniques 
that will aid in the analysis of the documents 
and source data collected. In a system analysis 
of a small problem, only a few documents arid a 
small amount of source data would be 0 collected; 
in more. complex systems analysis studies, the. 
number of documents and source data collected 
could run into the thousands. When collecting 
any volume of documents and source data,, it is 
necessary and practical to employ a worksheet 
for recording the information about a document 
or source data as it becomes available to the 
systems^ analyst. For example purposes in this 
chapter, this type of worksheet will be referred 
to as a Systems Analyst Document /Data 
Collection 4 Worksheet (SADfDCW). It is 
recommended that a Similar form be designed as * 
local conditions warrant and used while - 
interviewing individuals and during actual 
document and source.data collection. As shown 
in figure 4-5, an SAD/DCW is a self-explanatory 
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form that can be reused to condense large 
aipounts of reference data onto a single sheet of 
paper for each piece of data or document 
collected. This type of locally prepared form 
should contain actual facts and not opinions, 
since it is used later in phase 3 of thgsystems 
analysis study. 

Other systems analysis tools «that can be used 
in data., and document fact gathering include 
flowchajrts, grid charts, matrix charts and 
decisipn, tables. Basically, it is up to the analyst 
# to determine which tools to use and l\ow 
thoroughly the -Systems analysis is to be 
conducted. Remember, the more facts Jhat are 
gathered during this phase of the systems 
analysis the better will be the solutions during 
the analysis and decision phase. 

ANALYSIS/DECISION (PHASE 3) 

The third phase of a systems analysis study 
is the analysis of. the documents and data 
collected, pluS informational data generated by 
the analyst team thus far in the systems analysis 
- study. This task sounds relatively, simple, but in 
actuality, it can v becdme very complicated, even 
for small projects such as an additioti to an 
operating'systems software already in existence. 

After the interview/survey phase, the 
systems analysis team is likely to have quantities 
of detailed information gathered on the problem 
that generated the systems analysis study; the 
bigger the problem that generated the study, the 
more bits and pieces of information that will 
probably be collected for phase 3. The primary 
purpose of the analysis/decision phase is to 
analyze the bits and pieces, draw conclusions, 
and make recommendations to upper 
management concerning the -assessment of the 
problem. ^ , ^> 

In previous phases, the analysts have 
'collected documents and data on (1) what is 
being done, (2) who Is doing it, (3) ^here it is 
being done, (4) when it is being done, (5) how it 
is being done, and (6) why it is, being done in a 
particular manner. •■ 

The analysis/decision (phase 3) is often 
divided into four steps to provide a successful 
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SYSTEMS ANALYST DOCUMENT/DATA COLLECTION WORKSHEET (SAl^OCW) 



TYPE DATA/ 
DOCUMENT 



DOCUMENT IDENTIFICATION 



ORIGINATOR 



INPUT SYSTEM 



SOURCE DATA 



DOCUMENT' 



FORMAT 



VOLUME 



LOCATION Of DATA 



INPUT 



SOURCE DESTINATION 1 



INTERMEDIATE 
~ DATA 



FINAL DATA 
OUTPUT 



USE OF THIS DATA/ DOCUMENT 





DISPOSITION 


FORWARDED 




SUSPENDED 




"FILED .* 




DESTROYED ~ 




CLASSIFICATION 


HOW DATA PREPARED 


_L 


MEDIA TYPE 


NO. OF MEOlA 



0OCUM£NTS ORIGINATING FROM THIS 'AND Bfi^Q UPDATED IjTY THIS DOCUMENT/ DATA 

! 




"a 0 



INPUT/DUTPUT RECORD FORMAT LAYOUT INCLUDING FIE bp SIZE AND TYPE (A/N) 



Y 



(REMARKS ON REVERSE) 



DATE 



/ 



ANALYST SIGNATURE 



VERIFYING SIGNATURE 



ERIC ' 



FJgura 4-9—Syitami analyst documaht/data collection workthwt (SAD/DCW). ° 
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and meaningful recommendation t<^ upper % 
management. The four steps are:- ' s< 

4. Document and data collating, 
2. Analysis of facts. 

3 r Conclusions. . ^ f # 
4. Recommendations. 

Before the documents and data collected are ' 
reviewed, they should be arranged 'into some 
type, of sequence. Ttiis Ms usually a 
time-consumipg task, but the results of this 
organizing activity 4 will make the - : copious 
mo,unds of information collected less 
cumbersome. r * 

- Document and Data Collating 

(Step 1) . - - • - "" 

The first step of the analysis/decisign phase 
(phase 3) is to* separate and sequence the 
documents ^nd data previously coHected/ii/ 
some orderly fashion. It should be apparent by 
now that each analysis study varies at least 
♦sligjitly from every other analysis study. Since 
this is the case, it is necessary that this step be * 
performed according to the requirements of the 
problem under analysis. Tn most cases, the 
collected documents and data can be sequenped 
into four categories. The four categories are, 
document and data (1) inputs, (2) communi- 
cations^ (3) processing and storage, and (4) 
informational outputs. 

,The input to any system is that point at- 
wlych data first enters the system "or where a 
record is made of any action. Communications is 
the transforming d>f data from the point of eptry 
to and between processing and x storage points. 
Processing and storage is the method of receiving „ 
incoming data, transforming it into a medium* 
which can be readily used by human or machine, 
and retaining it for retrieval by the user. The 
informational output of the system occurs when 
information is delivered from storage in a format 
suitable for the user to understand. 

■ * t 

Analysis of Facts (Step 2) 

V* By the time 'the analysis study- team have 
; reached this step o'f the systems analysis study, 
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*fhey should JiaVe a general, overall 
understandiQg of , the problem under analysis. 

,\ However, this is usually not enough to allow 
linn conclusions* and, Recommendations of the 
systems analysis to' be made. During thisstep.of. 
the system^ analysis study, each" document and 
each piece of data information should be studied 
in a meticulpus manner. 

It is recommended that the systems analysis- 
team analyze the documents and data collected 
using the step-by-step procedure outlined iij 

1 phase 3 (step 1). , 

Input.-T^ 0 ensure that all of the information 
needed is obtained, it is .a good practice for the 
analysis team' to first study the facts about the 
-inpiif ta'the system. Some .of the questions to be 
answered are: 

. 1 . What are^he inputs into tHe system? 

2. Where do the inputs come into the 
system^ — — 

. 3. In what form are the inputs? 

4. What are the volumes of the inputs? 

5. What are the frequencies of the iiiputs? 

6. What ind how many alphabetic^ and 
numeric characters are in each item at the • 
source data? s 1 

7. What areas in the system do the inputs 
affect? f 

x 8. What is the reliability of the source? * 

9. tVhat is the quality of the control for the 
source data"? \ 

* 10. Are ^11 ,of the personnel processin^the - 
source d ata qualified and professionally 
knowledgeable? ; 

It should, be noted here that use of the 
preceding questions, varies depending on the 
problem under Analysis and /the types of- 
documents and data collected for the analysis. It' 
wopld be impractical to attempt to list all of thfe 
types of questions pertinent to all of the types 
of analysis in a rate training manual. [ '? 

C^ommunications.-The record type of 
documents and data\to be analyzed includes 
facts (source materi^ collected about 
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communications. Some of the.' questions to be 

answered may be: 

' 1. What communication equipment is being 
used? 

- % ATre any special" communications 1 
^required, such as jemote input, output, 
* and inquiry? 8 ' 

3. » What problems exist in these areas? 
" 4. Hpty many persons are involved? * 
5. Are -present, communications adequate? » 

An understanding of system communi- 
cations enables the analysis team to determffie 
how items of. information .and data are 
-Jransiriitte^Uinto -and -out- of the- system under 
study. This is the^area where data transmission 
bottlenecks* are often found. The analysts £an 
then determine whether the communications are * 
adequate or are being routed through areas that 
pfcrform no actioi>and are therefore superfluous. 

Processing afld Storage.-The third type o£. 
documents and data to be* Analyzed covers facts 
(source material) collected about -the actual 
processing storage of data for*a system. In most 
cases the source material collected in the area of 
processing and storage offers the systems analyst 
the greatest opportunity to analyze facts on how 
to improve the system, or how. tq solve the 
problem under analysis. The analysis of the 
material .pertaining to "processing and storage 
usually results in > locating 'areas where 
duplication of effort, duplication of data 
•elements, duplication of reports, ^nd improper 
procedures are found. 

Processing and storage, although closely ' 
related, are two separate areas. When analyzing 
material in the processing area, the analysis team 
should try to answer the following (or similar) 
questions: 

^l.How much of the operating system is 
required for processing each task? 
2. What human decisions are made during 

processing? 
"3>What outputs are required? 
4. How frequently, is processing required? 
< 5. How much processing time is involved 
(human and machine)? 
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6. What are the peaks and valleys of 
processiijg Volumes? < 

7. 'What online and offline equipment is 
utilized during processing? 

8. What programming language is utilized' 
for processing? ♦ 

9. What systems utilities are utilized Tor 
processing? 

1 0. What is the abort ratio for software? [ 

When analyzing the material (documents and 
data) collected in the*storage area, the analysis 
team should ^try 4o answer the following (or 
similar) questions: 

• * 

-h-What files are maintained? ~^ 

2. What types of files are maintained? 

3. How many" records are in the file? 

4. How many items are in each record? 

5. How often .are the files updated? 

6. What, type of storage media is utilized? 

7. What retention perioji is required? 

8. *Are data elements duplicated? t 

9. Can files be combined? , % " 
ID. What access method is utilized? 

. • ' % 

Output. -The fourth type of njaterial 
(documents and data) to be analyzed is made up 
of facts collected about the outputs of a system. 
The outputs of an existing system or the outputs 
of a requested system are~fhe actual purpose of 
the system and are of prime concern to 
management. Whether the systems, analysis team 
is analyzing collected 'facts pertinent to an 
existing system or a requested system, 
depending upon the scope of the -systems 
analysis in accordance with. SECNAVINST 
5231,1 (series latest revision), the requirements 
, t of management are satisfied with actual output. 
It js the xesponsibility o/ the systems analysis 
study team to produce a timely and efficient 
means for the production of such system 
output. Some of the following, questions should 
help the systems aitalysis study teaiji to 
determine output requirements:. 

1. What are the outputs? 

2. How'are they prepared? * * 

3. Can the present system produce the 
additional requested output (if any is required)? 
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4. How many copies are required? 
§. What modification to the present system 
is required'to produce any new reports? 

6. Is the requested report produced iri part 
* as a whole by another system or subsystem? 

( ; After' analyzing the different categories of 
Material that were collected during the interview 
and survey phase, the analyst should have k * 
thorough knowledge of . the problem that 
generated the ' systems analysis. THe 
arfalysis/decision phase of the systems analysis 
study should be e*ecuifcd to resolve all questions' i 
pertinent to the scope' of the systems ariafysis. 
Naturally, the preceding sample questions are 
-not-pert inent-in every .type oi~$m\ys\s. v The 
requirements set forth in the scope of an actual * 
analysis will dictate what type of locally 
prepared questions should be asked about 
collected material. The - locally prepared 
questions should produce information upon 
which to base conclusions about the material to . ' 
be analyzed. 

Conclusions (Step 3)* 

During the third, step of the analysis/ 
decision phase (phase 3) the system 'analysis 
study team should be prepared to agree on 
conclusiofts about the systems analysis study. 
^Here again, it will depend oh the scope of the 
analysis as to what type of conclusions will 
result. 

Generally speaking, the analysis team should 
make their conclusions based on the, FACTS ; 
gathered * during the systems analysis. The 
following are just a few sample questions that 
can aid the systems analyst in making , 
conclusions: 

c , 

1. Has ail the material pertinent to the' 
scoije of the systems analysis study been" 
analyzed? Q 

2. Is the* project request feasible? 

3. .Can the project request that, generated < 
the systems analysis study be accomplished 
within the command or does -it fall within the 
purview of SECNAVINST 5231.1 series and 
require higher authority processing. ' 

. 4. Can the software/hardware be modified 
to accomplish the results requested? 



5. 4 Has each member of the systems analysis 
team reached the same conclusions? 0 

6.> Is the cost factor within J command 
budget limits in accordance with SECNAVINST 
5231.1 series. . • 

When there is more than one "individual 
performing the systems analysis study, there will 
always be the possibility that different 
conclusions could be drawn about a 'particular 
• part of the analysis. If this happens^ the member 
in charge of the systems analysis team should 
mention the- differences when making 
recommendations to the official who authorized 
the study. , \ 

Recommendations (Step 4) 

T5he fourth step of the analysis/decision 
phase (phase 3) is for the systems analysis team 
to make a written report to the official who 
authorized the systems analysis study. This 
report should be prepared intelligently and 
carefully with respect to all requested objectives 
within the original scope'bf the systems analysis 
study. 

This report will contain different types of 
information,' depending on- the following two 
factors: j ' 

1. Whether the analysis study was 
authorized at a local level* for an in-house 
problem involving software, hardware, qz 
operatingprocedures. 

2. Whether the analysis study was 
authorized by _ higher command , authority 
directing^ total systems analysis 

As stated earlier, examples of total systems 
analysis studies in accordance with 
SECNAVINST 5231.1 series are not thoroughly 
covered in this chapter. The following items 
should be contained in the report and 4 forwarded 
to- upper management for theft review- and 
approval: i\ 

1. Concise statements of anticipated 
benefits as a result of ' enacting the project 
request. 
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2. Specific recommendations, whg*e 
deemed appropriate, for redesigning hardware 
^configurations or software systems. 

3, Pre cise statements with suppojtiog 
reasons whenlrecommendations are submitted to 
disapprove a project request. 

' 4. A brief description of each modification, 
addition, -or deletion required to the present 
software/hardware system, 

5. Explicit statements for alternate avenues 
that couM produce identical results in relation 
to the scope of the study. * * 

6. Explicit statements of any additional 
requirement that was not included in the project 
request - — — — — — --- 



Sufficient detail should ^ejncluded in^he* 
report to assist upper managenjent in making a 
decision as to whether 'or not to authorize the 
design, documentation, * development, and 
implementation of the project request. 
' » 

If the project request is disapproved for 
implementation, Upper management should take 
the following actions:* 

1. Notify the user of disapproval. 

2. Send a copy of the systems analysis 
study team's recommendation report to the 
user. 

3. Disestablish" the analysis study team and 
reassign them to their noripal duties. 

DESIGN (PHASE 4) 

In the fourth phase of a systems, analysis 
study, the systems analyst utilizes past 
experience, ingenuity, and knowledge of all 
areas of data processing to solve, the problem 
that generated the sysjtems analysis study. The 
procedures and approach of the design phase of 
an analysis will tfary, depending on the actual 
scope of. the project request under study. For 
etample, the procedures and approach for 
designing an additional software subsystem for 
an existing system wcmld differ from that for a 
total systems analysis. A total systems analysis 
would involve designing a new- hardware 
configuration, data bases, operating software, 
and > preparing a 1 Mission Element Need 
Statement (MENS) in accordance with 



SECNAVINST 5231.1 series. The likelihood of a 
. Navy data processing technician designing a total 
system^on any duty assignment is very unlikely. 
For the purpose pf this rate training manual, a 
project request for an additional software 
subsystem on an existing funded system- will be 
analyzed. 

- At this point, upper management has 
approved the .project request and any 
modifications that, were submitted at the end of 
phase 3. It shcmld oe mentioned here that some 
commands do not thoroughly perform phase 1, 
phase 2, and phase 3 'because of heavy work , 
schedules. Althouglyit is not recommended to 

— start j systemranalypis arpfrase ^rirrairaiYd has - 
been done by skimming over Jhe previous, 
phases. If only a dirsbry attempt to complete 
phase 1, phase 2, an^jphase 3 occurs, 'sooner or 
later, redundancy and triplication will exist in 
the installation's software.; data base, and 
operating procedures. A paramount con- 

" sideration in maintaining an "optimum system is 
to avoid duplication. It should be remembered 
fhafc systems analysis/design and optimum 
system performance are the responsibility of the 
DP (2751) systems analyst. 

During. phase 4 of most analysis studies, a 
new system is designed or an existing system is 
redesigned using four steps. These steps, in order 
of commencement, are (1) output design, (2) 
ujput design, (3) data base design, and (4) 
processing specifications. . \ 

Output Design Specifications * < 
(Stepl) fc 

TShrough phases 1, 2, and 3 of the systems 
analysis study, the' systems analysis study team 
determines what is needed as output from the 
' system 'to meet tfie needs ofjthe user and upper 
management. The design or redesign of systems 
starts with the design or redesign of the systems 
outputs. It is virtually impossible to design the 
input and processing procedures if the desired 
outputs and output formats are not first 
determined. 

, During this step of .the analysis, the systems 
analyst .should .use the documents collected in 
the analysis, and maintain a close liaison with the 
user while designing the new output content and 
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format. Also the systems analyst should at this 
time consider nejv documentation tequirpments. 
Any time a new system is designed or an existing 
system is redesigned a requirement for a new 
documentation is generated. Guidance on 
documentation is in chapter^ of this rate 
training manual. At most'commands the systems 
analyst branch will be involved with and 
sometimes responsible for certain 
documentation manuals such as the Data 
Requirements Document (RD), the 
System/Subsystem Specification (SS), ' the 
Program Specification (PS), and the 'Data Base 
-Specification^!^). JL-ll 



When designing output requiremfcts, the 
systems analyst should keep the Mlowing 
objectives in mind: - 



1. Dfesign the output in a fashion to reduce 
the volume of information to a minimum 
(especially printed output) while being 
consistent with achieving the needs of the user. 

2. Design^ the output so that it is easy to 
understand. 

3. Design the output .to be c^sistent with 
command policy. 

4. Design .the output on appropriate form ; 
layout sheets f* the system unde^ analysis, e.g., 
IBM forms, HoKeywell forms, UNIVAC \orhis. 

* * \ 

After the output content ancljormat have 
been designed or redesigned by the systems 
analyst and approved by the user, the output 
media should be considered. Output media 
consideration is a very important part of dutput 
de$i#i. The following are just a few factors to ' 
consider when selecting' the type of output 
media: 



1. Cost-for example, printer paper versus 
CRT-hard copy 

2. Storage-for example, " cards versus 
microfilm 

3,. Speed— for example, magnetic f tape 
versus disk 4 t 

4.. Efficiency-for example, console 
* typewriter versus printer \ ; 

5. Shipping-for example, , disk versus 
printer listing 



6. Durability -for example, paper tape 
versus magnetic tape 
/ 7. Retention'-for example, CRT display 
v versus microfilm 

The -variations in different output media and 
media type should be taken into careful 
consideration by both the systems analyst and 
the user. 

Input Design Specifications 
(Step 2) . r • g - ' 

t 

— Afte^he-eutput content-amHbrmat-have- 
been designed and approved by the user, the 
Systems analysis team can then proceed to 
desig)> the new input requirements. During this 
st^n/ of phase 4 the analysis team is simply 
defining and designing the data that must be 
brought into the' system to produce the 
requested output. The types' of data that will 
probably be considered as input are: 

* 1 . Actual output from other systems within 
the tptal system. . ;„ § 

2. New source data, created 'from source 
documents. 

3. Data entered within a program from the 
resists of computer calculations. 

4. Extracted data from existing data bases* 

5. Da£a keyed into the system during 
. processing time. * 

It is essential that a new software system 
have accurate input to produce the desired 
output. If the input is haphazardly designed* by- 
the systems analysis team, it can almost be 
assured that the user will be dissatisfied with the 
results of the final bufput. The following 
procedures are suggested wfien designing input 
data and input media: 

A * 

1. Utilize edited data whenever possible. 

2. Design thfe input so that it is easily 
understood. * * 

3. Design' the input so that it is easily 
collected. 

4. Keep the volume of data to a minimum 
that ii rdquired to produce tfce desired output. 

5. Do hot duplicate the source data 
resources. - 

/ 
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6>-Design the input data within the 
processing limitations of the comput 
characteristics. ' 

7. Design tjie input data to match the 
desired input media. 

Good input design and output results can be 
judged only by • the- user. The final step in 
designing input should* always be the acceptance 
of the design by the user. 

Data Base Design and Specifications 

(Step 3) 1 , . 



When designing a data base, the quality of 
- data is a critical factor. Many of the 
considerations given to a conventional data base 
are also gi\^n to a system that utilizes a Data 
t Base Management System (DBMS). Chapter 5 of 
this rate training maiju^i discusses data bases in 
conventional- format and in systems using the 
"DBMS; The design techniques should conform 
tp the structure of tfce database presently being 
used within the system. 

When designing any type of data base, the 
first design consideration shoufd be the 
validation of input data for any application. 
Another key factor that should be .considered 
during the design of a data base is the design of 
adequate audit trail for processing the. data. 

The data base design ^ill actually stajt with 
the design of (1) input recQrds, (2) input files 
(mtfster and .intermediate), and (3) input 
procedures. How well the system functions and~ 
thp quality of output depend on the quality and 
dependability of the data base. It should be 
emphasized at this point that reports which are 
produced from files and data bases that contain 
, erroneous information breed mistrust of the 
ADP community as'ar whole. 

Processing Rules -and Specifications v 
(SHfo4) 

^-During this step the systems analysis team 
will actually design the procecfures, programs, 
and utilities necessary to produce what tiie user 
has requested! The systems /analyst who 



and 
ancP 



performs this step of the analysis should be. 
thoroughly familiar with the operating and 
programming language capabilities of" the 
operating system. It % would be a complete waste 
of time, money, and effort if designed programs 
and procedures were beyond the capabilities of 
the computer's software and hardware. • ' * 

The following software and hardware 
considerations- are potential guidelines for 
designing a complete subsystem to an operating . 
system: . • - 

h Design^ program doc umentation and 

systems flowcharts*, for editing and validating 
data for files within the data base! 

2. Design program documentation 

systems flowcharts to , create master 

intermediate fileS. . ^ 
*" * 

3. Design program and utility docu- | 
mentation 'and systems flowcharts to extract 
data from files. 

^ 4. Design* program and r utility docu- 
mentation and systems flowcharts to update the 
data base and files. 2 

5. Design program documentation and 
systems flowcharts that will logically manipulate 
data iirto intermediate and final outputs. 

6. Resign . documentation and systems 4 - 
flowcharts for procedures and software 
requirements that match hardware capabilities. 

All of. the systems analyst tools that were 
prepared in phase* 2 and phase 3 ar.e employed 
during the actual design, or redesigA effort. The 
tools that .were used for fact gathering and \ 
anajysis can now serve to effectively document, 
flowchart, and design the proposed .change, 
deletion, or addition to the system. These tools 
were items such as decision tables-, interview 
forms, SAD/&CWs, grid charts, and other locally 
prepared material* utilized to perform the 
analysis study. 

The systems analysis team .should prepare a 
complete design with all specifications, in the 
form of documentation and systems flowcharts, 
for all" outputs," inputs,' data bases and files, and 
p rocessing * . procedures. These designs and 
specifications should be prepared in such a 
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n)anner as to facilitate the actual physical and 
technical design produced by the programming, 
data baSe, and operations branch ia phase 5 of 
% the systems analysis. It should be emphasized at 
this point that it is not a*function of the systems 
branch to perform the actual* technical functions 
of programming and detailed data flowcharting. 
These functions are>'the responsibility of the' 
programming, operations? and data ' base 
branches ofimost ADP facilities. 

At the conclusion of the design (phase 4, 
step 4), most of the responsibilities of. the 
systems analysis branch for the systems analysis 
-Study are_compltfte. The major responsibilities 
that, remain with the systems branch^ are \the 
coordination and .liaison duties between the user 
and the other concerned branches involved with 
the actual production requested in the project 
request that originated the systems analysis' 
study. ' • ' 

At this„point in the analysis the systems 
analyst* should deliver the entire systems analysis 
study plan \o the ADP department head tor 
disbursement to the other branches that will be 
involved with the actual technical development 

The, systems branch should be* responsible 
for any additional cpordination between the 
user and other breaches required during j^ie 

implementation phase. ' 

* * 

IMPLEMENTATION (PHASE 5 ) 



A total "systems analysis study in accordance 
with SECNAVINST 5231.1 series has not been 
empha^izec^ in this chapter. Earlier in this 
qhapter it was stated that a systems analysis for 
a problem on an existing funded system and a 
total systems^ analysis that requires higher 
authority approval basically fallowed the same 
phases and stepkjhese procedures in general are 
true up to the 'implementation phase. At this 
.point, because of the vast difference of 
requirement's 'that gxists between the fwo -types 
of analysis, the general procedures for a total 
systertis analysis, in accordance wifh 
'SECNAVINST * 523 1 .1 seri.es v are given m in 
Appendix T. 



In contrast to Appendix 1, the following is 
an analysis for a problem on an existing funded 
system. This type of local command generated 
problem analysis is usually completed in four 
steps. It is discussed throughout the remainder 
of this chapter. ^ * 

• * 
Research (Step 1) 

. » <* 

During the first siep of the implementation 
phase (phase 5) qf a systems analysis, the 
responsible branch, in this case ^| programming 
branch, should- assign as maifff personnel as 
deemed t necessary t# complete the project 
request. 

Oftce the programmer h$s tyeen assigned, a' 
thorough research and desk study should^ be 
inade of -the entire systems analysis study' plan, 
After it hasjbeen determined that the work <:an 
be accomplished according to the specifications 
in the analysis study plan, the programmer in 
charge should coordihirte completion time 
schedules, through the systems anaiysjt, with the 
user. * 

. Development (Step 2) " v 

_ During step 2 of the 4taplementation phase 
(phase 5), the programming, operations, or data 
4^ise % branch, (in most c^ses all three branches 
will f be involved) will perform the technical 
requirements to develop the output, tfie user 
requested in the project request. The user 
usually does not care abolit fche machines, 
languages, procedures, and documentation that 
is required to complete this stefp; instead, the 
major foncern of the user is simply the output. 
The systems output, therefore, % should be 
developed to meet the user's requirements. This. 
is~ accomplished by highly .trained* DP 
programmers, operators, and data, base 
administrators who will make decisions'on what 
^procedures, * documentation, languages, and 
operations wall be required to produce the 
output. 

SECNAV Instruction 5233. f series, FIPS 
publications, and local command policy should 
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be followed for the technical development of 
any^system. 

Testing (Step 3) 

j ' * * • * 

During step 3 of the implementation phase 

• (phase 5) all testing should be accomplished.' 
The testing of ^all software should be 
.implemented with test data .input. After the 
successful completion Qf testing test data, actual ' 
live data" (real source data) should be used as 
input. This should produce the results df tjie 

* requested output. 

During the - testing stages, v ^ll operating, 
programming, and documentation requirements 
should' be completed. Once these required 
procedures have been .completed, the 
appropriate^branch (the programming branch in 
this case) cdn coordinate through „the systems 
branch for a final appointment with the user 

User Approval (Step 4) 

During ' the fourth step of the imple- 
_ mentation phase (phase 5) all concerned 
branch^ : should meet with the user who 
submit^ the project request. Once the user has 
reviewed and accepted the output, the systems 
, analyst should submit the project request to 
upper management (the ADP department Tiead) 
for production approval. Upon upper 
- management's approval, the system can be put 
into production and the systems analysis study 
is complete - until other modifications to the 
system is needed, 

ANALYSIS STUDY " 
PLAN OUTLINE 

Once any analy4s study has been completed, 
all analysts can look back and sea wfrere 
improvements and different procedures ociuld 
have been used in the study. The following 
, summation of the preceding procedures is given, * 
not as a policy or standard, but to aid the DP2 
* and above in conducting a systems analysis 
.study for a problem on an existing funded 
system. 



AN ANALYSIS STUDY "PLAN 
• OUTLINE 

PREPARATION (PHASE 1) 

> Step f : Approval 

Step 2: The team is appointed 



• Step 3 : The scope of the study is defined 

Step 4: Schedules .are get 

Step 5: "The analysis study plan is prepared 

Step 6: Questionnaires are prepared 

Step 7: Blank forms (tools)are collected 

Step 8: The analysis study team is^ 
indoctrinated 

m 

Step 9: Interview schedules are x coordinated 

I 

Step 10: The analysis study is officially 
commenced 

INTERVIEW/SURVEY (PHASE 2) h 

Step 1: Survey problem (project request) 
rising existing documentation 

Step %s* Interview all concerned individuals 

Step 3: Document and data, collection 
(source material) 

ANALYSIS/DECISION (PHASE 3) 

% Step 1 : Sequence collected documents and s 
data 

Step 2: Analyze facts about -material 
gathered 

* 

Step 3: Make conclusions on what is 
requested in relation to what 
actually exists 

Step 4: Make recommendations to upper 
) -management 
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designVhase 4) / o 

\, • / . - - 

Step 1 : "Complete / output design specifi- 
cations 



IMPLEMENTATION (PHASE 5) 



Step 2; Complete input ' design specifi- 
c^itfjr^ 

Step 3:' Compile data -base design 

* specifications . ' 

\ \ • 

Step 4: Complete ^processing procedures 
and specifications 



7 



Step 1: Submit analysis study for .technical 
research 




S^ep'^ Completey^echifical development 

StQp 3 : Complete technical testing , 

Step 4: Receive user knd management'** '* 
approval for production / in\pjje- ' 
mentation - ' * 5 



\ 

\ 
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Dy$JA BASE ORGANIZATION 



• This chapter' provides basic : information 
about data base % organization and data, base 
management techniques to aid therDP who is 
performing ' the" duties of a Data ' Base^ 
Administrator (DBA). Authoritative references' 
are cite4 throughput this chapter, and are to be 
utilized when implementing any °type of data 
organization, data base management system,* or/ 
data element standards. This chapter, should' not 
be referenced as the' authority to implement any. 
data base organisational standards. Itis intended 
only to assist the DPV and DPC in data base 
management* 



Numerous data management techniques have 
been designed and redesigned for. computer 
systems purchased by the^U.S, Navy, Army, and 
Air ' Force. With each new technique the 
manufacturer claims increased flexibility and \ 
speed. Consequently, because of the new terms 
and procedures inherent with* each new 
technique, the DP is usually left in a state of 
confusion unless extensive and expensive schools 
are provided * ** * 

- — . 

The increased awareness that data J can be 
utilized a$ an effective organizational fesourqe 
has led t6 a recognized need for disciplined 
control of all automated and nonautomated 
data. This control is embodied in a set of 
itianagement procedures and technical functions 
wh^ph is characterized as "data base 
administration/' At 'the present .time, the term 
data base 'administration is applied to a 
conglomeration of duties and responsibilities for 
which the DPI is held accountable, and for 
.which few standards or guidelines exist. There is 
mhch interest in this emerging discipline, both in 
. the Navy and in the civilian sector.' 



DEFINITIONS 

The communication of facts and ideas 
depends upon , a mutual understanding of 
terminology. • This is particularly true in the 
f apidly growing field of information processing, 
in which there i5 a , continuing neeji for a 
" comprehensive source of technical terms and 
"definitions. « 

For the purpose of clarifying and 
/ standardizing the terminology* used in this 
> chapter, the following terms, abbreviations, and 
definitiohs are provided: * 

1. Data: <a) A .representation of facts, 
concepts, or instructions presented in a 
formalized manner suitable for communication, 
interpretation, of processing by humans or by 
automated means; (b) Any representations, such 
as characters or analog quantities; . to which 
faeaning is or might be assigned. ( 

2. Data Base: (a) A set of data, part or the 
wholev of ahother set of data, and consisting of 

^at~4east-^ne-file, that is sufficient for, a given 



purpose or for a given data processing system; 
(b) A collection of data fundamental fo a 
system. ' 

3. Data Base Administrator (QBA): A 
person or group of people responsiBIe for. 
managing, controlling, £nd organizing the data 
base for an organization. The responsibilities of 
the DBA include the control, definition, 
organization, * documentation, protection, and 
efficiency^ the data Base. ' * 

4. Da^a Base , Nfanagement^JSystems 
(DBMS): A Data Base Management System can 
be characterized as a generalized software tool 9 
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that provides a single, flexible facility for 
accommodating different' data files and 
operation^. A DBMS facilitates operations on 
data (definition, maintenance, storage, retrieval, 
output); it facilitates reference by name rather 
than by physical location; and it provides an 
environment that is not tied to a particular set 
of application programs or files. 

5. Data Catalog: A software tool used to 
list all of the data elements in a data base. 

6. Data Description Language (DDL): A 
language independent of a host language, such as 
COBOL, that is used to describe a data base. 
This language should have the ability to specify, 
the physical description of the data; specify the 

. logical organization 6f the data; and modify the 
stored' physical and logical data description, 
without necessarily affecting the programs 
processing the original data. 

7. Data Element Dictionary (DED): A 
software tool used to describe each* data 
element; i.e., to tell "what" it is. 

8. Data Element Dictionary/Directory 
(DED/D): A software tool used to list, describe, 
and locate- each data element in a data base, it 
provides a centralized repository of information 
about each data element 'in order to facilitate 
the Management and control of, "and access to 
the data base. 

9. Data •Element Directory: A software tool 
used to locate each data element; i.e., to tell 
"where" it is. 

V ^0. Data hierarchy: A dat^ structure 
- v consisting of sets and subsets such that ™*ry 
subset of a set is of lower rank than the data of 
the set. * s . 

11. Data library: A collection of related 
files; e.g., in stock control, a collection of 
inventory control files. 

12. Data logging: The recording of data 
about events that occurin time sequence. *• 

13. Data management: (a) The function of 
controlling the acquisition, analysis, storage, 
retrieval, and distribution s£-4ata; (b) In an 
operating system, the £ortiputer programs that 
prpvide access to datf, perform or monitor the 
storage of data, and control input/output 
devices. 



14. Data medium: (a) The material in or on 
which a specific variable-may represent data;(b) 
The physical quantity whicl) may be varied to 
^represent data. 

. 15. Data name: A^character or group of 
characters used to identify an item of data. 

16. Dependent DED/D: A primary DED/D 
that is designed and implemented to be DBMS 
specific. Raises features of the DBMS td which 
it is tailored, while providing the DBM$ with 
control and management of the data elements. 

17. Direct access: The ability to obtain data 
from a storage device or to enter data into a 
storage device in such a way that the process 
depends -only on the location of that data and 
not on a reference to data previously accessed. 

18. 'Direct access storage device: A storage 
device in which the access time % is, in effect, 
independent of the location of the data. 

19. Direct address: An address that 
designates the storage location of an item of 
data to be treated as an operand. 

20. Directory: A table of identifiers for ancl 
references to the corresponding items of data. 

21. File: A collection of related records 
treated as a unit., , 

22. File layout: - The arrangement and 
structure of data or words in a file, including the 

^order and size of the components of the file. 

23. Format: The arrangement or layout of 
data. 

24. Freestanding DED/D: A self-contained 
'DED/D that performs the basic functions of 
controlling and managing the "data elements 
without dependence on a DBMS. 

\ 25. Indirect address: An address that 
designates the storage location of an item of 
data to be treated as the address of an operand, 
but not necessarily asjts direct address. 

% 26. Index: A list of, the cohtents of a file or 
of a document, together with keys or references 
for locating the contents. 

27. Input data: Data being received or to be 
received into a device or into a computer 
program. » ' 

- 28. Inverted file: (1) A file whose sequence 
has been reversed; (2) in information retrieval, a 
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method of organizing a cross-index fpe in wWch 
a. keyword .identifies a record^ the, *itlms, 
numbers, or documents pertinent' to that 
key word are indicated. 

29. Job Control Language (JCL)vin a job, 
problem oriented language designed to express 
statements that are used to identify the job or 

. describe its requirements to an operating system. 

30. Library. A collection of rel§t£4 files. Fdr 
example, one line" of an invoice may form an 
item, a complete invoice may form a file,, the 
collection of inventory control files may form 3 
library, and the libraries used by an organization 
are known as its data bank. / ' , 

31. List: An ordered set ofitems of data. 

32. Primary DED/D: A separate and distinct 
software package that functions principally as a 
tool for identifying, locating, controlling, 
reporting, and manipulating the information ^ 
'about data elements in a data base. 

a t 33, Pushdown List: A list that is cQnstructed 
and maintained so that, the next item to bff 
retrieved is the most recently stored item in the/ 
list; i.e., lasHn-first-out (LIFO). 

44. Pushup List: A list that is constructed 
and maintained so v that 1 the next item to be 
retrieved is the earliest stored item atill in the 
list; i.e., first-in-first-out (FIFO). f 

35. Queued access method* Any access 
method that synchronizes the transfer of data 
between the computer program using the access " 
method and input/output devices, thereby 
minimizing delays for input/output operations. 

36. Fbndom access: In COBOL, an access 
♦mode in which specific logical records # are 
obtained from oxpj^cedjnto a mass storage file 
in a nonsequential manner. ~ "~ „ 

37. Record: A -collection of related data or 
words treated as a unit; e.g., in stock control, 
each invoice cQuld constitute one Record. 

38. Secondary DED/D: A software package 
in which the data dictionary function exists, but 
is not the main purpose of the software. A 
secondary DED/D is usually embedded in 
another system, and* serves as the file> and 
predefinition mechanism for that system. 

39. Software tool : A copiputer progran^ the 
rules, and the associated documentation that 
assists a data processing technologist in 
designing, developing, maintaining, and 
managing data and software. 



Data is a very 'valuable and sophisticated 
resource to an organization, not unlike the more 
traditional eccfoomic resources. Data is used t£_ 
influence ^upper managment decisions by 
providing timely and accurate information. 
Therefore, it is very important that data as a 
resource be easily accessible, and essential that it 
be properly and effectively managed. 

\ Before getting into file and data base 
structures, standard data elements, data 
description languages, and data base 
management systems, a close look at the 
individual who creates, manages, and 
manipulates these data software tools should be 
observed. 



DATA BASE ADMINISTRATION 

Data-' base administration is a growing 
concern of management. Data base 
administration encompasses all the technical and 
management duties required for organizing, 
creating, maintaining, and directing the data 
base environment. Over the years, data resources . 
In the Navy have grown in size and complexity. 
It is apparent that not all of the data problems 
within the Navy are resolved with the use of 
software tools. Although software tools such as 
the DBMS, DED, and DED/D are needed to 
handle the influx of larger and more efficient 
data bases, these software tools create more 
administrative' duties £*id tasks for the DP. 

Some ADP facilities have established data 
base branches (sections/divisions) within the 
organizational structure to create, coordinate, 
maintalnrand "dEr~ecf"dafa T)ase uses. WitHfifTKis" 
stfucturq, the DP performs the functions and- 
duties of a Data Base Administrator (DBA). 

The main goals of data tfase administration 
are: v 

l: To optimize usage of data in a shared 
data base environment. 

2. To incorporate a systematic 
methodology for the centralized management 
and control of data resSu^ces. 

3. To balanceyConflicting objectives with 
respect to the organization's mission and the 
overall economy of data handling. ^ 
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* Among the key requirements for effective 
data base administration are: 

* 

1. An ardent support and commitment by 
local command upper management. 

2. A technically competent DP staff. 

3. A team participation in the data base 
environment by , the management, DP DBAs, 
systems analysts, programming staff, operations 
staff, and users. 

• There are significant advantages that can be 
derived from a well-formulated data base 
administration policy. Some of these advantages 
are: 

1. The data base can be better managed, 
especially if the data resources~~are centralized 
and shared. 

2. Data independence can be accomplished 
through controlled definition, design, and 

\implementationsof the data base.- 

3. Data redundancy and inconsistency can 
be 'reduced by balancing conflicting 
requirements. ' ' % 

' 4. Data integrity yean be improved * by 
implementing standard usages, increasing data 
reliability, and enforcing security restrictions. 

5. Increased responsiveness to the various 
user communities can result from bettpr 
controlled and more up-to-date data. 

6. Economic benefits can be derived by 
eliminating unnecessary duplicative processing.^ 

The degree to which data base 
administration shoultfbe applied depends on the 
--size-and-complexity _of -the data bases, Mostly, 



the application of data base administration 
depends on the informational needs and 
procedures of the local command/ However, 
proliferating data' bases, overlapping 
requirements, lack of data" integrity, and 
duplication of effort are indications of the need 
for data base administration, s 

DATABASE 

ADMINI STRATOI^ FUNCTI ONS 



Mbst ADP facilities have found it 
advantageous- to let DBA functions develop 



gradually since they often counter v more 
traditional approaches to data processing 
management and organization. In recent years,-^ 
with the development of more complicated arid- 
sophisticated software,^ such as the DBMS, it 
j)ecame apparent that a need exists for * 
individuals with more technical expertise and 
knowledge in data management. 

The DBA for an ADP facility should 
normally be a DPI or above and be, appointed 
with positional authority to control all aspects 
of the data base. The DBA Should coordinated 
unusual requests or x violations of command 
policy concerning the data base with upper 
management. The six basic qualifications an 
individual should possess before being apppinted 
as a command's DBA are: 

1. Coordination Ability-A DBA should 
possess an excellent command of the English 
language and be able to converse as an amicable 
arbitrator between 'users and other staff 
members. * 

2. Organization Knowledge-A DBA " 
should have a thorough knowledge of the. 
command's mission for long-range data base 
planning. * ' jf 

3. DBMS and DED/D Knowledge-A DBA 
should possess a thorough knowledge of the 
software tools 'present on the system to which 
the DBA is assijgned. ^ 

4. Operations Ba'ckground-The DBA 
should possess a minimum of - 3 months 
operations experience (or the educafional 
equivalent} on the system to which assigned^ A 
thorough knowledge of the operating software 
characteristics, hardware, and teleprocessing 
procedures is essential when making decisions 
fifcout the systems environment.* 

5. Programming Background-The DBA 
should possess a minimum of 3 months 
programming experience' (or the educational 
equivalent) on the system to which assigned. A 
thorough knowledge of the frost language in 
Which the DBMS functions is essential when 
making software recommendations about data 
manipulation. \ 

6. Documentation Backgroundv$fte DBA 
should have a thorough knowledge of the 
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following 'higher authority directives and 
instructions: % j> * 

(a) SECNAVINST 5200.18 (series) 
(latest revision) 

Subj: Data Elements and Data 
Codes Standardization 
Program . 

(b) SECNAVINST 5200.19 (series) 
(latest revision) 

- Subj: Data Elements and Data 
Codes Standardization 
Procedures 

(c) SECNAVINST ' 5200.20 (series) 
(latest revision) 

Subj: The Department of the Navy 
Catalog of Standard Data 
Elements and Related 
Features 

(d) SECNAVINST 5210.11 ' (series) 
(latest -revision) * y 

\ Subj: The Department of the Navy 

; Standard Subject 

Identification Codes 

(e) SECNAVINST 5233.1 (series) (latest 
revision) 

1 . Subj: Department of, the Navy 
Automated Data Systems 
Documentation Standards 

the DBA* in theory, is the ADP facility's 
leader in planning, designing, developing, 
implementing, testing, documenting, operating, 
and maintaining the data base environment. The 
role of the >DP DBA is usually characterized as 
both technical and administrative. The DP DBA 
represents' the "data base, administration 
concepts and procedures" to' all participants, 
and coordinates all data base activities among 
management, analysts, programmers, operators, 
and users. It should be noted that although the 
tasks in data base administration are sometimes . 
performed by more than one DP, there is usually ' 
only one individual at a command who is 
charged .with the responsibility for coordinating, 
controlling, and directing activities in the data 
base environment. This DP is generally 
designated locally as the DBA because, at 
present, no NEC or authorized official billet , 
existst %s k ,v v 

Although there is agreement on the basic 
functions of data base administration, there is 



no standard set pf duties and responsibilities for 
a DP DBA. 

The subject area of the tasks most 
commQnly performed by DP DBAs is compiled 
in the following paragraphs. It should, be 
reemptiasized at* this point that this rate 
training manual is not to be referenced to , 
implement any function for a command, but is 
provided only to assist the DP in training. 

DATA BASE DEFINITION 
FUNCTION. -The DBA should iderttify • and 
define common data elements and definp the 
* relationships between data elements and other 
components such as programs, files, and 
systems. (Some definitions must be derived 
through negotiations \vith various users). The 
definition . of- the data elements and the data 
relationships should be based on a clear 
understanding of each participating user 
community's requirements, as well as the 
command's overall needs. Where possible, the 
DBA should use a data definition language to 
define aiid structure the data base (the 
CODASYL Data Description Language (DDL) 
will be ' refenjd to later in Jhis chapter). It 
should also be in the DBA's purview to define, 
review, and monitor data standards in 
accordance with higher authority instructions. If 
the need arises for changing and restructuring 
the data base, the DBA should coordinate with 
upper management, initiate appropriate internal 
activities, and redefine the data base to meet the 
"changing requifements. 

TOOL SELECTION FUNCTION, -The DBA 
* should participate in the evaluation, selection, 
and. procurement of new hardware, software, 
and services related to data base administration. 

DAT^WBASE DESIGN FUNCTION . -T§$^ 
DBA , should take into consideration the 
differing needs of t)Je entire User^effftlmunity • 
during data tfase design. A data base should be 
Resigned to serve all users and represent all of 
theit interests. Complex d^ta structures are 
required to support the various facets of 
, multiple users. This function includes: 

# 

1. The .design of the-data structure, as seen 
by the programming community. 
• 2. The storage structure 6f the data base. 
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3« The mapping $nd searqh strategies. 

4. The access methods utilized for thexiata 
base. <t 

5. The design of the DED/D and of support 
software for treating,' maintaining, and 
reorganizing the data base. 

DATA BASE CREATION FUNCTION.- 
♦ Under * the ciata base -creation fuhction are 
included activities such as data collectibn; data 
base loading and testing; and implementation of 
data definitions, the DED/D, and other data 
base support software. 

DATA BASE SECURITY FUNCTION.-The 
data base security function is intended to guard 
against unauthorized access to the data base, 
unauthorized update, copying, removal or 
destruction of any part of 'the. data base. Data 
base k integrity is related to the DBA's 
responsibility for the .correctness and accuracy 
of thfe data. It can be achieved through the use 
of validation checks, loggings, dumps, backup 
and recovery procedures, and auditing 
procedures. 

DATA BASE MAINTENANCE 
FUNCTION. -The DBA should be responsible 
for the continued well-being of the data base 
environment. As such, it should be the DBA's 
responsibility to maintain and update data base 
definitions and data base documentation. 
Further, it should be the responsibility of the 
DBA to maintain and update the DED/D and 
^other_ _dat2L.base_jsuppoxt_spftware. The DBA 
should follow and administer* upper 
management's policies related to the data base, 
and define-*ules of use and access constraints for 
the data bas\ In addition, the DBA should be 
responsible for review and approval of new data 
definitions anti-enforcement of data standards in 
accordance with higher authority instructions 

COORDINATION FUNCTION. -The DRA 
should, have a good rapport with users, 
programmers, operators, and upper management 
to facilitate the completion of daily tasks utTf 
successful manner. The DBA should give 
assistance and guidance on the ijse t>f data base 



facilities and notify all concerned individuals of 
changes in the system's status. 

DBM§ VS DMS 

Before going any further in this chapter, it is 
necessary to clarify what is meant by Data Base . 
Management Systems as opposed to a similarly 
named but. distinctly different class of software 
called Data Management- Systems. The use of 
these two terms wjthin the ADP community has 
been used rather loosely and has led to massjve 
confusion on the part of the uninitiated. 

A Data Base Management System can be 
defined as a software system that is iptended to 
manage and maintain data in a nonredundant 
structure for the purpose' of being processed by 
multiple applications. A Data Base Management 
' System organizes data elements in some' 
predefined structure, and retains relationships 
between different data elements within the data 
base. # 

A Data Management System, on the other 
hand, is one that is intended primarily to permit 
access to and retrieval from already existing files 
(usually for a single application) 1 . Althoughra 
Data Management System may be capable of 
minimizing data redundancy and centralizing the 
storage of data, the principal intent of the 
system is to perform sAch functions as 
information retrieval, reporj: generation, and 
inquiry for a single application. 

MANAGEMENT TOOLS FOR 
DATA ELEMENTS (DED/D) 

The explosive growth of data b^ses, both in 
size and complexity, has made imperative the 
need for tools to aid in centrally controlling the 
data base definitions and accesses; for tools to 
manage the growth anc| changes occuttikg in a 
data base; and for tools to provide information 
to the different types of users withik an 
. organization, Data Base Management System^ 
(DBMS) have been designed' and used to irfeet 
the information requirement^ for management 
6f the organization. 

A recent trend, however, i&to use a separate 
class of automated tools for 
controlling/marikging data elements in a uniform 
manner, across organizational lines. ' These 
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'automated tools, Data Element 
Dictionary/Directory (DED/D) systems, while 
performing some of the same functions as the 
DBMS, are different in that their main thrust is 
in providing control over all the data resources, 
automated and nonautomated, within an 
organization. The functions of defining, 
describing an'd controlling the definitions and 
descriptions of the data elements are an integral 
part of the DED/D; that, is, it is not just a 
cross-referencing or report generating tool. 

Early designs of data processing systems 
revolved around specific application systems; 
likewise^ the data was organized so that it would 
be machine and application specific. Thus, the 
data seldom crossed operational, functional, or 
organizational boundaries. This^ situatidn 
resulted in multiple definitions'of the same data 
as; independent data files were generated, 
thereby creating'much redundancy and overlap. 

As the role of the computer grew within the ' 
Navy, the need for system integration was 
evident, particularly withlespect to data* The 
advent of C)ata Base Managem^it Systems 
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(DBMS) helped solve many of the information 
problems by organizing the data elements to 
h which they were— applied. DBMS can be 
characterized as generalized software which 
provides a single flexible facility for 
accommodating . different data files and 
operations, while demanding less programming 
effort than conventional programming languages 
(DBMS will be discussed later in this chapter). 
Although the. DBMS did not fully integrate 'all 
data resources withirTthe Navy, they helped 
unify many, of those resources. 
V. Many of the benefits realized from the use 
of a DED/D are parallel to the ones attributed to 
- the use pf a DBMS, However, it shouM be noted 
that while the benefits realized from the DBMS 
aire directly related to the effective computer 
processing of the data, the benefits from a 
DED/D are directlyr related to the effective 
collection, specification, and management of the 
total data resources of ah organization. The 
tapgible benefits that can be derived from the 
use of a DED/D and/or a DBMS are summarized 
in figure 5-1. 



benefits of a DBMS 



• The amount of redundancy in stored 
data can be reduced 



• The problems of inconsistency in stored 
data can be avoided 



f Stored data can be shared 



• Standards can be enforced' ' g 

• Seotfrity restrictions canfte^applied 



• Data integrity can be maintained 



• Conflicting requirements can be 
balanced 

n 



' Benefits of a DE0/D . * 

• Simple and^ffective control of the data 
v elements 7 

• .Reduction of data redundancy and 
. a inconsistency 

• Enforcement of standard usage ' 

• Enforcement of security safeguards $nd 
. controlled accessibility to the data base 
* 

• Determination ofjhe impact on theJotal 
information activity from changes s to 

' data elements 

• Centralization of data, elements as an aid 
in design and development of new 
systems - * 

• Consistency in documentation for data 
elements - 



,%£\qu& 5-1 .-Organizational advantagerthrough the use of information resource control. 
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Description of Automated Tools 

* 

Automated tools for the* management of* 
data elements provide a centwlized repository :of* 
information about each data^lement in order to 
facilitate access to and control of the data base. : . 
These tools do not manage the actual content of " 
the data, but they do manage the descriptive 
characteristics of fhat data; that is, its physical 
properties, such as length, value range, types of * 
admissible characters, and validation criteria. 
They also control the usage of the data 
elements, such as what person or program' is 
allowed to access and/or change the* data' 
elements. They-further define the relationship of* 
the data elements with each other, and* with 
other components of the system. The' use of 
automated software tools should reduce .data 
, redundancy, assure standard usage of data ' 
elements, and maintain data integrity. 

'These software tools are variously called 
catalogs, , dictionaries,* directories, and 
"dictionary/directories. The deciding factors * 
abojut what to call the package should be the 
amount and type of information 'that are 
provided the user. The nomenclature in figure 
5-2 will prove helpful. Since most of the 
commercially available packages are of the Data 
Element' Dictionary /Directory (DED/D) type, 
this group will be discussed. 1 9 

i . • • 

Data Elemeftt • 

Dictionary /Directory m • * 

, The Data Element Dictionary /Directory is a 
software tool that provides the means for 
defining and describing the char act eriktics of a 
data base, as opposed to the contents of a data 
base. Basic features of a typical DED/D ar$ 
described below in the following paragraphs. * 

Typically, a DED/D hasjhe following basic- .* 
characteristics: 

1. It contains a unique identification,^ set 
of ^physical characteristics, and a textual 
description for each of the data elements. 
1 2. It shows the relationships of elements to 
each other and to Components of the system, for 
example, programs and reports. 



■ Term # 


/ Definition 


•Data "catalog" 




^Simply lists all of the 
- elements 


Data Elemei^ 
,tfbnary' s * 


? "Die-' 

•** 


Describes each dnta 
element, i.e., tells 
, what it is 

Locates each, data 
element, i.e., tells 
.where it is 


Data* Element" 
tory; 


"Direc- 

> 


Data ^Element ? "Dic- 
tion ary /Directory " 

\ 


Describes and locates 

as well as lists each 

element, i.e., tells 

both, where and 

■ what it is 
i * — 



Figure fe-Z-Nomenclature of automated tools. 



^ 3. r It specifies the source, location, usage, 
and destination of the elements. 

.4. ^.,has- validation ^ &nd ^redundancy 
checking capabilities. V • * - 

'5. 'It * contains .-security safeguards' for 
control of the accessibility Jo the dataTeleinents. 

6. It fraS a command language. 

7. Ithas reporting capabilities, such as: 
* • * c 

a. 'Predefined management-oriented, 
statistical analysis of summary 
repdrts , • ^ 

b. Ad hoc, user defined reports 

c. Qoss-re£erence reports > 

d. * Elements usage reports ~ 
* : e. Audjt trail reports 

. ^ f, - Change effect reports 
• g./ Error reports 



8, v It- has^ retrieval capabilities, such as 
key wording, ♦'thdejeing/ an<j online batch 
querying. \ ^ 

9. It has facilities* for interacting with a 
DBMS: 



The commercially available packages have 
most of the preceding characteristics, as well as' 
other features that extinguish each system from 
the rest. - . * 



i 
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The basic intent of f DED/D's security 
itures is to contiel the access to the data 
elements. However, this feature can also be used 
to protect the integrity of the data base, as well 
as to eitforce predetermined conventions. 
Security features are* present in -all DED/Ds, 
although their extent and implementation vary 
in DED/D systems that make use of host system 
or operating system security provisions. 
Depending pn local command policy, there is 
multilevel access control; the data administrator 
has, the highest level .of control-that is, has the 
ultimate' .authority for creating, updating, 
deleting, and accessing all data elements-and 
different levels of security are assigned to 
analysts, programmers, and various classes of 
users of the data elements. , 

DED/Ds ca# be' grouped according to 
whether their die tioriary /directory function is 
the primary one, or is secondary, further, 
primary DED/Ds can be subdivided info 
freestanding 'and/or dependent categories, 
according to their implementation. Figure £-3 
presents a schematic "representation of this 
classification. 

Primary DED/D 

A primary DED/D is a separate and distinct' 
software package that functions mainly as a too^l 
for identifying, locating; controlling, reporting, - 
aijd manipulating- the information about data 
elements. in 51 data base". It is a basic tool within 
the data base environment that can assist the 
data administrator, the systems analyst, and the 
Trrbgrammer— in — managing,- -pla nn ing, - and 
evaluating the collection, storage, and usage of 
the data resources. 



x DED/D'Function 


DED/D Implementation 


. » , ♦ 

Primary * 


Free-Standing or 
Dependent 


Secondary 4 /. •/ 


t 

Dependent / 
{'By definition) 



Figure 5-3,-Cla$sK i cat Ion of DED/D's by function. 



The existence *qf primary DED/Ds as 
separate entities, rathe*- than as a part of another 
system, is a recent innovation in the afea of data 
management. They may be implemented in such 
a way that they ' may require a DBMS to 
function properly. A further subdivision of the 
primary DED/Ds clarifies the implementation oF 
these packages: freestanding or dependent. It 
should be emphasized that both subcategories 
function principally as dd#i dictionary/directory 
systems, and that they are different only in theif 
implementation. 

Freestanding DED/D^are self-contained, and 
perform the basic functions of coitfrolling and 
managing the data elements. However, they may 
use programs not ^specifically written for the 
DED/D, in order to enhance their capabilities 
and performance. 

v A freestanding DED/D may support ofte or 
more DBMS through the use of interfaces, 
achieving mutual benefit from this association. 
It §hould be emphasized that the freestanding 
DER/ELdoes not depend .on the DBMS to 
function; however, the use of DBMS interfaces 
can provide the data base administrator witH a 
greater degree of control over the DBMS. It is 
possible for freestanding DED/Ds to* have 
interfaces to more than one DBMS, sometirii^ 
simultaneously. Freestanding DED/Ds are <also 
known as "generalized DED/Ds" in 'the civilian 
market. * ' 

Dependent DED/Ds are separate software 
systems that arfe specifically tailored to a 'general 
purpose DBMS. They provide the DBMS with 
control and management of the data elements 
by supplying the DBMS with the description, 
-definition, location, and eross-referene^s of the 
constituent data elements. In turn, DBMS 
resources such as file structure and access 
methods are made available . to the DED/D. 
Dependent DED/Ds must perform * all the 
functions of freestanding DED/D's. 

Because the dependent DED/D is designed 
and implemented to be DBMS specific, the 
portability of this type of DED/D is restricted to 
installations having that/particular DBMS. 

DED/D Relationship to DBMS . 

Because DED/Ds • are concerned -with the 
management of data elements, it is logical that 
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there should exist asltong relationship between 
a DED/D and a D#MS. In this chapter, DED/Ds 
are' categorized" [as "freestanding", with the 
capability^tQ^injerface Avith a DBMS; or as 
"dependent", needing a DBMS. 

It should be noted that freestanding 
DED/D's can have interfaces to more than one 1 
manufacturer's DBMS. Moreover, these 
interfaces can be supported simultaneously, so 
that whe/e more than one DBMS is .operational, 
the DED/D having multiple interfaces can 
generate the data definitions for all of the „ 
DBMSs, without having to "disconnect" any of * " 
the -interfaces. The implementation of interfaces 
varies considerably from system to system ^nd 
from manufacturer to manufacturer. The 
variance rrta^ be due to the Way that the control , 
blocks are generated, -or it may be in the way 
that the DED/D supports the DBMS^ 
» * Interfaces enhance the usefulness of both 
the DBMS and the DED/D by providing the user 
with the ability to: 

1. Define -the -data base to the DED/D, m 
capitalizing on DBMS resources $uch as existent, 
well-defined file structures and access methods; 

2. Generate d^ta element description for a 
DBMS from an up^o-date DED/D; and 

3. Eiercise control over the data elements 
of a DBMS using>DED/D facilities. 

Secondary DED/D 



A secondary DED/D is a software package in 
whicji the, data die tiqnary function exists, but is 
not the purpose of the software. Secondary 
DED/Ds usually are embedded functions within 
another system; they serve as the data and file 
predefinition mechanism, and are an integral 
par{ of another software system. , ^ 

Among the myor differences between a 
primary and a secondary DE#/i)lare: 

, 1. The primary DED/D is a self-contained 
system, whereas the secondary DED/D iSs^m 
internal function of another software system.. 

2, The reporting and retrieval capabilities 
are^xgK tensive for the primary DED/D, and 
limited for the secondary. 



3. Primary DED/D's havfe more extensive 
security control over the data elements. g . 

Since secondary DED/D's are embed^d/" 
within another software system „ they are 
necessarily oriented towards the characteristics 
and internal representation of that system. It is 
impossible to separate their functions 'from 
those pf the software .system they serve. The 
emphasis in this section of this chapter is on 
primary ' DED/Ds; secondary DED/Ds are 
included only to complete* the classification in 
figure 5-3. \ ( 

Summary on DED/D * 

Among* the major advantages of utilizing a 
DED/D are: 

1. A central, consistent source of* 
inf6rmation , fcbout data is provided to the 
organization: 

2. Consistent and timely documentation 
about data resources is prodded to upper 
management. 

1 3. vA tool for 'controlling apd maintaining 
the data resources of an organization is provided 
to the data base administrator. / 

4. A tool for data base and application > 
design is provided to the system analyst. 

Some disadvantages of utilizing a DED/D 
are: it can be time-consuming to install; the 
maintenance function may require considerable 
effort; and ttare may be objection to the 
formality necessitated by the DED/D. * 

Another drawback is that such a system ^is 
usually tailored to a specific application, and 
may not be flexible and responsive to changing 
requirements. 

Sometimes the choice of a commercial 
system may' be influenced by the fact that a 
DBMS is already operational within the organ- 
ization. If there* exist DED/Ds tailored to that 
DBMS, the DBA and upper management can 
consider dependent or freestanding DED/Ds 
having interface capability with that DBMS. 
'Choice may also be influenced by the degree of 
support given a package. Of course, cost, 
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availability, and specificity are critical factors m 
trie purchase/lease of a DED/D system. 



DATABASE MANAGEMENT SYSTEMS 

/ 



TAJBASE 

J • • ' 
A DBMS is a software tool that provides an 

integrated source *bf data for multiple users, 

while presenting different views of that data to. 

different users. It oan be characterized as 

generalized software which provides a single 

flexible facility for accommodating* different 

dpta files and operations; while demanding less 

programming effort than conventional 

programming languages. It features easy access 

to the data; it facilitates the storage and . 

maintenance of large volumes of data; and, most 

importantly, it provides the capability for 

, sharing the data resources among different, types 

of users. 

Data Base 1 Management Systems range from 
elementary systems with single record * 
structures* providing, rudimentary report 
fprmatting facilities, to very elaborate systems 
handling several files with hierarchical 
structures, performing functions in an onlirife * 
mode, and having sophisticated query and report 
writing t capabilities. 



So far in this chapter it has been emphasized 
how great the DBMS concept is and what 
problems can«be solved by its utilization. By 
concept, DBMS is fantastic, but not all of the 
^problems have been solved within the software 
by any commercial manufacturer. Like any new 
idea, concept, -%>r* methodology, it has had * 
growing pains.-JDBMS is being used on a wide 
Variety of computers in the Navy today. Because 
of this, no. one DBMS* by any single* 
manufacturer will be discussed in this chapter. 

Most of the problems with* DBMS in Navy 
computer systems are the same as irr the 
commercial community. A few of these problem 
areas are in the following list. 

1. Users do not want to share their data 
with others in the data base. 

2. There is no proper data representation. 

3. Privacy and safeguarding of proprietary 
information^are not sjifficien^, 



4. There are different views of data by 
technical and nontechnical DBMS users. 

5. There is no proper data structure for all 
applicable users. 

♦ 

The wide use of DBMS in the Navy indicates 
that all or most future operating sysfems ^1 be 
oriented primarily toward* DBMS.vSlowly but 
surely, the DBMS problems in tlfe preceding list 
are being eliminated through better and more 
sophisticated software, coupled with advanced 
training of users on such software usage. 

Take a look at the changes that have been* 
made from the conventional system file 
structure to the data base management system 
structure. As shown in figure 5-4, a conventional 
system is manvSpplieation programs or systems 
using differenPdata bases and files. These data 
bases and files are systems that are either online - 
or offline; at any rate, they- must be onlipe at 
" execution time. Under a conventional system, If 
-data was needed in SYSTEM A and SYSTEM B, 
it was usually duplicated., This redundancy of 
data is not acceptable to the ADP community. 
The following problems are just a few of those 
that exist when redundancy of data is required. 

1 . Excess storage is required. 

2. An excessive number of personnel are 
required to handle and manipulate the data. 

3. A greater chance of error is possible 
tfien updating all the common data in different 

data bases and files. 

4. An excessive- amount of funds is 
expended for report production for 
management. 

5. An excessive amount of CPU time is 
expended when collecting data for reporting. 

* 6. A greater chance of error is possible in 
data integrity. 

In many Navy ADP installationsr-a DBMS 
has produced a better record th operations and 
productivity than its predecessor, the file 
management system. DBMS has only a brief 
history to document its worth. DBMS software 
evolyed from many .different software 
improvements, from many ' different 
manufacturers; for example, from the IBM's IMS 
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Figure 5-4.-A conventional system. 



software to the Cullinane 'Corp.'s IDMS 
software. None of. the, many DBMSs function 
exactly the samc^Regardllss of the 
manufacturer's software installed at a particular 
ADP installation, a basic DBMS can be 
conceptually depicted as shown jn fi§U* e 5-5. 

The next few sections discuss the events that 
take place when an application program of a 
particular software system needs (READS) a 
record. Before pietorially depicting a DBMS 
execution event, SCHEMAS, SUBSCHEMAS, a 
DDL, and a Data Manipulation Language (DML) 
need to be discussed. * 

Schema 

A schema is a complete description of a data 
base, and consists of DDL entries. It includes the 
names and descriptions of ALL of the areas, set 
types, record types, and associated data items 
and data aggregates as they exfcfrin the data base 
and a*e- known to the Data Base Management 
System (DBMS). In other wonSs, it is the overall 
logical data base description or framework into 
Avhich values of data items can be fitted. A 
schema can be viewed like the bins ill a storage 



Chouse holding supplies.^The schema 'will not 
change, but the data values will. ( 

Schemas and subschemas differ from one 
software system to another and from one 
application to another. Because of limited space 
in 4hj§/, rate training manual, schemas and 

v subschemas will not be depicted. . 



Subschemas 

In addition 
SUBSCHEMA. 



to thtf schemas is the 



The subschema' is the applications 
programmer's view of the data within the data 
base pertinpnt to personal use or interest. 
Naturally, there are usually more than one 
programmer and one application on a software 
system, so there are usually many different 
SUB§CHEMAS<for each<?$HEMA. 

The following are just a few of the many 
reasons subschemas are used. \ ~ * 

» * 
1 . Xhe user and programmer do not aeed to 
know what data i$> contained in the entire data 
base. — * f 
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Figure 5-5.-DBMS* 
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2. Subschemas enhance security factors and 
prohibit data compromise. 

m 3. Subschemas aid the Data Base 
Administrator (DBA) when/implementing data 
integrity. 

NOTE: A subschema has Recess 'to- those 
areas, set types, record types, dba items, and 
• data aggregates of interest in the pertinent 
appKcatiottto which it was designed. 



Schema DDL 



The SCHEMA DDL is used for describing a 
DATA BASE, which may be shared by many 
programs written in many languages. This 
.description is iyi terms of the names and 
k characteristics of the DATA ITEMS, DATA 
AGGREGATES, RECORDS, AREAS, and SETS* 
•included in the data base, and the relationships 
^ that exist and must be maintained between 
4 occurrences of those elements in the data base. 
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A DATA ITEM is an occurrence of the 
smallest unit of named data. It is represented in 
a data base by a value. 

A DATA AGGREGATE is an occurrence of 
a named collection of data items within a' 
record. There are two kinds-vectors and 
repeating groups. A vector is a one-dimensional 
sequence of data items, all of which have 
identical characteristics. A repeating group is a 
collection of data that occurs a number of times 
within a record occurrence. The collection may 
consist of data items, vectors, and repeating 
groups. 

A RECORD is an occurrence of a named*, 
collection of zero, one, or more data items or 
data aggregates. This collection is specified in 
the schema DDL by means, of a record entry. ' 
Each record-entry in the schema for a data base 
determines a type of record, of which there, may 
be an arbitrary "num.ber of record occurrences 
(records) in the data base. For example, there 
would be one occurrence of a 



5-13 



ERJC' 



123 



DATA PROCESSING TECHNICIAN 1 & C 



PAYROLL-RECORD type of record for each v 
employee. A DATA BASE KEY is a unique 
value which identifies a record in the data base 
to a run unit (program(s)). The value is made 
available to the run unit when a record is* 
selected or stored and may be used by the fun 
unit to reselect the same record. 

A SET is an occurrence of a named 
collection of records. The collection is specified 
in the schema DDL by means of a set entry. 
Each set entry % in the schema for a data base 
determines a type of set, of which there may be 
an arbitrary number of set occurrences (sets) 'in 
the data base N . Each type of set- specified in the 
schema may have one type of record declared as 
its owner type of record, and one or more types 
of records declared as its member type of 
record. Each set occurrence (set) must contain 
one occurrence of its defined owner type of 
record and may contain an arbitrary number of 
occurrences of each of 'its defined member type 
of record types. For example, if a set type 
QUALIFICATIONS was defined as rising 
owner record type EMPLOYEE and member 
record types JOB and SKILL, each occurrence, 
of set type QUALIFICATIONS must contain 
one occurrence of record type EMPLOYEE, and 
may contain an arbitrary number of occurrences 
c of record" types JOB and SKILL. 

An AREA is a named collection of records 
which need not preserve owner/member 
relationships. An area may contain occurrences 
Qf one or more record types, and a record type 
may have occurrences in mpre than one area. A 
particular record is assigned to a single area and 
may j^ot migrate between areas. « v 

A DATA BASE consists of all the records, 
sets, and areas which are controlled by a specific 
schema. If an installation has multiple data 
bases, there must be a separate schema for each 
data base. Furthermore, the .content of each 
data base is assumed to be independent. 

A PROGRAM is a set or group of 
instructions in a host'language such as COBOL 
or FORTRANVFor the purpose of this chapter, 
a RUN UNIT is an execution of one or more 
programs. 

5- 
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Data Manipulation Languages (DMLs) 

A Data Manipulation Language (DML) is a 
language used to cause data to be transferred 
between' a run unit (program(s)) and the data 
base. A DML' is not a complete language by itself 
and is known as a query language by some 
commercial manufacturers. It relies on a host 
language to provide a framework for it and to 
provide the procedural capabilities required to 
manipulate data. 

The User Working Area (UWA) is 
conceptually a loading and unloading zone 
4 where all data provided by tty^DBMS in 
response to a CALL for data is'delivered, It is 
also where all data to be picked up by the DBMS 
must be placed. Each data item included in the 
subschema will be assigned^ location in the 
UWA and may be referenced by the programs by 
its name as declared irt the subschema. 

DBMS Events 

This chapter is not a complete specification 
for a DBMS. It is intended-pniy as a conceptual 
training aid for the DP2 in DBMS. This DBMS, 
as presented in figure 5-6, is for instructional 
purposes only. 

The numbered arrows in figure 5-6 trace a 
call for data 0 by application program 1 of 
SYSTEM A. (Calls for data by other programs 
may be handled concurrently by the DBMS, but 
this is not depicted in the figure.) The following 
events (numbered to correspond with figure 5-6) 
take place, depending on the software system in 
use, when a program attempts to read a record: 

1. Using a DML program 1 of SYSTEM' A 
makes a call for data from DATA BASE (A) \o 
the DBMS.' ^ 

2. The DBMS analyzes the call and 
supplements the arguments provided in the call 
itself with information provided by the schema 
for DATA BASE (A), and the subschema 

1 referenced by program 1. 

3. The DBftlS 'obtains the subschema used 
for SYSTEM A and retrieves the description of 

' the data in question. 

I 
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Figure 5-6.^The events that take place when (anf 
^application program (spreads a record in a system 
that is interfaced with a DBMS. 



4) The DBMS examines the dafa base 
physical description and keys the actual physical 
record to read. 

5. On the basis qf the call for its services 
and the information obtained fromlhe schema 
and subschema, the DBMS requests physical 
I/O operations, as required to execute the call, 
from the operating system. . 

6. The operating system (OS) interacts with 
the storage media containing the data base. 



7. The operating system then delivers the 
requested data from'the actual data base to the 
system buffers. 

8. The DBMS transfers data, as require^ to 
fulfill the call, between the system buffers and 
the UWA of program- 1, wttich originated the 
call. Any required data transformations between 
the representation of the data as it appears in 
the data base (a* declared in the schema) and the 
representation of the data as it appears in a 
program's UWA (as declared by the subschema) 
are handled by the DBMS. 

The DBMS provides status information to 
program 1 based on the. outcome of its call, for 
example, error indications. The data in program 
1 's UWA may be manipulated as required, using 
the facilities. in the host language. The system 
buffers are shared by all programs serviced by 
the DBMS. Remember, programs interact with' 
the system buffers entirely through the DBMS. 



Schema DDL and Hardware 



*A schema DDL entry does not include 
references to a physical fievice or media space. 
Thus, a schema written using a DDL is a' 
description of a data* base which is not affected 
by the devices or media used to store the data. 
The data base .may, therefore, be stored on any 
combination of storage media *which is 
supported in a particular DBMS. Some device 
(such as magnetic tape), because of their 
sequential nature, may* not take full advantage 
of the facilities included in a DDL.' Such devices 
are not precluded, however, N v a;id may be 
perfectly adequate for some of the data. 

" Because of the limited space provided in this 
rate training rpanual, the format specifications 
for a DML and a schema DDL are not presented. 
The syntax rules for a Data Description 
.Language are similar to those for COBOL and 
are too technically extensive to include in this 
chapter. For example, a DDL has a character set, 
words (programmer supplied), reserved words, 
key words, names, literal and nonnumeric literal 
formatting, and many other qualification rules. 
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Schema/Subschema Data Conversion 

'"3 

Since data description in the subschema is 
host language oriented, the syntax used in the 
subschema to describe the characteristics of data 
items may differ from that, in the schema* or 
storage schema.. This means that data types 
which turn out to. have the same representation 
in a given implementation may" be described 
differently in the schema and storage schema 
than in the subscttema. Also, there «may be data 
types defined in the subschema which have 
characteristics and representations different 
from those of any schema type, and vice versa. 
However, any data item description is eligible 
for inclusion in a subschema for a particular host 
language subschema data description entry if 
one of the following conditions is satisfied in the 
implementation involved: 

1. The data item has the same 
representation both in the data base and in the 
UWA in that implementation. Q 

2. A conversion procedure has been 
provided by the implementor. 

^ 3. t A conversion procedure has been 
provided by the data base administrator. 

The implement or is responsible for defining 
the correspondence between the schema data 
types and specifications and the subschema data 
types and specifications, in terms of the 
representation of these respective data types in 
the implementation. An example of a 
correspondence which might be established by 
an implementor would be correspondence 
between coded, arithmetic data in the schema 
and COMPUTATIONAL data in the COBOL 
subschema. 

The implementor might provide special' 
conversion procedures in addition to those in 
the DBMS ,for, implementing the conversion 
rules. An example of a- case where . the 
implementor might provide a special conversion 
procedure would be in the ihterface betweeathe 
DBMS and data base procedures written in 
particular host languages. If the DBMS supplies a 
standard parameter list to dafa base procedures, 
the representation of some of the parameter 
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# values might not match* that of any data type in 
a particular host language. In this case, the 
implementor might wish to provide a standard 
conversion procedure to allow the host language 
to correctly access such values. 

Developers of host language data base 
facilities may provide rules defining the intended 
correspondence between data types allowed in 
t their host language subschema DDL and the data 
types in the.scfiema DDL. Such rules may be 
specified Erectly, naming characteristics of 
subschema 'data types so that they can be 
matched with the characteristics of schema data 
types. Different host languages may define their 1 
rules for intended data type correspondence in 
terms of the closest schema equivalents; e.g., 
FORTRAN referring to schema TYPE 
specifications and COfiOL referring to schema 
PICTURE specifications. In this case, the 
conversion rules specified as part of the schema 
DDL may be used in determining appropriate 
conversions involving data types not explicitly 
mentioned in the host language's defiped rules. 
For example,* the COBOL data base facility 
might specify the intended correspondence 
between its subschema PICTURE specifications 
and schema PICTURE specifications.^ With the 
correspondence between schema and subschema 
PICTURES established, subschema PICTURE > 
specifications may^ be interpreted as if they were 
schema PICTURE specifications, and the schema 
DDL defined conversion rules (which define 
conversions between schema PICTURES and 
other schema data types) thei^-used to determine 
appropriate conversions between subschema 
PICTURES and any schema data type. 

Schema and DML 

The relationship between a DDL and a DML. 
is the relationship between .^declaration and 
procedure. The DDL declaratioi^inmose a 
discipline over the executable code and We to * 
some extent substitutes for procedures written 
in the DML and the host language. 

In order to specify the relationship between 
DDL declarations and QML commands, a set of 
basic data manipulation functions must be 
defined which iS independent of the DML and 
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the host language. Specific commands provided 
H>y a particular DML must be resolved into those 
basic functions. The resolution is defined by the 
implement or of the DML. 

The basic data manipulation functions 
assumed in these specifications include the 
functions required to:. 

1. Select records- 

2. Present records to the run unit 

> * 

3. Add new records and relationships 

4. Change existing records and relationships 

5. Remove existing records and 
relationships 



Schema and Storage Schema 

} 

The concept of separate schema and storage 
schema allows the - separation of the logical 
description- of the entire data base from the 



storage description of the same. This concept is 
significant from several points of view. 

1. A data administrator may design a 
schema structure consisting of logical records 
and relationships which sensibly match the 
^totality of'applications under implementation or 
likely to be implemented. 

2. Efficiency cdfiside rations are- separated 
from logical description by specifying the 

% storage environment and schema to storage 
schema mappings irfthe storage schema. Tuning 
may be carried out by changing the storage' 
schema without alteration to the schema, 
subschemas, and programs. 

<&. 

The storage schema describes the 
representation of stored data in* device 
independent terms. The data base may therefore 
be stored on any combination of storage media 
which is* supported by a particular 
implementation. The data administrator may 
allocate media and devices .with differing 
characteristics to suit the command's 
operational requirements, without alteration to 
the storage schema. 
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CHAPTER 6 

WORLDWIDE MILITARY COMMAND AND 
CONTROL SYSTEM OPERATIONS -COMMUNITY 



This chapter provides an overview of the 
'Worldwide Military Command and Control 
System (WWMCCS) and the computer system 
ttiat supports WWMCCS commands. It is not the 
.intention of this chapter to cover all existing 
Hdneywell 6000 series configurations and 
operatiqn procedures for all concerned' 
hardware. It IsSyintended to serve as a 
management le\*l intiQctrination training aid for 
one of the' largest ADP\:ommunities within the 
Navy. 

The support and efficient use of WWMCCS is 
- given high priority within the Department of the 
Navy. Navy and Marine Corps, elements of the 
WWMCCS are maintained to ensure maximum 
responsiveness to the National Command 
Authorities (NCA) through the National Military 
Command System (NMCS). 

A comm^id and control system Consists of 
the facilities, equipment, communications, 
procedures, and personnel, essential to\ a 
commander for planning, directing, ■ and 
' controlling operations of assigned forces 4 in 
carrying out the missions assigned. The specific 
composition ofNhe /Command and 'control 
system depends (upon the command's 
drganization and missibnfs, and the types, of 
forces assigned to the command. This 
composition extends to those operational forces 
that, due to the nature of their combat 
employment,, must remain- * directly and 
immediately responsive to the commander. ' 

NATIONAL COMMAND ' 
AUTHORITIES (NCA) 

The NCA consists only of the President and 
the Secretary of Defense, or "their duly 



deputized alternates or successors. The chain of 
command runs from the President to the 
Secretary ^of Defense, and through the Jqint 
Chiefs of Staff to the commanders of unified 
and specified commands. 

NATIONAL MILITARY COMMAND 
SYSTEM (NMCS), 

The NMCS is the priority component of the 
WWMCCS and is designed to support the 
National Command Authorities (NCA) in the 
exercise of their responsibilities, The NMCS 
provides the. means by which the President and 

^^he Secretary of Defense can receive warnings 
and intelligence to assist them in making 
accurate and timely decisions, apply the 

* resources of the military departments, and assign 
military missions and provide direction to the 
commanders of unified and specified commands. 
The NMCS is capable of providmginformation 
so that -appropriate and timely responses can be 
selected, directed, and implemented f>y the , 
NCA. In addition, the NMCS supports the Joint 
Chiefs of .Staff carrying out their duties, 

• 

Both the communication of warning and 
intelligence from all sources and % the 
communication of decisions and commands to 
the military forces require that the NMCS be the 
most responsive, reliable, and survivable system 
available. This requires that the command and 
control systems within the , WWMCCS be 
configured and operated for effective support of 
the NMCS, as well as for. their specific missions.- 
Interfaces must be compatible; communication 
links must provide direct connection or real-time 
relay wherever necessary; computerized data 
formats must be common; and all details of 
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s>stem configuration 'and operation must be as 
'efficient £s possible in terms of ' both 
effectiveness and utilization of r^soi/rces. , « 

WORLDWIDE MILITARY \ 

COMMAND AND CONTROL 

SYSTEM (WWMCCS) ' v 

The WWMCCS is the worldwide .command 
and control system that provides the mesfris for 
operational direction \ and . technical 
administrative support involved in the function 
of command and control of U.S. military forces. 
The WWMCCS is composed of: 

1., The NMCS. 

2. The command and control systems of 
the unified and^specified commands; including 
those command and control systems of 
subordinate unified commands and joint task 
forces when such are established and assigned. 

3. The WWNfcCS-related management 
information systems of the headquarters of the 
military departments. \ 

4. The command and control systerils of 
the headquarters of the* service component 
commands. 

5. Thq command and control support 
systems of Department of Defense agencies. 
Figure 6-1 is a pictorial representation of the 
WWMCCS relationships.\ 

Department of Defense (DOD) Directive 
51.00.30. series provides policy guidance and 
establishes responsibilities for the management, 
development, afquisition, and operation of the 
W WMCCS. It states that the primary mission of, 
the WWMCCS is the support of the NCA, The 
secondary mission of the rt WWMCCS is the 
support of the command and control systems of 
the unified and * specified commands, the 
W W M C C S - r e 1 ated ma nagemen t/infor mation 
a> stems of the headquarters of the military 
uepartments, the command and control systems 
i,f the headquarters of the service component 1 
commands, and tlje command and control 
support, systems of the Department'of Defense 
agencies. 

The effective operation and support of the 
WWMCCS within the Navy requires that it be 



-recognized as an integrated system, including 
communications, which extends from the 
NMCS, through the systems of the commanders 
of the unified commands and the Chief of Naval 
Operations, to the command and control 
systems of the headquarters of the Navy 
component commanders (CINCLANTFLT, 
CfNCPACFLT, CINCUSNAVEUR; 'and 
CO^USNAVSO). Recognition musf^lfoso Be 
given to the requirement for the WWMCCS to 

.interface through non-WWMCCS Navy command 
and control systems with those command 
centers afloat, .ashore, or in the air where 
combat direction is exercised. Efficient 
command and control requires both the timely, 
reliable, and secure" flow of frdgrs and directions 
downward through the established operational 
chain of 4 command. It equally requires the 
timely, reliable, and secure flow of essential 

, combat information *and intelligence laterally 
and upward to necessary points in the decision 
process. The WWMCCS, by virtue of its position 
within the command and control hierarchy, is 
the cornerstone of any such end-to-end Navy 
comrtiand and control. Its responsiveness to 
command, as a total systerpf (personnel, 
equipment, communications, facilities, and 
procedures), must be ensured. . 

NAVY HARDWARE/SOFTWARE USERS 

The Honeywell 6000 line of hardware and 
associated software has been selected as the 
WWMCCS's standard computer system,* For 
Navy users, the hardware system consists of 
either -a single or dual processor 6060 with a 
variety of peripheral equipment, including card 
readers and punches, magnetic tape handlers, 
magnetic disk drives, high-speed printers, and 

. terminal devices such as teletypes, cathode-ray 
tubes, remote- line 'printers, and .the like. 

• Although specific equipment configurations vary 
in size among installations, hardware types are 
, standard. Because of this diversification in size 
among installations, it has been necessary to* 
constrain the design of the applications by 
limiting the resources required for their 
execution. This has enabled the applications to 
be implemented at multiple installations, The 
General Comprehensive Operating Supervisor 
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Figure 6-1. -WWMCCS relationships. 
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(GCO S ) operating system, in conjunction with 



the hardware, is capable of concurrent execution 
of several programs or program segments within 
a single processor (multiprogramming) and 
simultaneous execution of several programs or 
program segments within two or more 
processors (multiprocessing Within such an 
operational environment,- it is necessary to 
control the allocation of- processing resources in 
order to optimize the utilization and prevent 
inefficient and ineffective monopolization by a 
few programs; program segments, or 
. applications. ^OPNAVINST 5230.12 series sets 
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forth software/hardware applications, operation 
requirements, and complete management 
procedures of the WWMCCS/ new standard 
computer systems. / 

The rest of this chapter covers the 
Honeywell software anjMiardware being used 
within the WWMCCS community. 



THE WWMCCS HONEYWELL COMPUTER 

The Honeywell series 6000 is a family of 
large-scale, multidimensional . information 
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systems featuring high throughput, optimum use 
of systenv-F^ources, and a wide spectrum of 
user-oriented capabilities. 

The series 6000 achieves an exceptionally 
high level of performance by operating in a total 
multiprogramming and multiprocessing 
environment. The system makes full use o.f its 
resources through concurrent processing in all 
dimensions, focal and remote batch, direct 
program 'access, transaction processing, 
interactive remote lerminal job entry, online 
document entry, message switching, and time 
sharing-all using a Gommon data base. 

% The series 6000 systems are built for 
maximum uptime. Designed with the latest 
advances in integrated circuit technology and 
with improved packaging, the series 600p sys- 
tems are compact and easily ' maintained. 
Powerful error detection automatic retry, 
circuit testers, and comprehensive maintenance' 
panels expedite system diagnosis and help to 
isolate malfunctions quickly. The total online 
test and diagnostic routines in the General 
Comprehensive Operating Supervisor (GCOS) 
allow temporary deallocation of central system 
modules, peripherals, communication 
subsystems for automatic checkout, while 
norliilrprocessing continues in other elements. 

GENERAL COMPREHENSIVE OPERATING ' 
SUPERVISOR (GCOS) 

The GCOS 6000 maintains the status of all 
system resources (peripherals, memory, and , 
processors) and all user jobs in the system. Using 
the system scheduler, the allocator queue 
accommodates a virtually unlimited number of 
jobs (available disk "storage permitting). Tfcese 
jobs can be entered into the system through ^ 
multiple central and remote devices concurrent 
with the execution of jobs in the system. The, 
jobs, are dispensed to the system according to 
priorities and resource requirements. The GCOS 
allocates system resources to jobs in the 
allocator queue in accordance with the priority 
of the job, and supervises the concurrent and 
simultaneous execution of as many programs 
(up to 63) as 'the configuration can 
accommodate. The GCOS also controls the 
concurrent printing/inching of output from 
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completed jobs ^-High-priority programs can be 
expedited by swapping out , programs 
in execution. 

The GCOS also provides the, programmer 
with a complete logical approach to probjelm 
solution. There are no cqnstraints or unusual 
programming considerations imposed on the y 
programmers because of the multiprogramming 
or multiprocessing environment ifi which the 
programs are/fexecuted. File processing is 
performed s^uentially or randomly at the 
logical file level; programmefs need not be 
concerned with the physical characteristics and 
constraints of the peripheral devices used nor 
with the organisation of the fij^system.." 

File Management Supervisor (FMS) 

The "heart" of a . Series 6000 
Multidiem^nsional Information „ System is a 
centralized file system of hierarchical, 
tree-structured design, accessible by programs 
operating in any of the dimensions. Catalogs and 
files are secured by passwords and permissions. 
File access is controlled by the FMS. Several 
programs can read and/or update a file 
concurrently. The FMS performs vital protective 
and restorative file monitoring and resotjrce 
control functions iji all processing modes. Files 
are automatically sustained in a readily usable 
and extremely reliable' conditioh. A unique 
design feature of tjie file system allows 
maintenance (repacking) routines to be 
"cleaning up" a portion of the file system while 
production routines hi concurrent operation are 
accessing other portions cfr the system. 

Batch Processing 

e 

The GCOS 6000 provides a flexible, 
high-throughput batch processing environment. 
Up to 63 programs can ' be in concurrent 
execution. Incoming jobs are classified into 
a number of separately defined 1 job streams, 
permitting users to control their own priorities. 
Roll-out, roll-in capabilities allow for fast 
response to high-priority jobs or transactions. 
Batch jobs may be submitted from any local 
input device or remote terminal at any time, 
without operator intervention. 

• • v 



131 



Qhapter 6-WORLDWIDE MILITARY COMMAND AND CONTROL SYSTEM OPERATIONS 
^ COMMUNITY ' 



Remote Processing 

Concurrent ^remote processing capabilities 
can be added 4b the Series 6000 systems by 
including , olie or more DATANET 30, 
DATANET 305, or DATANET 355 Front-End 1 
Network Processors (FN?) in the configuration? 
Each- FNP permits a variety of terminal, 
transmission rate, and processing options. 
Remote processing capabilities include remote 
batch, direct program access, transaction 
processing, message switching, and timesharing. 
The GCOS remote access ttses a reactive terminal 
interface which provides 'direct .terminal access 
(through the FNP) to the information system 
and to the- common file system, facilitating the 
development of "online" terminal applications. 

/ 

Transaction Processing 

* 

The transaction processing system opens the 
door to online, real-time 'data- processing. 
Transactions' (messages representing events in 
the users environment) can be . entered via 
remote terminals. The transaction processing 
system interprets the transaction code contained J 
in the message \ and calls the necessary 
application programs into execution*^ p*e«e&& 
the message. The Output or acknowledgment 
will be returned to the-designated terminal. 

* \ 
Time Sharing \ 

The time sharing executive; which utilizes 
the ^teactiye terminal interface, provides the 
WWMCCS Series 6000 installations with 
concurrent time sharing. Language capabilities 
include FORTRAN, a scientific-oriented - 
language; BASIC, an easy-to-use, probem-solving 
language; and a powerful text-editing package to 
create, update, and obtain formatted text. Full 
upper/lower case ^ASCII character handling is 
provided. Many other languages and systems 
such as ALGOL, JOVIAL, ABACUS, and a 
time-sharing library of applications a>e also 
provided. Catalog structuring, file protection, 
file sharing, access control, and source/object 
file storage" capabilities are provided through the 
file system. The tinfe-sharing batch capability 
permits time-sharing users to create and initiate 
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batch mode programs.and tft scan <?r receive the 
batch output -all from a 'time-sharing terminal. 
In addition, the structure of the- Time Sharing 
Executive and the integration of, time-sharing 
files in the file system facilitate user -extension 
of the time-sharin]g system to provide further 
t remote processing capabilities. 

Interactive Remote Job Entry 

The interactive remote >job entry includes an 
interrelated se*t of- time-sharing subsystems ancf* 
batch, programming that together provide a 
powerful capability, for full *batch dimension 
programming from la remote terminal such as a 
teleprinter Turnaround time and programmer 
productivity for even very large programs are 
greatly improved'. 

On-Line document Handler 

The Series 6000 Dociimen* Entry v Subsystem 
(OS 6000) is _a_xfifejbination of hardware and 
software and is designed to perform the vital 
processing of magnetically and optically 
encoded documents. The DES 6000 modular 
design allows for great flexibility in meeting the 
changing document entry requirements during 
the processing cycle of each day. High-speed, 
high-capacity document operation can proceed 
within Jthe Series^ 6000 environment 
concurrently with otM normal dimensions 
controlled by the £C0S, v without the 
restriction* that document entry/sorj^ 
normally imposes upon an operating system.^ 

Message Switching 

4 

: 

Message switching adds 'yet another 
dimension^ to multidimensional GCOS. ' The 
comprehensive message switching capability of 
the Network Processing Supervisor (NPS) with 
the DATANET 355 Front-End Network 
.Processor allows data exchange , between 
terminals, between, terminals and ''the 
information processor, and between the 
information processor and terminals. The % 
message switch system operates in store -and 
forward ;mode, receiving each message ' 
•completely and storing' it in a journal before 
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forwarding it to the .addressed destination(s). 
The message switching dimension control is 
entirely within the DATANET 355. 

Total Online Testing t * 

System (TOLTS) 

The Total Online Testing' System i» ? 
composed of fbur major subsystems for 
peripheral, communications, main frame, and 
remote testing. This online testing system is part 
of a total maintenance and recovery concept. * 
Eight concurrent diagnostic programs can 
operate with user programs under the GCOS. 

HARDWARE OVERVIEW 

j 

Honeywell Serines 6000 systems provide 
processing and input/output capabilities across a * 
wide performance range. The systems are 
tailored to the specific workload and processing 
environment of tile installation through the 
setodtion of the appropriate system model, and 
by the configuration of central system mgdules 
*and peripheral devices. System models are 
differentiated by the speed of the central system 
components. . 

* With a system model, further performance 
flexibility is possible through "functional, 
modularity'-' or the selection of central system 
modules to match the work load needs of the 
installation. The General Comprehensive 
Operating Supervisor (GCOS) is the, same for all 
models and configurations and provides 
multidimensional processing capabilities, from 
the smallest to the largest'system. 

Functional Molularity 

Series 6000 multidimensional systems 
employ a uniquef design concept which provides 
complete flexibility in configuring the precise 
bjend of processing, memory input/output, and 
communications resources to perform efficiently 
any given scientific /data processing workload * 
mix. This concept also facilitates major system 
• extension without reprogramming or conversion. 

The major system- functions of processing, 
memory, input/output, and communications 



control have been separated into the following 
discrete functional modules': 1 

* 1 . Memory Modules-To provide the 
required amount of directly addressable primary 
memory. 

2. Bulk Store Subsystem Modules-To 
provide* the required amount of ( §ecopdary 
memofy. 

3. Processor Modtiles-To provide the 
required amount of computational capability. 

4. ' Input/Output Mpdules r To control the 
required level of data input/Output between 
memory and the peripheral and communications 
subsystems. • r t \ 

5. Front-End Network Processor 
Modules-To control data* communications 
functions and provide service to remote users. ^ 

6. Data Entry Controller Module-To 
provide on-line paper document eptry. 

Multiple modules of each type may be 
configured on an, information system to match 
the processing, memory size, memory access, 
and data input/output requirements of an 
installation workload. This modular 
construction results in configurations that are 
tailored to the precise needs of an installation. 
System growth is readily accomplished by* 
adding .the appropriate modules as they are 
needed. Added reliability is a by-product of 
system extension, since all modules of a given 
type are identical and can provide backup for 
each other. - 

The operating system (GCOS) automatically 
adapts itself to control any standard equipment 
configuration. No system generation is required. 
One version of one operating system supports 
the smallest to the largest configuration. 

Figure 6-2 illustrates the way the central 
system modules are interconnected to provide a 
high degree of functional modularity and 
backup capability. The solid-line figures 
represent a configuration consisting of two 
processor modules, two memory modules, and 
two input/output multiplexer (IQM) modules. 
Every processor and* IOM connects through 
ports to each memory modules;* these 
connections permit access to the full range of 
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MODULE TO EVERY ACTIVE MODULE 
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DATANET 355 FNP. DATA ENTRY CONTROLLER OR BULK 
.STORE CONTROLLER 
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J 

Figure 6-2.-Functional Modularity. 
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processors, memoiyf and peripherals. The 
brokea lines reprint expansion capabilities. 
The system ^gfi^vs by adding more processors, 
memory, input/output multiplexer modules, or 
FrontfEnd Network Processors with no user.* 
convemom , 



Memory Module 



Each memory module \s composed of a 
system controller and associated memory units. 
Series 6000 systems are "memory-oriented," 
permitting processor and IOM functions to 
execute asynchronously and simultaneously. 
.The memory module has neither program 
execution nor arithmetic capability, but acts as a 
passive systenf component. It serves <the 
processor, I/O multiplexer, and DATANET 355 



FNP, data entry controller, and bulk store 
subsystem modules which call upon the memory 
module to sav^<ff retrieve information or to 
communica^With other system components. 

Each accession the memory module is 
^composed of eight 9-bit bytes plus 2 parity bits. 
' For purposes of memory protection in 
multiprogramming/ the memory is organized 
into 1024-word (94096-byte) .blocks. Each 
memory module dm contain up to 262,144 
words (1,048,576 bytes) .or (256 blocks) of 
memory. * 

The system controller has up to 8 ports for 
connection to active modules and also contains 
32 program interrupt cells. The eight ports have 
wired-in" positional priority in the order of 
their numbers (0 . . . 7); thus, simultaneous 
requests are serviced in a predetermined manner. 
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Increased* system throughput is achieved by 
operating the memory module and associated 
memory units on a 72-bit parallel basis, This 
corresponds to 2 instructions, 2 data words, 8 
dat^Lbytes, \2 data characters, or 1 
doijft-precision fixed- or floating-point 
number. 1 

Systems with more than one system 
controller p.rovide additional effective- 
information rate, since each system controller 
operates independently and its functions can be 
overlapped with those of other system 
controllers. Additional overlap is provided by 
the address interleaving feature of the Series 
6000 systems. Address interleaving considerably 
reduces the probability of the same memory 
unit being accessed in succession. Furthermore, 
the processor and system controller ^re 
especially designed to utilize' memory accesses of 
two memory units in rapid succession. These 
two factors contribute to the higher access rates 
arid effective memory cycle times of the Series 
6000 systems. For example, Models 6070 and 
6080 qan have each of four memory units 
provide a complete memory cycle (read/write) 
of' two full 36-bit words,, or eight 9-bit bytes 
* within* a "Singfe . basic cycle ,time of 500 
nanoseconds— an effective rate of 16 

nanoseconds^per byte, 

>4 

Processor Module , 

Series 6000 systems are highly modular, 
^allowing the sysferp configuration to be matched 
to the workload mix. The Extended Instruction 
< Set (EIS) processor is particularly well suited for* 
heavy workloads, while the other models handle 
mixed workloads of business and scientific jobs. 
• Each processor module has full program 
execution capability and conducts all actual 
computational processing (data movement, 
arithmetic, logic, comparison, and control 
operations) within the information. system. The 
processor, which communicate? only with the 
§ystem controller(s) and associated memory, 
consists of an operations unit and a control unit. 
The operations unit executes arithmetic and 
logic operations; the control unit, performs 
instruction fetching, address preparation, 
memory •protection, and data fetching/storing. 



Both units operate with' relative independence 
.and maximum overlap to provide the highest 
possible rate of instruction execution on the 
faster models. 

The processors contain several special 
features thfKmake significant contributions tQ< 
the exceptional multiprogramming, high 
througput, and rapid turnaround capabilities of 
the information systems. These features are 
under the "control of the GCOS, which maintains 
automatic supervision and complete control of 
the multiprogramming/multiprocessing 
environment. These features are: 

QUAL-MODE OPERATION. -The processor ^ 
has two modes of operation-master and slave. 

1. The master mode, reserved for the' * 
GCOS, allows unrestricted access to all of 
memory, permits initiation of data input/output 
operations through the IOM(s), and permits the < 
setting of control registers. 

2. The slave mode, used /or the execution 
of all user programs, is also used by the GCOS 
when appropriate. Slave mode operation 
restricts memory references to assigned program 
boundaries and causes all memory references to 
be relative to a base address register (BAR). 
Program execution time is strictly limited by a 
timer register. A^o,- program execution is 
limited to a subset' of the instruction 
repertoire -control operations (such as 
input/output operations or setting the BAR and 
timer registers) cannot be executed in the slave 
mode. 

_J3ual-n\octe" operations provides effective 
operating % control and protection of the 
information system's multiprogramming 
environment to the GCOS. 

BASE ADDRESS REGISTER (BAR). -Each 
processor contains a base address register, which 
performs both address translation and memory 
protection functions in the slave mode of 
operation. (The BAR is hot used in master mode 
processing*) The BAR is set by the GCOS prior 
to transferring control to a slave program. It 
contains -the beginning acMress of the program 
(absolute) in memory and the number of 
1024-wor9 or 4096-byte blocks assigned to the 
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, 1 024-word or 4096-byte blocks assigned to the 
program. Program memory is loyally and 
» physically contiguous. 

Dunng^avd mode execution, each memory 
address developed by a. program is checked to 
ensure that the address is within the area of 
memory assigned * to the program. If the 
developed address is within the program's area, 
the address is added to the- beginning* address 
value in the BAR to develop the true address, 
and the memory access Is performed. Tf the 
t address developed by the program is outside the 
arda pf memory assigned to the program, control 
automatically reverts, to the GCOS for 
appropriate action. 

An important attribute of the BAR is its- 
ability to move user programs in 'memory 
without address relocation merely iy 
establishing a new BAR setting. This feature is 
used for program swapping and memory 
compaction. 9 

. TIMER REGISTER. -Each processor 
contains a> timer register, which initiates a 
—'program interrupt at the end of a preesttiblished 
interval of time. The interval is set by the GCOS 
prior to giving controf to a slave program. (The 
timer register can be set in master mode only.) 
The timer register is used^by the GCOS to time 
programs for automatic termination, to prevent 
programs from monopolizing a processor, and to 
provide detailed accounting information on 
processor and peripheral Use time. 

PROCESSOR FAULTS.-Sixteen- special 
processing status conditions, termed "faults", 
cause interruption of sequential instruction 
execution and transfer of contjol to 1 of 16 
discrete fault vector locations for appropriate 
jiction_ ^by^lhe^CQS^au^s provide " program 
control (e.g., arithmetic overflow) amk^ystem 
control (e.g., 'timer* runout or an attempt to 
reference outside of memory limits), and call for 
operating 'system services '{e.g., master mode 
entry). 

EXTENDED INSTRUCTION SET 
(EIS). r EIS models have processor instructions 
well suHfe*for workloads with a predominance 
of business rather than scientific work. The EIS 



processor has all of the instructions of the other 
models plus mapy business-oriented features, 
inluding decimal arithmetic, powerful editing, 
mixed-mode operations, address registers, and 
extended instruction format {multiword 
instruction) -with two or three addresses. For 
example,, a single CCfeOl statement can be 
performed by a single instruction on the EIS 
processor but would require several instructions 
on a conventional processor.- This not. only 
reduces the memory required but also the 
execution tini 



scution time. 
)ut/Outpu™iu 



Input/Output;Multipl^er (IOM) 



Each IOM module operates essentially a§ a 
stored-program device controlled by, and sharing 
memory accesses with, the piocfessor modules^ 
Data transfer operations are initiate* by the. 
GCOS in the- masterr mode. (Data transfer 
operations cannot be initiated by a program in 
tile slave mode.) Peripheral device operations are 
controlled by processor-prepared control word 
lists stored in the communications region in 
memory (referred to as "IOM mailboxes"). Data 
transfer operations are performed 
asynchronously w^th program processing' with 
minimum interference between the processor 
and input/output. * 

Each IOM module in any configuration is 
directly ^ con pled to each memory module, 
p providing, direct* a^ess to all of memory. Data 
transfer operations are -controlled by lists of data 
control words (DCW), which specify the areas of 
memory to/froin which data is to be transferred. 
These DCW. lftts allow data to be gathered from, 
or distributed to, noncontiguous locations in 
memory. * 

Membry protection o?" data transfers is 
performed in much the same manner as in the 
processor. The BAR setting of the program 
requesting . the I/O is- inserted ^as part of the 
required instructions in "the IOM mailboxes. 
Each DC W processed by an IOM is chepked for 
address limits. If an out-of-bounds -address is 
defected, the transfer is not performed and aiv 
appropriate interrupt is generated to the control 
prtcessor. - IOM communication with the 
p roc#sso'r is effected through the IOM 
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mailboxes and through four discrete types of 
interrupts to 1 of 32 present interrupt vector 
locations. All data transfer and peripheral status 
condition^of interest are signaled to the control 
processor via the interrupt mechanism to 
maximize peripheral utilization and program 
throughput 

In Series 6000 information system^, the 
mput/output multiplexer (IOM) is the„ 
coordinator of all input/output operations 
between the complement of peripheral 
, subsystems and system controllers. The 
inpjut/output multiplexer operates essentially as 
a hard- wired program 'device controlled by, and 
sharing meihory with, a processor. Data transfers 
between a , peripheral device and memory are 
accomplished by the IOM while the processor 
runs the jobs. Peripheral devices are controlled 
by processor-prepared control words stored in 
the memory. 

Significant features of the input/output 
multiplexer fticlude: ./ 

1. Complete memory protection for all 
input/output multiplexer data transfers. - 

2. Total awareness of the number, types, 
and states of up to 24 I/O subsystems per IOM. 

3. Hardware/software integration resulting^ 
from control programs designed to take, full 
advantage of equipment features. 

" 4. Ability to interrupt processor 
operations. ; ' ' r 

5. Scatter/gather of noncontiguously storpd 
I/O program data. 

6. A special I/O processor for peripheral 
channel management^ n 

7. Maximum data transfer capacity of, 6 
million characters per second: 

• -8. Maximum .single*-channel, data transfer 
capacity pf 1.3 million characters per second. 

***9. Simultaneous operation* of peripheral 
subsystems in a wide range" of equipment 
configurations. \ < 

10. Con\munications with, multiple in- 
dependent aystern controllers. * 
; 11. Scratchpad storage for control words on 
soiree models." 

•« 12* Six special channels "to provide for 
specific System functions, including new test and 
diagnostic aids. 



-zp ' 

REMOTE INPUT/OUTPUT OPERATIONS 

I 4 

Data communications systems, essential to 
many existing and future computer applications, 
%&re integral parts of the Series 6000 Information 
System. The GCOS permits multiple remote 
terminals and computers at widely separated 
locations to communicate with the system. 
One-way or two-way communication over 
common and private carrier lines, coaxial cables, 
or via microwave transmission can be channeled 
through a selection of DATANET Front-End 

* Network Processors (FNPs). ; 

Remote Processing Capabilities 

Remote processing capabilities are provided 
in many modes of the Series 6000 
Multidimensional Information 'Sy^em: 

1. Remote batch 

2.. Direct program access 

3. Time Sharing 

4. Transaction processing 

5. Message switching • 

6 s . On-line document entry „ 

Through these dimensions or modes of 
„ operation, the remote terminal user has access to 
r the full capabilities of the system. 

The GCOS' takes advantage of features 
within the information system to enable the user 
(in various data communications applications) 
to achieve: 

EFFECTIVE REMOTE DATA 
PROCESSING. -The multiprogramming 
environment can include ajajge number o^ users 
in both local and remote locations with diverse 
processing needs. 

• RADICAL REDUCTIONS IN 
TURNAROUND TIME. -Total turnaround time, 

• the period between the submission qf a job for 
processing and the receipt of the desired output, 
is a function of several factors: 

-Input time 

-Time spent in awaiting processing 
° -Actual processing time m >> 
-Time spent in awaiting output 
-Actual output tim.e - ^ 
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Through the use of multiple local and 
remote input/output device?, simultaneous 
processing and input/output operations, and 
automatic job interrupts, the nonproductive 
waiting time and output time can be reduced to 
a level commensurate with the high-speed 
processing capabilities of the information 
system. 

Sjandard terminals accommodated by the 
GCOS include the; 

1. Honeywell Series 100 remote tatch 
computers 

2. Honeywell VIP 765/775/785/786/7705 
visual display terminals 

3. Teletype Models 33, 35, and 37 
Teleprinters 

4. GE TermiNetJOFor Honeywell SRT301 
, Teleprinter 

5. IBM 2741 

The three communications processors 
providing the* network processing of Series 6000 
Multidimensional Information Systems are the: 

1. DATANET 355 Front-End Network 
Processor _ 

2. DATANET 305 Front-End Network 
Processor 

3. DATANfeT 30 Front-End Network , 
Processor 



- DATANET 355 Front-End 

Network Processor , " 

*i 

The DATANET 355 is a high-performance, 
stored-program JNP designed to match the 
large-vojume communications needs of the 
Series 6000 Multidimensional, Information 
Systems. The DATANET 355 FNP features total" 
integrated circuit logic. •construtticm and a 
memory size of 16,384 or 32,768 words (18 bits 
or 2 bytes^ pet word) with a cycle time of one* 
microsecond. The - DATANET : 355 FNP 
accommodates data of variable word lengths-6, 
9, 18, or 36 bits. All data word lengths, are 
individually addressable to allow highly efficient 
processing of • tabular- data. Ninety-eight 
instructions in an 18-bit format are provided, 
with one single-address instruction per word. 



Three index registers and ^multilevel indirect 
addressing, with indexing at ,all levels, give an 
addressable storage capability; of up to 32,768 
words. * > * 

The input/output is designed to facilitate 
efficient realtime concurrent servicing of 
multiple terminals and peripheral devices. Up to 
16 adapters can be provided to' accommodate a 
total data transferee of up to 500,000 words 
,per second (with 6, 9, 18, or 36 bits per word). 
Sixteen levels of priority, interrupt, with 16 
sublevels per level and corresponding interrupt 
masks, are provided. 

The system organization of the DATA NET 
355 FNP follows the pattern of the Series 6000. 
The DATANET 355 is a storage-oriented 
computer with its, own independent memory, 
• processor," and input/output modules. These 
three basic • DATANET 355 modules are 
independen tlx " ^ti m e d rnd -operate'-* 
asynchronously with each other. The processor 
and the input/output controller (which are' 
active units) process data at their own rates and 
request t cycles from thd storage module (a 
passive unit) as the need arises. Only when the 
processor executes certain input/output 
instructions must the processor and the 
input/output controller of the. DATANET 355 
. communicate with each other. 

COMMUNICATIONS SUBSYSTEM -The 
" DATANET 355 FNP, as> module ofthe Series 
6000 Multidimensional Information System, is 
capable of simultaneously handling up te 200 
teleprinter users (1 10 to 300 bps), or 32 remote 
batch users (voice-grade or broadband), or 32 
CRT subsystems (voice-grade), or an appropriate 
mix of these three classes. (See fig. 6-3) 

The DATANET 355 FNP "consists of a 
DATANET 355 processor with the following 
input/output adapters: 

1. The DATANET 355 Intercomputer 
Adapter (ICA) with up to foqr ICA ports to 
interface with the Series 6000 system controllers 
or a direct interface adapter to interface with an 
IOM \ . n 

2'. Up to three High-Speed Line Adapter 
(HSLA) units 
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Figure 6-3.-DATANET 355 System configuration. 



3. Up to six Low-Speed Line' Adapter 
(LSLA) units 

4. A console adapter for connection of a 
teletypewriter console 

5. Ah adapter link- to Series . 6000 mass 
» storage 

HIGH-SPEED LINE ADAPTER 
(H SLA). -The HSLA is- a multilifre 
communications controller wijh up o to 32 
concurrently operating iines. The following 
types of channels are available on the HSLA:^ 

\ s Broadband (19,200 to 5J),000 bps) 

2. General purpose (75 to 9,600 bps) 

3. Dual synchronous (2,000 to 9,600 bps) 

4. Dual asynchronous ( 1 1 0 to 1 ,800 bps) 



.These channels are modular in design and 
can be configured in any combination not to 
exceed 16 terminals total per HSLA (32 lines). 
Because of its flexibility, the HSLA and its 
•.channel offering can interface with every type of 
remote terminal supported on the Series 6000, 
systems. 

LOW-SPEED LINE ADAPTER (LSLA).— 
The LSLA provides the primary facility for 
connecting lowrspeed terminals to the 
DATANET 355 FNP. Up to 52 terminals at 110 
bps, or 26 terminals at 134.5/150 bps, or 17 
terminals at 300 bps, or a combination of these 
can be connected to a single LSLA. The LSLA 
operates * with low-speed terminals in either the 
full- or half-duplex mode for asynchronous data 
transfer. The LSLA operates on the principle of 
time-division multiplexing, developing a message 
frame composed of a number of 8-bit characters 
called time^ slots, each time-slot containing one 
complete chatacter associated with a particular 
terminal. \^ . 
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Max. No. of . Processors 
Max. No, of DATANET FNPs or DEC6000s 
Max. Memory Size (in 36-bit words) 
Max. Memory Size (in 9-bit bytes) 
Memory Cycle Time (8 bytes) . m 
Max. No. of lOMs 

Max. Transfer Rate per IOM (bytes/sec) 

Max. Transfer Rate per IOM (char/sec) 

No. of Data Channels per IOM 

Peripheral Capacity (subsystems) 
, I/O Compute Simultaneity 
.Programmable Registers 
• Floating Point ■ 

Memory Protect * 
"Hardware- Radix Conversion 

Interleaving 

Instruction Ove rlapping . ^ 

instructions per Second (max.) » 



Model 
6030/6040 



1 

3 

262,144 
1,048,576 
1.2 
1 

0.8 or 2.0M 

1.3 or 2.8M 

16 

16 

16 

49/57 

Yes 

Yes 

Yes 

No 

.-No — . — „-j — 
340,000 



Model 
6050/6060 



4 

3 

524,288 
2,097,152 
1.2 ' 
4 

•2.3M 
3.7M • 
24 
24 
24 

49/57 
Yes 
Yes 

Yes , 
Yes 
Yes 

550,000 



Model 
6070/6080 



4 

3 

1,048,576^ 
4,194,304 

0.5 v 
4 

4.0M 

6.0M 

24 

24 

24 

49/57 ' 

Yes 

Yes 

Yes 

Yes 

Yes 

1,400,000 



Figure 6-4.-Seriei 6000 characteristics. 



• SERIES 6000 CHARACTERISTICS - 

Figure 6-4 gives the general characteristics of 
the various Series 6000 models. Models 6040, 
6060, and 6080 have the Extended Instruction 
Set (EIS) processors, while Models 6030, 6050, 
and 6070 do not. The basi^batch-cmly system in 
figure 6-5 contains a single processor, "a single 
system controller, and a single IQM with its 

* peripherals, while* the mutidimensional system 
requires more^memory, possibly two or more 
system controllers, and a DATANET 355 
Front-End Network Processor as shown in figure 
6-6. The FNP is essential for all dimensions of 
the systems except local batch. 

Figure 6-7 illustrates the central 
(Configuration of a multiprocessor system. 

. Fundamental to Series 6000 operation is the 
fact that all active modules (processors, IOMs 
DATANET 355 FNPs, DEC6000s and bulk store 

. controllers) connect tp all system controllers, 
an4 thus have common access to memory and to 



the common ' data b.ase. These connections 
permit the GCOS to assign work to the available 
resources. ^ ' > 

..Although figure, 6-7, shows only two 
processors, one IOM, and one DATANET 355 
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Figure 6-6.-Multidimensional system. 



78.172 



FNP,« the system allows as many as four 
processors, four IOMs, three DATANET 355 
FNPs/DEC6000s, and two bulk store 
controllers, subject to the additional theoretical 
restriction of eight total active . modules. It is 



unlikely" that eight or 'more active modules 
would .oe required to perform the work load of a 
WWMC'CS. Along with the*, functional 
modularity' of the hardware configuration, there 
is complete program compatibility so that any 
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program that is capable of 
configuration can run 
configuration (except for EIS 
must run on an EIS system) 

Peripheral Subsystems 



fjwnn 



nning on one 
any other 
Tgrams, which 



All peripheral subsystems communicate with * 
Series 6000 Multidimensional -Information 
Systems through an Input/output multiplexer 
(IOM). There are two standard interfaces 
available on the IOM for the connection of 
peripheral controls-the common peripheral 
interface (CPI) transfers data in excess of 650 " 
thousand characters per second, while the 
peripheral subsystem interface (PSI) is capable 
of transferring data in excess of 1.3- million 
characters per second. These interfaces support a \ 
variety of peripheral device Controls, such ft 
magnetic disk and tape contfofs, card readers; 
printer and punch controls, and data 
'rommuracatioiiTprcrcessrors." * - — - ~ ~- ™ ™ - - 
The |GCOS v issues commands to the /\ 
peripherals through tlie IOM. Peripheral devices 
can also request action by transmitting special" 
interrupts to Ihe GCOS. t Representative - 
peripheral subsystems that can be utilized with 
Series 6000 Multidimensional Information *. 
Systems are described later in this chapter. 

Corttrol Console 



% . 'The primary function of a control console is 
to provide for direct communication between 
the operator and the GCOS. The master console 
is a freestanding unit of suitable operator 
working height that connects tcf a common 
peripheral interface channel of the IOM; the 
console is controlled- just as a peripheral 
% subsystem. (See fig. 6-8.)?Significarit processor 
and system controller functions are displayed on 
the system status display panel, keeping the 
operator constantly informed of running status. 
The status display panel contains the following 
indicators and controls: . n 

\ 

1. SYSTEM READY light 

2. OPERATOR ATTEN Ught and switch 
(attention) « 
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Figure 6-8, -Control console. 



* * 



3. DI£ light (processor waiting) 

% 4. INSTRUCTIONS EXECUTED/SECOND 
c indicator 

5. CONSOLE READY light 

6. MASTER MODE light 

7. SLAVE MODE light 

8. EMERGENCY POWER OFF switch 

The . console includes an input/output 
typewriter that accepts inpqt data via keyboard 
entry and transmits the data to the input/output 
multiplexer. Output messages from the IOM are 
printed at 15 characters per second (nominal). 
An operating routing within the GCOS provides 
responses to operator requests through the 
♦typewriter. 
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DSS181B Disk Storage Subsystem 

The type DSS181B disk storage subsystem 
provides medium size, modular, auxiliary system 
storage for online, direct-access programming. 
(See fig. 6-9.) At some WWMCCS sites the 
DSS181 aid DSS191 disk storage subsystems 
are being replaced by the DSS450 and DSS4S1 
disk storage subsystems. , 

STORAGE CAPACITY -Each removable 
disk pack stqres 27,648,000 characters or 
18,432,000 bytes. Online storage per disk 
subsystem ranges from a minimum capacity of 
82 million characters or 55 million bytes (3 
operating spindles) up to 442 million characters 
or 294 million t^ytes (16 operating spindles) of 
online direct-acceSs storage. 

* DISK AND RECORD LAYOUT-Data 
is- grouped in a total of 72,000 continuously 

total of 360 sectors (138,240 characters) are 
accessible in each actuator position or cylinder. 

>> 

Bits per character: 
Bits per byte: 
Characters per sector: 

Sectors per track: 
Characters per track: 

Tracks per cylinder: 
Characters per cylinder: 

Cylinders per disk pack: 
Characters per disk pack: 
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384 

(256 bytes) 
48 
6,912 
(4,608 bytes) 
20 

138,240 
(92,160 bytes) 
200 plus 3 spares 
27,648,000 
(18,432,000, bytes) 
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Figure 6-9.-DSS181 disk storage subsystem. 

CONTROL-The control handles up to 16 
online disk pack drives. Command decoding, 
data checking features, and data control are 
provided in the control hardware. (See fig. 
6-1 OA.) 



DUAL CHANNEL OPTION -Provided in the 
control and drives is the option for dual, 
simultaneous* cross barred channels. (See fig. 
6-1 0B.) Dual simultaneous channels provide 
higher throughput and greater availability of 
data. This option permits* multiaccesses to the 
device level. Each channel js capable of 
simultaneous command and data transfers to 
different disk pack drives while overlapping 
seeks on all other drives. 

• *> 

SWITCHED CHANNEL OPTION- 
Nonsimultaneous channels permit sharing of the 
disk storage between the central system 1 and the 
Front-End Network Processor. 

DUAL CONTROL SUBSYSTEM-Two 
single-channel controls may be connected into a 
cros$-barred subsystem ' to provide higher 
throughput to a larger data base (32 drives) and 
' greater data availability by ihdependent access 
'to all 32 drives through either channel. (See fig. 
6-1 0C.) 

BLOCK COUNT-The hardware block count 
provides pro tection^ where multiple files share 
the 'same cylinder. Such blocks, or sectors, are 
specified py tie processing system, and the limit 
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Basic DSS181B Disk Storage Subsystem 

(A) 



IOM DA TANET 355 



Dual Channel DSS181B Disk Storage Subsystem 

(B) 



IOM DA TANET 355 




Maximum Dual Control Crossbar DSS181& Disk Storage Subsysten 

(C) 



Figure 6-10.-DSS181B configurations. 
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ten vary from one up to the maximum number 
of sectors withjn a cylinder. Configuration 
Features: 

1. Maximum dual-channel crossbar with 32 
disk-pack drives provides a capacity of 884 
million characters or 589 million bytes. 

2. Dual cl^annel-roptionaL 

3. Additional (switched)' data channel- 
optional. 1 

4. Dual-control crossbar-optional. 

5. Basic configuration consists of control 
and three disk-pack drives. * 

6. Expandable up to 221 .million characters 
(147 million bytes) by adding up to five 
additional disk-pack* drives. 



7. Additional drive electronics- in control 
provide capability for increased capacity of up 
to 442 million characters or' 294 million bytes 
(16 disk-pack drives). 

Magnetic Tape Subsystems - 

The data medium is half-inch wide, 
magnetic-oxide plastic tape, up to 3,200 £^t< 
long. Data formats are binary (standard) and 
spinal decimal. Checking features include: * 



3 

ir 
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Transfer Timing 
Blank Tape Read' ' 
Transmission Parity 
Lateral Parity 

Hi 



Missing Character 
Longitudinal Parity 
Bit Detected During Erase 
Cyclic Redundancy 
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Figure M1. -Magnetic tape unit. 



w , The average -rewind speed is 500 ips on the 
MTH500 #ries; 300 ips for other taps handlers. 
Features of the Magnetic Tape subsystems in 
figure 6-l»I include: >, f 

1. Either single-channel/or dual-channel 
control of tape units/ 

2. Dehsities of 200/556/800/1600 BPL 

3" Program or operator Control of recording 
density. 

4/"Special decimal mode which provides 
v> campatibUity with non- Honeywell tape 
\ systems.- 

S/\ Dual-gap read-write heads for 
J \read-after-write checking. 

6. Tape control buffering during dajta 
transfers. 

7. File protection through* use of a 
write-permit aing. 









• 


Transfer Rates 
(thousands 'per second) 




Type 
Number 


Tape 
Tracks 


Tape 
Speed 
(ips) , 


; 

Density 
(bpi) 


6-bit 
Character 


8-bit 

ByteV 




MTH200 
MTH300 


7 
7 


37.5 
37.5 


200/556 

200/556/800 ^ 


7.5/2lN % 
7.5/21/30 







MTH201 
MTH301 


• 7 

v 7 


75 
75 


200/556 
200/556/800 


15/42 
15/42/60 






MTH372 
^MTH373 ■> 


7 
7 


150 ' 
150 


200/556 
200/556/800 


30/83 
>k 30/83/120 






. MTH404 
MTH405 


9 
9 


75 
75 


200/556 
200/556/800 


20/56 
20/56/80 


^1 5/42 
15/42/60 S 




MTH492 
MTH493 


9 
9 


150 
150 


200/556 
200/556/300 


40/1 1 1 
40/111/160 


30/83 
30/83/120 




MTH501 
MTH502 • 


7 

9 * 


75 ( 


200/556/800 
200/556/800/1600 


,15/42/60 ■_ 
20/56/80/60 


* 

15/42/60/120 




MTH504 
MTH505 


7 
9 


125 
125 


200/556/800 
200/556/800/1600 


25/70/100 ' - 
33/93/1 33/267 


" 25/70/1 00/2Q0 





^ Figure 6-1 2. -Magnetic tape unit characteristic*. 
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JNPUT/OUTPUT MULTIPLEXER - 


COMMON 


PERIPHERAL 


PERIPHERAL' 


SUBSYSTEM 


nWWFACE 


INTERFACE 


1 


i. 


MTH200/300 


MTH501 


MTH201/301 


„ . MTH502 


MTH372/373 


MTH504 


MTH404/405 , 


1 MTH505 


MTH492/493 ' , 



Figure 6-1 3. -Magnetic tape interface. 



Additional features of MTH500 series 
include : 

1 . In-flight error correction- 1 600 BPI 

2. Canister loading 

3. Automatic threading 

4. Power wjndow « \ 

MODULARITY AND FDEXl||LITY.^A ' 
full range of tape handlers wftti various" speeds, 
densities, and transfer ^rates' is available w$h ; 
Series 6000 magnetic tage subsystems (fig. 



INPUT/OUTPUT 
MULTIPLEXER 



/siNGLE-CHANNELy 
(MAGNETIC TAPE ] 



CONTROL J 



<fc> <i> — ci> cfc> 



Figure £14.-Single-channel magnetic tape $ubsyttem. 



6-12). All of the magnetic tape controls, except 
the controls for MTH500 Series handlers, 
connect to the IOM via common -peripheral 
interface channels <fig. 6-13). The controls for 
MTH500 Series handlers connect to the lt)M via 
peripheral subsystem interface channels, 
permitting higher data transfer rates. 

A 'single-channel magnetic t^pe subsystem 
connected to an IOM permits reacting or writing 
of any~one of up to eight magnetic tape units 
connected to that control (fig. 6-14). Reading or 
writing proceeds** simultaneously with other 
peripheral operations on ^other peripheral 
channels and with processor operations. 

Dual-channel control of a magn ate tape 
subsystem provides for atuomatic^rtbriMBfig of- 
read and write operations oft any^f the 
jassociated tape units. As shown in figure 6-15, a 
subsystem including a dual-ch^iel control and 
two or more tape units permits accessing of any 
^tape unit through either channel and tape 
control: Thus, if one channel is busy with an 
assigned tape unit, access can be gained to any 
other tape unit on the subsystem through the 
other channel , * 
j t 1/ . 

As .showij by the dotted Iine > a magnetic 
tape subsystem featuring dual-channel control 
cap#fe connected between two IOMs. 

vUkCOOl and URC002 Unit 
Rec^rdrCoatrols \ 



i Unit record controls connect multiple unit 
record device^ to'the Series 6000 central system. 
As 5 many, as seVeri devices can be controlled 
simnltanfeoi^y-4^^ record control, while 
, requiring onlyNa; singte interface to the Series 
6000 c^tra^sys^ (fig. 6-16)/ . - ' 

f Two ^versioris are offered: the URC001, 
which is physically- -integrated* into the 
in put /output multiplexer (IOM); and the 
URC002, a^ffeeltanding control. Both versions 
have iderrtidal -functional capabilities. ■ , 

CONNECTED DEVICES. -The URC001 and 
URC002 unit record controls are completely. 
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READER 



CARD 
READER 



INPUT/OUTPUT 
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DUAL-CHANNEL , „ lAKlKlt - t 
| MAGNETIC TAPE ' CHANNEL 
CONTROL 



( CHANNEL V 

J) » J- - — © © 

Figure 6-1 5.-Dual-channel magnetic tape-subsystem. ~ - 



CENTRAL 
SYSTEM 



IOM 



UNIT 
RECORD 
CONTROL 



CARD 
PUNCH 




CENTRAL 




CENTRAL 


SYSTEM 




SYSTEM 










IOM 




IOM 



UNIT 
RECORD 
CONTROL 



CARD 
PUNCH 



PRINTER 




DEVICE 




DEVICE 








DEVICE 




DEVICE 



URC Maximum Single Channel Configuration 
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-Figure 6-16.-URC001 and URC002 .configurations. 
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flexible; either control can connect one to seven 
unit record devices, iri mixed combinations. The 
following devices can be connected to the unit 
record control: . ~ 

• Type CRZ301 card reader- 1,050 cards 
per minute 

• Type CPZ300 card punch- 100 to 400 
cards per minute 

• Type PRT203 drum printer-1,100 lines 
per minute 

• Type PRT303 train printer- 1,1 50 lines 
per minute * 

MAXIMUM CAPACITY.-A unit record 
control controls a maximum configuration of 
two CRZ301 card readers, two CPZ300 card 
punches, and three PRT203 or PRT303 printers 
—(os. a ^combination of these printers) at their 
maximum rated device speeds. As many/as^seven 
devices can be multiplexed through a single 
channel to the input/oytput multiplexer^ 

MULTIPLE CHANNELS. -As many as three 
additional IOM^cJiannels (a total of four>are 
optionally available with either the URC00) or 
the URC002*uhit record control. The addition 
* of these channels permits the unit record 
subsystem to be shared by multiple central 
systems. When the subsystem is used by more 
than one system through multiple IOMs, / 
_ individual devices must be dedicated to s a V 
- specific central system. 

PRT303 Printer > 

The IJRT303 printer is a high-performance , 
train printer equipped with interchangeable 
*train cartridges" that produce exceptional print 
quality, with excellent vertical and horizontal 
alignment (fig. 6-17). In addition, the PRT303 
utilizes a power-driven hood and stacker, and 
noise-suppressant panels for greater efficienc/^ 
and quieter operation. 

The PRT303 can be connected either to the 
.Type URC001 integrated unit record control in 
~ the^ input /out put multiplexer, or^ to the 
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Figure 6-17.-PRT303 printer. 



freestanding URC002 unit record control. The 
data medium consists of continuous, fanfold 
forms up to 21 inches wide and 22 inches long. 
It prints the original and up to five copies and 
handles 'single s part, Continuous, or tabulating 
£ard stock. 5 

SPEEDS.-Rated speed for the PRT303 
printer is T150 lines per minute (1pm) nominal 
(48-character set). .Speed is based on -character 
set $ize, configuration, and utilization. The 
standard print trains for the PRT303 are the 
uCD set' with 63 printable characters and the 
'ASCII set (upper/lower case) with ^4 printable- 
characters. These standard character sets are 
preferred tnun sets which provide the best 
average print speeds. • % 

TRAILS. -The train cartridges are 
interchangeable by the operator, and include the 
standard BCD. print train cartridge,, and the 
ASCII (tipper/lower case) print train cartridge. 
Each train .holds 288 character positions. Other 
train cartridges are available on special request. 

CHARACTER SETS.-There is a choice of 
standard characterlets of 631 (BCD mode) or 94 
(ASCII mode) different printable characters per 
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train. cartridge. Various special type fonts or 
characters are ^available on special request. 

C H E C K I NG . - The PRT303 illuminates 
warning?. , for : Taper low-Out of 
paper-Incorrect parity in paper loop-Hammer 
drive fuse failure-Paper feed error- Buffer, 
overflow -Parity error on characters in printer 
line buffer-Parity on train image characters in 
buffer-Parity on address to printer. 

PRINT MODES.-The edit print mode 
fallows charactet-controlled skipping by using 
control characters in the data line. The nonedit 
print mode prints all printable characters of 
the Series 6000 standard BCD character set. 

In the ^ ASCII mode, all 94 'printable 
characters of the standard ASCII character set 
are printed. Features of PRT303 printer are: 

1. URC control of up to three printers. 

2. Power hood and power stacker. 

3. Noise 'suppression panel for quiet 
operation 

4. Paper skipping up* to 70 inches per 
second, uses a 2-specci slew. 

5. Vertical format is controlled by print 
command: single, double, top of page, or no 
spacing. P^per can be skipptd to any of 15 
coded positions on the paper tape loop: 0 to 15 
lines by countdown, or skipped to' the top of the 
page. 

6. Horizontal format character can cause "8 
to 120 (in multiples of 8) blank positions to 
occur in tile print line. 

7. Line width is 136 characters; 10 
characters per^nch. 

8. Operator selects six or eight lines per 

inch. 

9. Automatic standby turns off the print 
train, ribbon drive mechanism, and paper stacker 
automatically when not used for a specified 
period of time. * ' 

10. Two-level overtemperature sensing 
provides a warning indication prior to final 
shutdown in event of overtemperature. 

1 1. Ii^proved fault detection provides useful 
maintenance aids. 



CRZ301 Card Reader 

* The CRZ301 card, reader is a photoelectric 
bard input device. Demand feeding of cards 
permits a card* cycle to begin at arty time 
following completion of the previous cycle (fig. 
6-18). The CRZ301 can be connected to either 
the URC001 Integrated Unit Record Control in 
the input/output multiplexer, or to the 
freestanding URC002 Unit Record Control, The 
data media may be either 80- or 51 -column, 
12-row cards; the data transfer modes are 
Hollerith and binary codes; the reading method 
is photoelectric with column-by-column feeding; . 
and the speed is 1,050 cards per nftnute. 

Two checks, validity and cycle, are 
performed at the time of data transmission. The 
validity check is for an illegal punch. The cycle 
check is for failure of the photocell circuitry 
and/or timing signal generator. Failure of either 
check sets a program-accessible status indicator 
which can be used to effect a branch to a 
corrective .routine. 

The card reader^ responds to a failure of 
either check by offsetting^ error card in the 
stacker. At the .same time, a check indicator 
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Figure 6-1 8.-CRZ301 card reader. - J 
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light on the operator panel is also illuminated, 
calling attention to one or more "difice status 
indicator lights. 

Features of the CR£301 card reader include: 

1 . URC control of up to two card readers. 

2. Read hopper capacity of 3,000 cards; 

3. Stacker capacity is 2,500 cards. 

4. Data Protection using validity check; 
cycle check; offset stacking of misread cards; 
read data comparison t check-double read per 
coltfmn. 

5. Reads intermixed Hollerith and binary 
cards. * / . 

CPZ300 Card Punch 



activated and automatically comparing the result 
with the data specified for punching. 

Features of the CPZ300 card punch include: 

1 . URC control of up to two card punches. 

2. Hopper/stacker capacity of 1,600 cards 
each. 

3. Nonstop card loading and unloading 
while processing. 

4. x Data protection using punch activation 
check and -punch parity 'cfteck.' Mispunched 
Cards are offset stacked. 

5. High-speed skip provides a significant 
increase in punching throughput on applications 
employing a gap between fields. 



The CPZ300 card punch is a high-speed card 
output device (fig. 6-19). Punching speed is 
variable as an inverse function of the amount of 
data, to be punched in each card. Punching is 
provided in Hollerith or binary. ^ x 

The CPZ300 can be cphnected either to the 
URC001 integrated unit record control fn the 
input/output multiplexer, or to the freestanding 
URC002 unit record control. The data media 
consists of 80-column, 12-row cards and the' 
data transfer modes are Hollerith and binary 
codes. The punching method is dual-column 
punching with column-by-column feeding. 

The speed varies from 200 to 400 cards per" 
minute, depending upon the exact number of 
blank column pairs and their location on the 
ca!rd. 

Data protection is accomplished through 
punching error detection. Punching errors are 
detected by sensing the punches' that have been 
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Figure 6-19.-CPZ300 card punch. 
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CHAPTER 7 u 

f ' ' < 

DOCUMENTATION PREPARATION AND STANDARDS 

According to the Dictionary for Information be the one to answer questions rather than ask 

Processing (FIPS PUB 11-1), the definition of them. Your quest for knowledge will now, more 

documentation is "The management of than ever,, be directed into"the written 

documents which may include the actions of documentation that surrounds, and sometimes 

identifying, acquiring, processing, storing, and seems to smother thos& in supervisory ' and 

disseminating them, A collection of documents management positions, 

on a given sutiject" A document is a medium If the material with which you are dealing is 

and the data recorded on it is for human use. By too wordy or confusing in format, time is lost 

extension, a document is any .record that has and the material is not fully utilized. The 

permanence, and can be read by human or documentation standards adopted in 

machine. With the foregoing in giind, it is / easy SECNAVINST 5233.1 series have done much to 

t to see the important relationship documentation help management avoid this Waste, 

has with the data processing world. When automatic dafc processing was 

The first part of this chapter will discuss, in adopted into everyday use in the Navy, a sudden v 

general; the requirements prescribed, for and realistic need for documented procedures 

documentation preparation standards in * presented itself to management. 

SECNAVINST 5233.1, series, entitled The passing of information from person to 

Department of the Navy Automated Data person, as the need arose, quickly became 

Systems Documentation Standards. Tlie obsolete, and a fnethod of factual, detailed, and 

discussion, although -skeletal in form, is concise documentation -was developed. The. 

complete ^nou$h to acquaint the DP2, DPI, or • guidelines for this method, discussed later in this 

DPC with, the document components "that are , chapter, are contained in SECNAVINST 5233.1 

required for a production-ready documentation series. 

package. The lasj part of the chapter will discuss Many articles have been written concerning 

explicit details of actuaf documentation v th£ need for Automated Data System (ADS) 

standards as required* by. the Department of " documentation ' an(i its standardization. 

Defense Instruction 7935.1 (series), entitled Fpllowing are just a (few of the purposes that 

DOD # . Automated Data. Systems Documentation documentation serves. ' 

Standards. Not every v type of document can, be * ■ * 

discussed in this rate training manual because of \; It provides managers Kith documents to " 

space limitations* Only.the most commonly used review at significant developmental mile^toneL. 

manuals* such as the., Computer Operation to determine if requirements have been met and* * 

Manual, will be discussed, * • ' . , * if resources should continue to -be expended. 

NEED FOR STAND ARD ^' ^ records technical information "to allow 

DOCUMENTATION coorcl inatioi* of 'later development and 

'■•."*". use/modification of the ADS. 

You are on your #ay to becoming^ First \ 3. It ensures that authors of documents and 

Class or Chief Petty Officer, and now you will managersjiflproject development have a guide to 
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follow in preparing and chfecjcing 
documentation. « 

4. It provides uniformity in thelormat and 
content of computer programs, documentation, 
and ADS, across command lines. 

SECNAVINST 5233.1 series has provided 
standards for recording information required for 
computer programs to ensure that the 
documentation produced will serve the, 
aforementioned, purposes. These standards apply 
to the ■ following", types of computet 
programming documents: 

/ , » ' 

DOCUMENT TYPE NAME/MNEMONIC 
IDENTIFIER 

1. Functional Descriptions (FD) 

9 

2. Data. Requirements Documents (RD) 

3. System/Subsystem Specifications (SS) 
<4. Program Specifications (PS) 

5. Data Base Specifications (DS) 

6. Project Manuals (PM) - 0 

*NOTE: Project' manual mnemonic 
assignment occurs only for small projects when 
the Usets, Computer Operations, and 'Program 
Maintenance manuals are bound as a single 
document of uitfier 200 pages. After the 
combining of these manuals is complete, they 
aredestgrmte d as a P roject Manual (PM). 

7. Users Manuals (UM) 

fro 

NOTE: Upder certain circumstances, thp 
commanding officer may authorize minimum 1 
documentation requirements in a Users Manual. 
These circumstances include (l)*when cpfnpiiter 
programs have been developed exclusively for 
internal use at the local level, (2) when programs 
will be used on a one- time. basis or for no longer 
than 3 months duration, and\(3) when 
programs have no identifiable use ejsewhere in 



the government. An annotated program listing 
should be included in th,e Users Manual. 



8. Computer Operation Manuals (OM) 

4 

9. Program Maintenance Manuals (MM) 
' 10. Test Plans (PT) 

IT % 

if 

11. Test Analysis Reports (RT) 
1 12. Implementation Procedures'^) 

Other documents that are to be prepared in 
accordance with these , standards,/ when 
applicable^ include Technical Reports <TR) and 
Technical Notes (TN). A Technical Report (TR) 
is a document that reports .the results of a 
completed * project^ basic research, or 
, devdopmpntal study. A Technical Note is a 
■ document that provides procedures, lists of data, 
or other information that does not logically 
belong in other types of documents. 

DOCUMENT COMPONENTS . - A 

Each of the 11 types of documents in the 
preceding list is 'a cpmplete work within itself. 
That is, each type is a complete manual or 
report which explains or supports the title of the 
document "(The PM (Project Manual) is not 
counted as a single type of document because it 
encompasses three manuals.) The OM 
(Computer Operation Manual), for example 
contains precise and detailed information on the 
control requirements" and operating procedures 
n'ecessary to successfully Jnitiate, run, and 
terminate the subject system. This documenting 
is done by supplying the rdevant information 
called for by the staftdafd outline in 
SECNAVINST 5233.1 series and DOD 
Instruction 7935.1 series. Once the information 
is supplied to completely fulfill the requirements 
for an OM, it is then put into manual fQrm as a 
self-standing document. 

Within the covers of each of the 1 1 types' of 
documentation are' optional and required 
components. Each document is structured from 
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the following components, in the sequence 
listed: 



1. Front cover 

2. Title page 

3. Special notices 
4/ Abstract 



(Mandatory) 

(Mandatory) 

(As required) 

(Mandatory in FD, 
- UM, PM, andTR) 

5. Table of contents .(Mandatory) 

f6. List of figures (As require^} > 

7. Record pf changes - (As required) 

8. List of effective (Mandatory in clas- 
pages sified documents) 

9. Text • (Mandatory) - 

1 0. Appen dixes (As required) 
(a) T^rms and ' (As required) 

abbreviations 
, (b)' References (As fequired) . - 

(c) Bibliography 1 (As required) . 

(d) Other appendixes p (As required) # . 

11. Index (Optional) 

12. Distribution list (Mandatory) . ' 

13. Bldk cover ". (Mandatory) 

In the following sections, a brief description, 
including an example and format layout of each 
mandatory and optional component of a 
document, is discussed* When actually 
documenting an ADS, SECNAVINST 5233.1 
series should be referenced* 

Fron) Cover 

" A front cover for each 'document is 
mandatory and contains the information shown 
in the fgpnat* layout in figure 7-1 and in "the 
example, in* figure 7-2: % 

1. ^he document title and subtitle (may 
include a superseding statement). 

2. The activity short name. 

3. The document number. The document 
number consists of <the project number under 

' which the 'document is produced, followed byea 
control* number to identify the individual ' 
document. On bpth the cover and ti*le page, the 
document number appearing beneath the 



designator of the preparing organization is 
formatted in the following^ anner: 



. NARDACWASHDC DOCUMENT NO. 
(project no.) r 98T1003 ■ 

(control no.) C-PS-04A 

^ ' The alphanumeric project number uniquely 
identifies, the project effort and also may be 
used for budgeting and funding control. The 
first and second characters 0 of the project 
number indicate the requesting organization; the 
^third charaeter specifies the^'Funqtion of the 
project; the fourth character identifies the 
organization responsible for development of the 

• project; ' and 'the fifth, sixth, and seventh 
characters form a serial nu'mber'for the given 
requestor, functional ar£a, and 'organization 
responsible for development. 

\ 

4. The type of .document The first 
character* of /the control number - is the 

• classification of the document. The characters 
' used anf 'T" for TOP SECRET, for 

SECRET, and "C" for CONFIDENTIAL, If the 
document is unclassified, no letter designator is 
used. The second and third characters are the 
mnemonic identifiers for the document type and 
are preceded and followed by a daU\("-*0; The 
fourth and fifth characters are the document 
type count. Th? document type count consis|s 
. of . two digits assigned from a consecutive count 
of the same type of documents generated oh the 
project the first document of a particular type^ 
is numbered. "Oh" For any project with over 99 

• documents of one ^type, a third digit may be 
added, starting with the? -numeral "100." The 
sixth character, which follows the ^document 
type^ count, is alphabetic and is used to identify 
a document " which has been revised. A new, 

* consecutive character is used for each reissue or 
major change, starting with "A" for the first 
revision. When a revision letter is used, the 
document preceding the revision is normally 
cancelled. 

The preceding example (fig. 7-2) refers to a 
confidential Program Specification (PS) 
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USED ONLY IF 
DOCUMENT IS 
CLASSIFIED 

SEE 
SECNAVINST 
5233.1 SERIES 



-CLASSIFICATION 



DOCUMENT flTLE (U) 
: f 



DOCUMENT SUBTITLE 
(SUPERSEDING STATEMENT) 
(IF REQUIRED) 



ACTIVITY SHORT NAME 
DOCUMENT NO. 



xxxxxxx 
x-xx-.xx 



DOCUMENT TYPE 



DOWNGRADING 
NOTICE 9 



ACTIVITY* 
NAME 



ACTIVITY 
SEAL 



DISTRIBUTION 
NOTICE 
OF* REQUIRED) 



> NATIONAL SECURITY NOTATION 



CLASSIFICATION v 



SEE 
SECNAVINST 
3233.1 SERIES 



SEE 
SECNAVINST 
5233.1 SERIES 



U,. 



Figure 74 .-Layout of front cover. 
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prepared by' NARDACWASHDC for prpject 
98T10O3. The cfbcument is the fourth Program 
Spetificiitron (PS) in the series and has been 
revised once since the briginal document ' was 
prepared: - j 

5, The activity nam£* y * 



6. The activity seal. 

7. The security identification (includes 
classification of the document, downgrading 
notice, distribution notice, and.nationaLs^curity 
notation if classified.) See SECNAVINST 
5233,1 series. 
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CONFIDENTIAL 

PROGRAMMING DOCUMENTATION 
STANDARDS AND SPECIFICATIONS (U) 

SPACE FOR SUBTITLE * 



N 



NARDAC, WASH. D. C. 
DOCUMENT NO. 



98T1003 
C-PS<04A 




PROGRAM SPECIFICATION 



NAVY 
REGIONAL 
DATA 

AUTOMATION 
CENTER, 

WASHINGTON, D.C. 




4 



CLASSIFIED IV CAFT A, •. MA (OMIA) 
*U«JCCT TO OKNCRAL OtCLASSIFtC A- 
TtON SCMtOULt OP tXtCUTIVt Oft DC* 
Mill AUTOMATICALLY OOWN4MAOIO 
AT TWO Vt AM INTI ftVALS D€ CLASS I- 
«tO ON OCCtMttft si. 



DISTRIBUTION LIMIT! O TOUS. ftOVT 
AOf NCIES ONLY. Tf ft ANO f VALUATION 
tOJANtlTf oTMt R ftf QUtSTS FOft THIS 
DOCUMENT MUST «t ftf Ft MIO TO CNO 



NATIONAL SECURITY INFORMATION 
UNAUTHORIZED DISCLOSURE SUBJECT TO CRIMINAL SANCTIONS 

ft ' 

CONFIDENTIAL 



Figure 7-2.-Example of front cover. 



78.156 



9 

ERIC 



7-5 



i55 



pATA PRdCESSING TECHNICIAN 1 &" C 



Title Page 

The title page pf each document is 
mandatory and has the information shown in 
the format layout in figure 7-3 and the example 
in figure 7-4. 

1. The activity name, f . ' • 

2. The document title and subtitle. 

3. The type of document. 

4. The date. 

5. The activity short name. 

6. The document number (same formates 
on the front cover). 

7. The user designator, if the document is* 
prepared for a specific us&\ 

a 

8. The contractor and contract number } 
designation, if the document has been prepared- 
by a contractor under the guidance of the 
approving' activity. 

i* 

9. The security identification. (S$£ . 
SECNAVINST 5233. 1 series.) 

*> 

10, The copy number. 

The actual layout of the preceding items 
may vary when : arcumstances require the use of 
a "windojv" front cover, which displays -a 
portion of , the title page as part of the fronts 
cover. ^ 

> ♦ « 

Special Notices 

Special notices in each document aje on an 
"as required'' basis. An "as required'", basis is % * 
simply an item that is required by do.cifment 
content' or higher authority 'instructions or 
special intefest, for example, "special security $ 
handling procedures. Special notices- may 
contain information concerning the status of a 
document, instructions for its handling, letters 
of promulgation, the status of the contents ot 
the document, the date the provisions of the 



document become effective, credit ,to an 
individual or organization for the preparation of 
the document, or such other information as may 
be pertinent. The titles of such special notice' 
'pages generally reflect the subject matter of the 
information provided. * 



Abstract 

c ' * 
An abstract is mandatory in FD, UM, PM> 
and TR documents. The abstract is a brief 
suinsrfary (not to exceed 250 words and 
preferably unclassified) of ,the function, 
purpose, scope, and content of the computer 
program/system or study described in the 
document. Information concerning inputs, 
processing, and. outputs mjust be included in the 
abstract of computer programs/systems. An 
abstract of a study must summarize essential 
facts, findings, conclusions, and, 
recommendations. The purpose of the abstract is 
to assist potential users in determining the 
usefulness of certain subject matter to their 
particular environment and to summarize .the 
most significant material in the document 
clearly and concisely. ^The abstract should be in 
narrative form and include no special characters. 



Table of Cohtents 

. The table of contents is mandatory for each 
documented lists the identification number or 
code, the title, and the page number of each 
section. The numbered paragraphs in the text, as 
•well as each appendix and the numbered 
« paragraphs in each appendix (if applicable), are 
also listed. Tabulation is ordinarily at least to 
the third "organizational level, e.g., 3.11.1. 



List of Figures . 



The list of figures is on an "as required" 
basis and r accounts for each figure included in 
the text and appendixes of a document. The 
figure number, its title, and a beginning page 
number are shown for each figure. 
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USED 'ONLY IF 
DOCUMENT IS 
CLASIFIED - 
SEE , 
SECNAVINST 
5233.1 SERIES 



-CLASSIFICATION 



-+> COPY NO. . 



COPIES 



ACTIVITY 
NAME 



DOCUMENT TITLE (U) t 



DOCUMENT SUBTITLE 
D€CUM£NT TYPE . 
DATE * 

ACTIVITY SHORT NAME DOCUMENT NO. 

xxxxxxx } *~ 
x-xx-xx 



SEE 
SECNAVINST 
5233.1 SERIES 



PREPARED FOR 
USER DESIGNATION 

PREPARED BY 
CONTRACTOR NAME 
UNDER CONTRACT NO. 
XXXXXXXXXX 



DISTRIBUTION NOTICE 
(IF REQUIRED) 



SEE 
SECNAVINST 
5233.1 SERIES 



DOWNGRADING NOTICE 



►NATIONAL SECURITY NOTATION 



"CLASSIFICATION 



Figure 7-3.-Layout of title page. 
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Record of Changes 

The retoprd of changes page is used on an "as 
required" basis and should be inserted 1 in a 
document starting with the first change. The 
record of changes page is used to record changes 



made to a document, and is included at 
origination,, when frequent changes to the 
, document are expected. This page is arranged in 
columnar form and provides spaces for the 
change number, the date of the change, the date 
the change is entered, and the signature of the 
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CONRDENTIAL 



NAVY REGIONAL DATA 
AUTOMATION CENTER > 
WASHINGTON ^LC. 



Copy No. 1 
o f 250 C opies 



Programming Documentation 
Standards and Specifications (U) 



Program Specification 




December 1977 
NARDACWASHDC DOCUMENT NO. 
%T1003 
C-PS-04A 



"Prepared for 
£Mef of Naval Operations (0p*942) 



OtST*ISUT|OM LIMITED TO U.S. OOVT 
AOCNCIU ONLVt TUT AMO (VALUATION 
It JAN i»7». OTHCR NKQUUTf rON THIS 
OOCUMKNT MUST tf ABFlftftf D TO CMO 



CLAUINBD SV CAPT A. SV. MA CO*»*A 
lUSJtCT TO OCNCftAL OSCLASSinCA- 
TION SCHtDUL* Of BXtCUTIVC OUDfflt 
H«»S AUTOMATICALLY OOWNOftADtD 
AT TWO VtAR INTCRVALS DC CLAM I- 
rttD ON OCCCMStft: 11, ftSS, 



, NATIONAL SECURITY INFORMATION 
-UNAUTHORIZED DISCLOSURE SUBJECT TO CRIMINAL SANCTIONS' 

CONFIDENTIAL 



Figure 7-4.-Example of title page. 
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individual making the change,. The record of 
changes page follows the format layout shown in 
- figure 7-5, 

A change transmittal notice should be issued 
by 'the authority responsible for *the 
* maintenance of the document being changed. It 
should include a reference to the document, a 
list of the actions to be taken to complete the 
change, a cancellation notice, if appropriate, and 
any other information or directions necessary to 
kSep the document current and properly effect 
the change, *~\ 

The revised text of the document should be 
either attached to the change transmittal notice 
as the page(s) to be inserted into the document 
or specified by a list .of pen changes in the body 
of the.no tice. (See fig. 1-6.) 

Page changes are preferable to pen changes, 
since they are generally more economical, 



provide a neater product, decrease the chance of 
errors, and decrease the time expended by the 
ADP staff in making changes, , • 

A list of- changes to be made by deleting, 
changing, or adding information by pen should / 
be provided when the time required to enter all 
of the changes does not exceed the time 
required to replace the sheet Directions must ,j. 
state precisely where the change occurs and * 
include the page number, paragraph number, 
line number, and other pertinent information 
necessary to make the change correctly. e 

List of Effective Pages \ 

* A list of effective pages is mandatory in 
classified documents and optional in unclassified 
documents, TMs list should be provided when 
frequent changes to a document are expected or 
when strict page accountability is desired. Each 
page of the document and its change number 
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Figure 7-5.-Layout of record of changes page. 
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NAVY REGIONAL DATA AUTOMATION CENTER, WASHINGTON 

■fl^iV /V*&V. WASHINGTON IUVT 4«Mj' 

■ • - C ° de7 ° 

KARBACWASHDC DOCUMENT NUMBER 98T1003 TN-01 CHANGE TRANSMITTAL 1 

From: Commanding Officer ITavy Regional Data Automation Center, 
Washington, D,C, * 

Subj : Documentation Standards ^ v 

Encl: (1) Revised pages 1, 2, and 3 

1. Purpose . To transmit Change 1 to the subject document. 

2. Action i • ^ 

a. Pen, change. In paragraph item d, delete "(Optional)" and 
insert "(Mandatory)". 

b. Fage changes. Remove pages 1, 2, and 3 and insert enclosure (1). 



s/Commanding Officer 



n 



Distribution : 
(sjg£ next page) 



b 



• 78.160 

Figure 7-6.-Example of change transmittal no'tice. 
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should be listed* An example is shown in figure 
7-7. 

.When a list of effective pages is required ura 
' do^umentj, it must be updated with each change 

transmittal notice that addypages to or replaces 

pages in the document Tie revised list* should 
*be forwarded with, each change transmittal 

notice unless only pen changes are to be made v to 

the document. 



( 



Text 



The text of each document should conform 
to , the prescribed content as set forth in 
SECNAVINST 5233.1 series. Figures may be 
used in the text to clarify or illustrate the 
technical content. The instructions, content 
requirements, and format for a* Project Manual 
(PM) which contains the Users Manual (UM), the 
Computer Operation Mariual (OM) and the 
Program Maintenance Manual (MM) are attached * 
, to this rate training manual as appendix: IL This 
appendix should be reviewed thoroughly prior 
to taking advancement in rate examinations. 



Appendixes , n 

Appendixes are used on an "as required"' 
basis. They should contain material which 
suppofts, but is not readily incorporated into, 
the text of a document. Included within the 
appendixes may be narrative material or 
illustrations which should * generally j be 
sequentially referenced in the text and listed in 
the' same order in the table of contents. When 
appendixes are classified or bulky, they may be 
bound separately. The following three basic 
appendixes should be provided. 



Terms and Abbreviations.— This appendix 
provides H definitions of acronyms and 
abbreviations used within the document Any 
terms or phrases appearing in dictionaries or 
accepted data processing vocabularies, such as 
NAVSO P-3097 and FIPS PUB 1 Pi, need not 
be defined. 



& Explanations of terms unique to specific 
computer programs may be, provided, but should 
be separated from the terms and abbreviations 
appendix. Item nanles, location tags, and short 
program names may be included, and a 
cross-reference to the full name of the computer 
program that uses these tags and names should 
be provided. 

References.— This appendix is provided if 
more than 10 sources are cited in the text. All 
references listed must be referred to in the text 
and should be presented in the same general 
order as they are referenced in the text. Each 
source listed in the appendix must be identified 
by an 'Arabic numeral. The identifying 
information for each reference is presented in 
the following order: (a) Books-Author's name/ 
name of the book, book identification number, 
place of publication, name of the publisher, date 
of edition, . and pages being cited, (b) 
Periodicals-Author's name, title of the article, 
name of the periodical,* volume number, date, 
and pages being cited. 

Bibliography. -This appendix provides a list 
of indirect references which are worthy of note 
by the reader. A .source listed in the 
bibliography needs no identifying number, but 
must be listed in alphabetical order according to 
last name of the author. References not credited 
to a Specific author should be listed first. A 
short summary, not to exceed four lines, may be 
provided for each bibliography listing. 

Index 

An index is an optional component and 
should contain an alphabetical list of names, 
subjects, and the like, together with the 
paragraph number of-each. 

Distribution List ^ < 

The distribution list is a mandatory 
component and is composed of the names and 
codes of commands, activities, and offices, 
external to the originating organization, ^ which 
receive copies of the document. When wide 
distribution is planned, the Standard Navy 
Distribution List (SNDL) codes should be used. 
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Back Cover 

- The back cover is a mandatory component, 
and is blank, except for the Security' 
classification if the document .is classified. 



DOCUMENT DOCUMENTATION 
REQUIREMENTS ' * / 

s \ 

In the'^fitsj part of this chapter 
documentation components were discussed. In 
the second half, the documents themselves will 
be discussed including a summary of the purpose 
of each document. The required contents of the 
Computer Operation Manual, Users Manual, and 
Program Maintenance Manual are thoroughly 
discussed in the appendixes. Every type of 
document may not be needed on every project. 
The project manager must determine e^rly in the 
development process which of the types of 
document frill Be needed for the projefct. 

i 

One of the main determining factors for the 
.number of. documents to be provided is the 
ultimate user. If the User is not computer 
oriented, it may be , beneficial to the project 
manager knd the user to provide all the 
documentation. This will allow for explanation 
of as much .of the* system (hardware and 
software) as possible in a language that the user 
can understand. Thte more the user understands 
about the actual functioning of the system, the 
better for both parties. Once understanding is . 
developed, communication becomes easier, not • 
only in the area of the current project but also 
for any future dealings. „ a 

, If the project is large and complex, the 
maximum amount o£ documentation should he 
provided, lender these circumstances'it does not ** 
matter if the user is or is not computer oriented. 
The better and* more complete* the 
documentation is in ^his case, tfre .better the 
final product (system) wjjl * be. The more 
documentation produced, the less likely it^will 
be that any portion of the system will be left 
out. : ^ 

• "4 
' To further help in determining the heed for 
pr&ger documentation, refer to the chart in 



> 



figure 7-8. This chart lists complexity factors/ 
with five values assigned to each factor. The 
more complex, costly, or 'time restricted a factor 
is, the more value it holds. Tcf utilize the chart 
for a project, simply put a check mark beside 
the descriptive block tfrat is most accurate for 
each factor. Total the check marks for each 
column and multiply that times the value for 
that column. For instance, there may ,be a total 
number of four check marks in column one. and 
a total value for that column of four (4 times 1 
equals 4); four check marks in column two for a 
total value of eight (4 times 2 equals 8); three 
djesk- marks in column 3 for a {otal value of 
/ffihe* (3 times 3 equals 9); and no check marks in 
columns four or five. Each column's valus totals 
are then added together for one total (in .this 
case 21), which * is the level of project 
complexity. 

Once a level of project complexity has been 
established, the types of documentation needed 
can« then be determined. Figure 7-9 is suggested 
as a method of determining the documentation 
requirements* based on the complexity totals. In 
the preceding example, the complexity total of 
21 would require the writing of a Us*ers Manual, 
a Computer Operations Manual a Program 
Maintenance Manual, and a Test Pla^K. 

iCmust be emphasized that this is a general 
guide! Situations occur when more or fewer 
types of document may be required, as is 
indicated in the notes of figure 7-9. 

Thi'-Navy has established, documentation 
stand-ards to ensure completeness and 
uniformity for -compute^ system ] information 
between commands and between civilian and 
Navy organizations. The, amount of detail and 
the N time/cost factor of such 'program 
documentation for "in-hoUse" use at the local 
level may be too great. In thesg' instances, 
options are given to the commander/ 
commanding officer providing the 'resources 
and/or funds to establish appropriate jnininuim 
documentation requirements less than those 
established in SECNAVINST 5233. 1 series. 



bocal* minimum documfenf ation 
requirements are usually established by the head 
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Figure 7-8.-Level of project complexity. * 
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NOTES 1 .PREPARATION OF THE DATA REQUIREMENTS DOCUMENT THE DATA BASE 
SPECIFICATION, AND THE IMPLEMENTATION PROCEDURES JS 
SITUATIONALLY DEPENDENT. 
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of the data processing department/division. At 
most commands this function is delegated to the 
project manager. These r$juirements are 
generally, based on experiences of personnel who 
have been involved in writing, maintaining, and 
analyzing programs/systems, and in training new 
personnel to take the jobs of transferred 
personnel , 

The key to the minimum .amount of 
documentation required by local commands 
should be the amount tfiat is required for 
replacement personnel to understand input, 
' processing, and output for each 'program sysfem 
for which they will be responsible. 

TYPES OF DOCUMENTS 

The following paragraphs provide a narrative 
discussion of the types ,6f documents that may 
, be produced during the evolutionary 
development of a computer program or system. 
It must be emphasized that thfe need for any one 



of these documents must be determined by the 
nature of the project, using ihe guidance 
provided in SECNAVINST 5233.1 series. 

Functional Description (FD)' 

An FD (Functional Description) is normally 
prepared for any system requiring a basis for 
mutual understanding between the Development 
Group and the User Grftup of a proposed- ADS. 
It reflects the definition of the system 
requirements and provides the. ultimate users 
with a clear statement of the operational 
capability to be developed. If the scop^ of the 
FD is changed at any point during project, 
development, the FD should be updated and 
"receive user concurrence. - 

The FD is a tool for u'se by both computer- 
and noncomputer-oriented personnel ^and 
should be written, as 'much as possible,- in 
noncomputer-oriented language, since many 
elements of the document will be subject to 
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review by staff personnel who do not necessarily 
{iave a computer background. 

Data Requirement Document (RD) , 

The RD (Data Requirement Document) 
normally is prepared when a data collection 
effort by the User Group is required to generate 
and maintain system files. The RD is a technical 
document prepared by troth development and, 
user personnel. It should be as detailed as 
possible concerning the definition fof inputs 
required of the *er; the procedures to be fol- 
lowed to provide y his input to the system; the 
.description of expected output data; the 
specification of all uses of standard data 
elements; and the data limitations of the system. 

The term "data element," as used 
throughout the RDrincludes its related features. 
The term refers to a data element or to its use in 
a data system* often called the "data, use 
identifier." The names and associated codes of 
many data elements have been standardized in 
order to facilitate data exchange and achieye 
commonality in data structures. These standard 
* data elements and data element codes should be 
used whenev'er applicable in all data base files. 

Automated data element libraries have been 
developed and are being used by various 
organizations within the Department of Defense. 
These data element libraries identify and define 
the data- elements used by a ^particular 
oiganization, reference the systems arid files in 
which they are used, and associate these data 
elements to applicable data elements and data 
code standards. When a data processing system is 
designed that uses standard data elements or 
uses data elements that have not yet been 
standardized, any existing data element libraries 
should be updated to reflect the new uses. 

System/Subsystem 
Specification (SS) 

An SS (System Specification or Subsystem 
Specification)* may be 'prepared to guide the- 
development of large projects. If the system 
breaks down readily into subsystems, this 
docu/nent may ' be used to prepare individual 
Subsystem Specifications. A subsystem is herein 
defined as the logical • breakdown of a system 



into separate areas of responsibility, such as 
functions, where each breakdown is composed 
of a program or a series of programs^ If 

, individual Subsystem Specifications are 
prepared, they may at some point be bound 
together to form a System Specification, or a 
separate System Specification may be written. 
Many systems, however, may not logically be 
broken down into smaller 'components because 

•they are already tjrOken down into the lowest 
common denominator. In these cases, a system 
document** outline may be used to write a 
System Specification. r 

The System/Subsystem Specification is a 
technical* * document prepared for systems 
personnel. It is to, be as* detailed as possible 
concerning the environment and the design 
elements in order to provide maximum guidance 
to the program design effort. This- document 
also defines system /subsystem interfaces. It is 
anticipated that the System/Subsystem 
Specification will present more detailed data 
than the FD due to the continuing'design effort. 
However, it sholild be noted that, any 
modification to the scope of the system effort 
should be^ submitted as 1 a change to the FD. 
Subsystem Specifications consider only those 
segments 'of the FD that are applicable to the 
particular subsystem. * 

Program Specification (P^) 

A PS (Program- Specification) may be 
written after the SS (System/Subsystem 
Specification) to expand on its requirements or 
without any SS having been prepared. The PS 
may present modifications of the FD, but it 
should be noted that any modification to the 
scope of the system effort should be submitted 
as a change to the FD. 

9 

The PS is a technical document. The amount 
of detail to be included is dependent upon the 
use to be made of the .document within the 
particular project for \vhich it is prepared. The. 
intent of a PS is to gui^e program .development. 
It is anticipated that the PS will present more 
detailed data than the FD and the related SS as a 
result* of the detailed, progfam.design effort. 
f Furtherance, a PS will consider only those 
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segments of ah FD or SS that are applicable to 
the particular program. 

„ Data Base 
Specification (DS) 

A DS (Data Base Specification)' is generally 
prepared when many analysts/programmers will 
be involved in writing programs that will utilize 
the same data. 

The DS is a technical document*prepared for 
programmers. It is sufficiently-detailed to permit' 
program coding and database generation by the 

. development group^gince this document is 
intended to coverjrfl types of systems, it does 
not^iake specifiCffdata or presentation formats 
mandatory. Developers of any given system are 
best qualified to devise the physical formats 

' mcrst useful and comprehensible to project 
personnel. However, to achieve consistency in 
documentation, the following practices apply in 

* -all Data Base Specifications: 

1. Each graphic ijepres^ntatibn is to be 
followed by a narra'tive explanation. 
„ 2. Each item of information shown in a 
graphic representation is to be consistent with 
standardized data element names, as shown in' 
data element libraries. 

Users Manual (UM) 

The primary purpose of the UM (Users 
Manual) is to serve the needs of the User Group. 
Sections 1 and 2 of the UM present general and 
specific information on a specific computer 
program system. They are directed toward an 
organization's general management and staff 
personnel wha have no need for detailed 
technical information concerning system 
implementation or operation. Sections 3 and 4 
.of the UM address staff personnel but are more 
detailed in the discussions about how to provide 
input to the systen?; how to respontfto requests 
frqgi the system for information; and hoW to* 
make use bf outputs from the system that may 
be «in tjie form of hara copy, CRT displays, or 
the like. Instructions for the" operation of 
specific consoles or terminals may be included in 
sections 5 and 6. If a Users Manual is the only 



document produced for a particular computer 
program, an annotated program source listing 
must be provided. 

Computer Operation Manual (OM) % * 

The OM (Computer Operation Manual) 
contains precise and detailed information on the 
control requirements and operating procedures 
necessary to successfully initiate, run, and 

* terminate the subject system. It is directed 
toward -supervisory- and operator personnel who 
are responsible for the efficient performance of 
their organization's .computer center. These 
readers are interested primarily in detailed 
information "oh the external characteristics and 
operating procedures of a computer program. In 
general, the* manual is written in a step-by-step 
fashion, as opposed to an expository style, in 
prdei; to clarify and emphasize the 'procedures 

^ associated with the c6mputer programs. 

f Supporting, illustrations are concerned with the 
flow of input jftta and output information but 
do not present breakdowns or delineations' of 
the internal logic and flows within a computer 
program. 

Program Maintenance 

.Manual (MM) « 

The MM (Program Maintenance Manual) 
presents general and specific information on the- 
computer program. It is wntten foupersonnel 
who are responsible for the maintenance of the 
computer programs. It describes the computer 
programs in a detailed, technical presentation to 
v assist the maintenance programmer in 
functioning. 



. Test Plan (PT) 



The PT (Test Plan) is a tool for directing^he 
ADS testing and contains the* orderly schedule 
of events and list of materials necessary to effect 
a comprehensive test of a complete ADS. Those 
parts of the document directed toward the staff 
personnel are presented in -non technical language 
and those parts of the document directed 
toward the operations personnel are presented in 
suitable terminology. 
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' Test Analysis Report (RT) 

-The RT (Test Analysis Report) describes the 
status of the computer program system after test 
completion and provides a - presentation of 
deficiencies for review by staff and management 
personnel. Therefore, the document should be 
prepared in non-technical language. 

Implementation Procedures (IP) 

« 

The IP (Implementation Procedures) is a 
toctl for/ directing the installation or 
^<1fftplementation^.of aiTADS at locations other 
r than the test site aftp testing of the ADS has 
beert completed. It may also be used to direct 
the implementation of m^jor modifications or 
enhancements of an ADS which has already 
been installed. Those parts of the document 
directed toward the staff personnel shall be 
♦presented in nontechnical language, and 'those 
parts of the document directed toward the 
* operations * personnel shall be presented in 
suitable terminology. 

PROJECT DEVELOPMENT 

. - «* . » ♦ 

The process of documentation is often 

, identified as a separate phase of project 
development for accounting purpose^. This gives 
the unfortunate impression that notlithg need be 
done to write or prepare documents until the 
~ last^tagefc uf a phase of project development. It 
must be recognized by all personnel involved in 
'project development, particularly the project 
manager* that documentation is a continuing 
part of the developmental effort. Additions to 
the draft documents should be made as 
frequently as possible to avoid the problem of 
preparing the necessary documents after 
programming has been completed/ The 
documentation standards for the Navy have 
been arranged in a way that allows the 
evolutionary creation of the necessary portions 
of the supporting documents. 

When it is anticipated that a document will 
be formalized for managerial review in the 
future, the evolutionary information should be 
added- to the draft. The addition may tak^the 
form* of a working paper in a notebook, 




developed in modular fashibh as it becomes 
knpwn. 

DOCUMENT REDUNDANCY 

A comparison of the types of documents / 
contained in the Documentation Standards will 
show a certain amount of redundancy. This 
redundancy is of two types. Introductory 
material has been included in each type of 
document to provide the reader with a frame of 
reference for reading Ihe rest of the document. 
This information has been included because the 
overall philosophy of these types of documents 
is to provide "stand-alone" documents with a 
minimum * of need for cross-referenciiy;; 
however, cross-referencing is allowed. There is , 
also apparent redundancy in that most types of 
documents specify that a description of inputs 
and outputs, a program summary, and the like, 
be included. The actual uTformation that should 
be included for each of «, these Sterns in the 
various types of jiocuijients is different; 
however, as the information is intended to be 
read by differpm audiences, it must, therefore, 
be prepared" vkxig the terminology that is suited 
to the appropriate audience. If, however, the 
audiences are essentially the $am6, 
cross-referencing is allowed. ' 

ADS PROJECT LIFE 
CYCLE 

Projects evolve through many phases of 
development between the time that an idea to 
create an .ADS occurs an$ the time- that a 
program can produce the needed output. A 
generalized development chart is shown in figure 
7-10/Most of the phases shown* are used on all 
program^ development efforts regardless of the 
size of the project. During project development, 
one phase may v begin before the preceding phase 
has ended with little or no formal management 
review and*evaluation at the beginning~ofieachr 
phase. K 

Initiation * 

Prior to beginning development, certain life 
cycle management planning actions must be 
accomplished. During the initiation phase, a 
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project request for the desired product is 
prepared. This project request may range from a 
verbal request to official correspondence, and 
specifies the objective or general capabilities 
being requested. Also included may be 
information on the point of contact for 
additional data, desired milestone dates, security 
classification, and environmental constraints. At 
this time, initial identification,- justification, aifd 
validation are accomplished. As this information 
is generally specified in separate directives and is 
often limbed by legal constraints if the services 
of a contractor are to be employed, no 
specification of the contents of the project 
request is included in these standards. 

Development 

Dupng the development phase, which 
includes the definition, 'design, and programming 
stages, the project request is analyzed to 
determine alternative solutions and the best 
solution is selected depending on cost factors, 
timeliness of response, manpow&r availability, 
and other factors. If further ADS development is 
indicated, this solution is then designed, 

programmed, debugged, and tested. 

- ~ — — — . 

9 

Definition 

V 

During ' the definition stage, the proposed 
solution must be determined and the managerial 
techniques that will .be used during the 
development must be planned. Included is a 
decision on whether or not a contractor will be 
used and, if so, for what stages (see DOD 
instruction 4100.33). Also included might be a 



determination of the docummtftttfat would be 
produced during the ADS life cydle. 

A Functional Description is normally the 
only document 'produced during this stage. If 
the situation calls for the development of a Data 
Requirements* Document, it may % also be 
produced during this stage, but it is* normally 
completed after the functional description. A 
document preparation chart is shown in figure 
7-1 1 fkr each phase of an ADS project life cycle. 

Design , 

. Following the definition stage, a design stage 
may be necessary if the project is relatively 
complex or is of sufficient size. This allows the 
creation of an intermediate milestone to ensure 
that the development is properly directed. 

If this stage is necessary, a 
System/Subsystem Specification, Program 
Specification, and (if necessary) a Data Base 
Specification may be produced. 

Programming 

/. • » 
During the programming stage, a proposed 
solution created in either the defin^ion or,- 
design stage is translated into computer 
instructions, the ADS is tested, and any errors 
are corrected. 

During this stage the final documentation in 
the form of v a Usefs Manual, a Computer 
Operation Manual, and a Program Maintenance 
Manual may be prepared The Test Plan and the 
Implementation Procedures are also prepared in 
anticipation of the evaluation phase. 
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Evaluation 

When the ADS development has, reached this 
phase, the package of the completed programs 
and the related object documents are thoroughly 
reviewed Jo, ensure their completeness and 
accuracy. \During the evaluation phase, , the 
computer program or system is run and reviewed 
by the personnel who requested its development 
in the project request to ensure that all 
"requirements have been met. The organizatipn(s) 
that will be jjesponsible fdr the operation and 
maintenance of the program or system may also 
be consulted and given an opportunity to ensure 
that its requirements have been satisfied. 
A dditi onally , an im piemen tatio n /installation 
date may be established. 

The Test Analysis Report, if necessary, is 
prepare^ during this phaSe. . 

Operation 

When th^ organizations mentioned in the 
preceding section are satisfied that their 



requirements have been met, the ADS becomes 
operational and is run as needed. Routine 
maintenance to meet changing operational 
requirements is performed and, to the extent 
required, some of the previous stages are 
repeate® This results in revisions to the ADS in 
the revised operation stage. " ^ 

SUMMARY^ 

Documentation is an extremely important 
facet of the data processing community. DP 
technical managers should ensure that all 
documentation developed under their 
supervision is prepared in accordance with the 
references ^ited in this chapter. Time and money 
can be saved if proper documentation standards 
are followed. 

This chapter, appropriate appendixes, and 
^referenced material should « be' reviewed by all 
DP2s and above prior to taking advancement in 
rate exams. 




APPENDIX I 

LIFE CYCLE PHASES AND POLICIES 

A. MISSION ANALYSIS/PROJECT INITIATION 

1. The purpose of this phase is to identify a mission element need (set 
of functional requirements); validate *that jfced; and recommend the 

• exploration of alternative functional concepts tcrsatisfy the need. This phase 
is completed upon approval of the Mission Element Need Statement at 
Milestone^ at a prescribed. organizational level and issuance of authority to 
explore and develop alternative concepts. 

2. The following pblicies apply : 

, a. The Mission Element Need Statement (MENS) shall be prepared 
in accordajMfe with SECNAVINST 523 1 . 1 (Series). - 

b. When feasible, mission needs shall be satisfied through the use of 
existing DoD Component equipment and resources. 



Information ^porting requirements shall be justified and 
approved'under the provisions of DoD DirectiveSOOO. 19. 

/&.*DoD Component or OSD-directed requirements for 
Stan ^ di ^ ation> ' mXt &*& on > or interface with other automated information 
systems* shall be acconunodated. §uch requirements will be explicitly 
identified and documented » 



(1) Clearly identifying AIS wartime role, if any ; and 
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. e. Appropriate measures to specify and safeguard vital management * L 

and operating information, and assure needed^ mobility, effectiveness}, % 
survivability and continuity* of operations in peace and war shall be 
emphasized. This includes: - r 



4 



(2) Designating, secure backup facilities^ making computers as v 
transportable and as survivable as ^principal activities which they support. 
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B. CONCEPT DEVELOPMENT 

1. .The purpose of this phase is to synthesize (or solicit) and evaluate 
alternative methods to accomplish the 'function shown in the approved 
MENS and -to recommend one (or more) feasible concepts for further 
exploration. A determination is made whether several alternative concepts u 
should be demonstrated or that demonstration §hould be omitted.^ 

\ 

a? If demonstration is decided to, be necessary, each functional 
concept selected for demonstration shall be outlined to the point that the 
function has been txpunded and all risks stated. Competitive demonstrations 
are intended to verify that the chosen concepts are sound, could perform in 
an operational environment, and provide a basis for final selection of a . 
concept. 

b. During this phase, modeling and simulation of various concepts 
may be necessary to establish feasible^ functional baselines for further 
exploration. . This phase is completed upon issuance of approval at Milestone 
1 at a prescribed organizational level to demonstrate alternative concepts or 
to proceed directly .to definition and design of an AIS based on- a selected 
- < concept. 

^ ' 2. The following policies apply: 

a. A project manager shall be designated during this phase for each 
major AIS and given authority to manage all aspects of the AIS. A project 
manager may be reassigned during the Concept Development, 
Definition/Desigrt^ System Development phases of a m^jor AIS only with 
the express approval of senior functional and ADP officials. This provision, is 
intended to promote continuity, responsibility and accountability. 

• ' 

b. An AIS to bV used by more than one DoD Component shall be 
assigned to a DoD Component designated as Executive Agent and chartered 
by the Secretary of Defense. 

c. Proposed constraints for the conduct of any demonstration and 
validation Jitivity will be specified for each alternative. The constraints will 
establish tne basis on which to continue or terminate the effort' for each 
alternative through completion of the demonstration. 

d. The interface of ADP, telecommunications, and other supporting 
elements shall be recognized as an integral part of the AIS from'the outset of 
planning and analysis efforts. Technical systems concepts, requirements, 
specifications and costs for communications assets shall be identified and 
coordinated with appropriate communications organizations during this 
phase and throughout the life cycle of each AIS in accordance with DoD 
Directive 4603.1. 

AI-2 
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e. Preliminary requirements fer the protection of information shall 
be identified in this phase and refined during follow-on phases. Such 
requirements shall be in accordance with DoD Directives 5400.11 and 
5200.28 and OMB Circular A-71 , Transmittal Memorandum No. 1. 

f. Necessary contractor versus in-house analysis shall be prepared in 
accordance with DoD Instruction 4100.33. 



C. J3EFIINHTION/DESIGN 

1. The purpose of this phase is to define, fully the functional ^ 
requirements (system/subsystem specifications) and to design an operable 
AIS. This phase is completed when ADP and telecommunications technical 
adequacy has been validated and upon issuance of approval at Milestone II at " 
a prescribedorganizational level to develop fully the system. 

2. The following policies apply: 

a. Functional requirements and processes to be automated shall be 
documented. and validated by an appropriate senior functicmal policy official 
before an AIS design is commenced. As a minimum, the functional 
documentation shall specify functional operational requirements and a 
detailed description of the function to be supported by automation. 



b. Specific objectives expressed in terms of performance measures 
shall be established 'for each AIS project, supported by initial feasibility 
studies, and economic analyses prepared in accordance with DoD Instruction 
7041.3 and refined in follow-on phases. 

\ 

c. A new AIS may be designed only after it has been determined 
that an existing AIS, including .d'ne available from another DoD Component 
or off-the-shelf frorfl industry, .cannot be used or econoi^ically modified to 
satisfy validated functional requirements. 

d. AIS designs shall exploit proven technology. 

e. Ekch AIS shall "be constructed in a modular structure providing a 
direct relationship \>f each module to the mission/function supported, unless 
another design technique is approved as more appropriate. As a goal, the 
overall* AIS will be conceived and sized in a manner ^that will permit the 
development ♦ and evaluation of each module within 9 to 12 months after 
detailed desio^of the AIS has been pompleted. Such practices will 
contribute to^Bc visibility, reliability, maintainability, and reduce the risk 
and cost assoc^Bi with evaluation and validation. 



f. AIS design^shall inclucfe provisions that will facilitate appropriate 
functional and technical aud^ of the AIS. 

AI-3 
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, g. Requirements for specialized functional and technic^ training 
to operate an AlSj including associated time and costs, .shall be identified in 
this time period and updated during follow-on phases. Proper coordination 
and adequate lead time for implementation shall be provided system users 
and training organizations. |f m 
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. D. SYSTEM DEVELOPMENT * 

1. The purpose of this phase is to 'develop, integrate, test and evaluate 
the ADP system and the total AIS. This phase is completed upon approval of 
the AIS by appropriate functional officials' as satisfying the mission need; 
and issuance of approval at Milestone III at N an appropriate organizational 
level to deploy and operate the apprpved &IS. . . * 

2. The following policies apply: 

/ 

4 a. Each AIS development shalj/6e supported by documented plans. 
The scope of ADP system life cycle management documentation shall be 
appropriate to the resource investment contemplated and consistent with the 
principles stated in this Directive and in DoD Instruction 7935.1 (Series). 

b. Where an AIS must operate under both peacetime and wartime 
conditions, the development shall provide for immediate readiness and 
transition from one condition to the other without need for retrofit or 
redesign. 

c. Modern software development concepts such as top down design, 
chief programmer teams, design walk-throughs agd program libraries shall be 
used wherever practicable. 

d. The DoD standard high order programing languages are specified 
in DoD Instruction 5000.31. The National Federal and/or DoD 
specifications* for these languages shall be used. The use of specific DoD 
Standard high order languages in AIS shall be based on the capabilities of the 
language to meet the system requirements as follows: 

(1) Nonstandard high order programing languages may be used 
for classes of applications where, for technical reasons, the use of a DoD 
standard high order programing language would 4iot be feasible. Such use 
shall be approved by the DoD Component Senior ADP Policy Official and 3TT 
information copy of the determinati6n shall be^sent to the ASD(C). 

(2) Machine dependent assembly languages may be used when 
the DoD standard high order programing language does not have the 
capability to accomplish required functions, and whefe it would not be ccfct 
beneficial to have the capabilities added to the DoD standard high order 
programing language compiler. Such use shall be approved by the DoD 
Component Senior ADP Policy Official and an information copy of the 
determination shall be sent to the ASD(C). u t " 
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(3) Use of implementer defined features and vendor supplied 
' nonstandard extensions in high order programing languages compilers shall 
be avoided. 



e. A plan for continuity of operations shall be prepared for each 
AIS in accordance with D oD Directive 3020. 26 . 

u~ Any AIS ' incIudin 8 those that wil1 operate atm'ultiple sites, shall 

be fMd tested at one (or mofe) representative operational sites, using actual 
functional-transaction data, and shall' be certified for adequacy by 
appropriate authority covering functional and' technical interests prior to 
operation. 

g. All components, of the AIS ^functional, ADP, and 
telecommunications 'requirements) shall be managed as configured items. 
The terms, tools and techniques contained in DoD Directive 501'0.19 and 
those developed and approved by DoD Components shall be adopted or 
adapted for such configuration management of an AIS. 

E. DEPLOYMENT AND OPERATION 

1. The purpose of this phase is to (a) implement the approved 
operational plan, including extension/installation at other sites; (b) continue 
approved operations; (c) budget adequately; and (d) cpntrol all changes and " ' 
maintain/modify the Alluring its remaining life using .weli defined 
configuration management procedures. -> f\ 

2. The following policies apply: 

a. No AIS shall be made operational, including an AIS to be 
extended beyond its initial operation test* site, without ensuring that the 
implementation plans, including training and resource availability, are 
sufficient to support the schedule for operations. 

b. Computers designated as transportable field units shall be field 
tested periodically to assure that they can operate in field environments and 
that adequate power supplies and transportation support are available. 

c. Each operational AIS shall be reevaluated on a periodic basis to 
assure that the AIS continues to operate efficiently and to meet functional 
requirements in a cost effective manner. 

d. Prior to upgrading the ADPE of an AIS, the AIS shall undergo a 
performance evaluation and opportunities for sharing shall be explored. 

e. An AIS which no longer serves a significant need shall be 
expeditiously terminated. ft . 
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SECTION 1, GENERAL 



1-1 Purpose of t he Users Manual . This paragraph shall describe the purpose 
of the UM (Users. Manual) in the following words, modified when 
appropriate: ? 

v < 

The objective -of the Users Manual for (Project Name) (Project 
Number), is to provide the user's nomADP personnel with the 
information necessary to effectively use the system. 

c ■ 

1.2 Project References. This paragraph shall provide a brief summary of 
the references applicable to the history -and development of the project. The" 
general nature of the Computer programs (tactical, inventory control 
war-gaming, management information, etc.) 'developed shall be specified A 
brief description of the system shall include its purpose and uses. Also « 
indicated shall be the project sponsor and user as well as the operating 
centef(s) that wih\ run the completed computer programs. At Jeast the 
following documents, when applicable, shall be specified by author or 
source, reference number, title and security classification. 

a. Project request. > ' 

b. Pi^viously-publishe\d documentation on the project. ,r~r 

i v / ' 

c: Documentation concerning related projects / * 

* A \ » • • 

d. Standards or reference documentation, such as- 

* 

(1) Documentation standards and specifications! 
. (2) Programming conventions. 

■ (3)DoD or Federal standards (data elements, programing 
languages, etc". , 



Tefas and Abbreviations. This paragraph shall provide a list or include 
appendix any terms, definitions or acronyms .unique to. this document 



1.3 Te^ 
in an at 

and subject to interpretation by the user of the document. This list will not 
include item 'names or data codes. 



1.4 Security. This paragraph shall contain an overview and discussion of 
the security considerations associated with the data of the systeni 

" 4 * 

1 • L . 
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SECTION 2: SYSTEM SUMMARY 

» 

2.1 System Application. The uses of the ADS in supporting the activities- 
of the user's staff shall be generally Stated and explained. The description 
shall include: . ' 

a. The purpose, reason, or rationale of the system. - ^ 

b. Capabilities and operating improvements provided by the system. 

c. Additional -features, ^characteristic?, and advantages considered 
appropriate in furnishing a clear, ^neral description of the system 
and the benefits derived from it. 

d. Functions performed by the system, such as preprocessing or 
postprocessing data input or output from a primary processor^ 
maintenance of data files; display of submarine, surface or aircraft. 



etc. 

2.2 System Operation. ** This paragraph will show the relationships of the 
functions perf6rmed l by the system with the organizations or statiojis^that 
are sources of input to the system aftd those that are recipients of output 
from it. Included Shall be charts and a brief narrative description including 
only the who, what, wfiere, and why concerning the inputs and outputs 
shown on the chart. 

2.3 System Configuration . A brief narrative description of the equipment 
used b£ the system shall be given. It may irfclude the type of compffferand 
input and output devices. * • , < 

2.4 System Organization. The* objective of this paragraph shall fee to 
present a general overview df the organization of the system. The 
presentation shall show, as appropriate, the logical parts of the system (such' 
as subsystems and programs) *and a brief description of their role in the 
operation of the system. * , - 

2.5 Performance. This paragraph shall- present a description of the 
overall performance capabilities of the system, including how it meets the 
information requiremervts of the staff or how it supports associated 
activities. Performance measures and information of interest are represented 
by the following examples: * * 



a. -In^it- 



Types, volumes, rarte of inputs accepted. 



b. Output-types, volume, accuracy, rate of. outputs that the system * - 
can produce. % r - 
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c. Response time-nnclude. qualifications, where necessary, that 
affect response time in 'processing operational reports, such as 
listing a tape, compiling an object program, etc. Type and volume 

, of input and equipment configuration are examples of items that 
may influence running time and, consequently, response time. 

d. Limitations-for example, maximum size per unit of input, 
forniat constraints, restrictions on what data files may be queried 
and by what location, ianguage constraints. v 

' ' > - \ • . 

e. brror 'rate-capabilities for detecting various 'legal s and logical 
9 errors and the means proved fot error correction. 

f. Processing time-show typical processing times. * 

m g. -Flexiflfcty-note provisions allotting extension of the usage of the 
system. \ 

h. Reliability-note system provisions that support, for example, 
alternate processing or a switch-over capability. 

2.6 Data Base. The data files that are referenced, supported, or kept 
current by the system shall be identified in functional terms. The brief 
description should include the type of data in the file and the usage made of- 
it. If the system does not have avfile query capability as described in Section 
4, this paragraph will include a description of the data elements included ih 
the database. For each data element may 'be listed information such as^the 
foHowing: 

a. Data element name 

b. Synonymous nar^ie 

c. Definition 

c • • * 

d. Format 

-e. Range of values ^ ^ 

f. Unit of measurement. 

** * 

g. Data item names, abbreviations and codes 



c 



When the information is pushed in a data element dictionary, 
reference to an entry in the dictionary will be made rather'than including an ' 
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extract from that dictionary. Any variations in either the inputs or, outputs 
from the format or data items that will be used on the data base of the ADS 
m*(st be specifically identified. 

7 • ' % 

2.7 General Description of Inputs, Processing, Outputs. This paragraph 
shall present a general narrative description of the inputs, the flow of data 
through the processing cycle /and the resultant outputs'. 

a. Inputs. In describing the inputs, consideration shall be given to the 
following: % 9 

(1) Purpose of input— explain why the input is made to the 
program system and- note conditions or events requiring its 
submission. ^ 

(2) Content of input-describe what the input contains in the way 

of operational,' control, or reference data. , " 

«. « * • 

V * * ' ' 

(3) Associated inputs-describe any other inputs required by the 

system in addition-tathe direct.input. 
> C4) Origin of iijputs-identify the source or preparer of the input. . 

(5) DataT' files-identify in general or functional .terms the'data* 
files^associated with the input 

• > * ' » 

(6) ^Security considerations. . . ' , 

(7) pther— include additional remarks of general information. 

$ b. Processing. In this paragraph, the relationship of the input to the . 
output should be described with a general description of the flow of data 
through the processing cycle. / A 

■« . 

c. Outputs. In 'describing the outputs, consideration should be given 
to the following: 4 

(1) Output-list the outputs produced by' the program system 
showing their relationship to tl)p inputs. 

(2) Purpose of output-explain the reason for* tjie output and 
note conditions or events that require its geneh^tion Dy the- . 
system. f/vl* 
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(3) Content of output-describe in general terms the information 
provided by the output. , 

(4) Associated outputs-reference other system outputs that 
complement the information in this output. * 

(5) Distribution of outputs-note the recipients in the organization 
who receive this dutput. i 

(6) Security cbnsiderations. 

(7) . Other-describe additional items of general information. 

i 
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SECTION 3. STAFF FUNCTIONS RELATED TO TECHNICAL 
OPERATIONS t 

Section 3 of the Users Manual shall provide the details necessary to'prepare, 
staff inputs to the system*. The logical arrangement of the information shall 
enable the staff and functional personnel .to prepare required inputs. In 
addition, this section will explain in detail the characteristics and meaning of 
the information the program system produces as outputs. If an exclusively 
batch processing system or an exclusively online system is being described, 
the follpwmg paragraphs should provide the necessary procedures for the 
staff to' utilize the system. If an onliije system with batch processing'- 
capabilities is b^ing described, this paragraph may reference the manual that 
' describes the terminal operations and the following l>aragraphs«nay detail •' 
the procedures to be* followed f$r the batch processing runs, or both may be 
presented herein. Optionally, the following information may be presented 
with each capability. 

- ♦ 

3. 1 Initiation Procedures. The procedures that must be followed to initiate 
system operation will k be detailed in this paragraph. Included may be 
information such as sample job request forms, sample control card formats, 
or log-on procedures to bemused for Online terminal operations. If these 
procedures are standard or are detailed in another manual, that manual will . 
be referenced. * % 

3.2 Staff Jnput Requirements. The requirements to be observed in 
j preparing entries to the program system shall be delineated in this paragraph 

for each different type or class of input. Typical considerations are the 
follQwing: . N 

a. Cause of input-note what .operational conditions require the 
submission of the input (e.g., catastrophe, normal status report, 
need to enter parameters in a source program, need to update data, 
the 1 desire to obtain particular data, the need to respond to a ' 
particula%display). r0 

s * 

b. Time of input-specify when the input ^must be prepared (e.g., 
periodically, randomly" as a function of an operational situation). 



v c. Origin of input-identify* the staff unit or station authorized to 
generate" the input. ^ 

ci. Medium, of input-note the medium used to enter the input (e.g*, 
. keyboard, punched»card; magnetic or paper tape): 
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e. Associated inputs - refeipnceiahy related inputs that are required 
to be entered at the^fcfhe timfe as this input, 

f. Other -^no^any other applicable information', such as other 

; recipients of the inputs; priority; security handling; variations on " 
the basic input format using code or key indicators; limitations on 
what files may be interrogated by a particular type of input. 

3.2.1 Input Formats. The layout form(s) used in the 'initiafpreparation of 
program system inputs shall be illustrated and the information which may be 
entered onftfhe various sections. and lines explained. The. explanation of. 
each entry provision shall be keyed to the sample form illustrated. 

" 312 Composition Rules. This paragraph shall provide a description of the 
language and th&grammatical rules and conventions that musibe observed in 
order to prepare input that can be accepted by the program- system. The 
rules of syntax jtisage of punctuation; etc. will be explained. Items for ' 
consideration mfl&nclude the following: 

' ' ■ i 

/ a. Input length -e.g., 100 characters maximum. 

v. » • • 

. * 

• b. Line length,-e.g.. 30 characters maximum. 

c. Format-e.g., all input items must be left-justified. . / 

d. Labeling-i.e., usage of tags'or identifier to denote major data sets 

to the system. „ ""-',.# 

e. Sequencing-i.e., the order ai\d placement of items inrfie input. 

f. Punctuation*-i.e., spacing and use of symbols (virgule, asterisk, 
character combinations, etc.) to denote start and'end oiinput, of 
lines, of data groups, etc. 

g. Combination-i.e., rules forbidding use of particular 
parameter sets in an input. — 
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3.2.3 Wit Vocabulary . This paragraph .shall explain the legal character 
combinations or codes that must be used to identify or compose input 
items. 1 Included may be codes for submission or operational status, 
inventory items, statements or- operations. * 

3.2.4 Sample Inputs. Each cla$s or type of input acceptable by the system 
shall be illustrated. An introduction will be given as to what the sample 
represents. A complete explanation shall follow, describing the significance 
or the subsections of the sample. input. Included in the explanation may be 
information on tjie following types of inputs: * * 

a. Header-containing entries that denote tjie input class or type, 
, date/tinje, origin, instruction codes to the system, etc. 

b. Text-containing the subsections of the input representing data 
for operational files, request parameters for an information 
retrieval program',etc. 

Trailer-containing control data denoting the end^bf input and 
any additional control data. 



c. 



e. 



Omissions— indicating thpse classes or types of input that may be 
omitted, at the option of the composer or because -pf particular 
circumstances concerning the input. 

Repeats-indicating those subsections of the input that may be 
] repeated'up to a specified maximum number of entries, if required. 



v. 1 An appendix may be provided containing an alphabetical listing of item codes that can 
^be entered into an ihput to the system or that canappear on an output fromthe system, 
afid an alphabetical lifting of functional or generic categories, e.g., materiel control, 
weather, ship type. Each of these basic categories will contain an alphabetical listing of 
associated data items* and their code representation. If extensive lists of codes have 
jfously been promulgated in final ljprm, those lists shall be referenced. * 
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3 - 3 Output Requirements. The requirements, relevant to each class or type 
of output shall be described. Representative information that may be 
included for each class of output is: ' 

a. Purpose,- the' reasons why the output is generated, e.g., the desire 
.to obtain particular data, due to the existence of an "exception" 
situation, to identify different operating units at different ranges. 

b. Time-whether' the output is randomly or periodically produced. 

If produced periodically, the period must be specified." 
/ 'a, 

c. Options-arty modifications ot variations of the basic output that 
are available. ' 

■ 

d. Media-physical form of the output, such as printout, CRT, tape 
cards. • • , * • 

. e. Location -where the output is required" to appear, such as, in the — 
computer area or remotely at a- particular physical area or station. 

f. Other-any additional requirements for this output, such as 
priority, security handling, associated outputs that complement the * 
information in this output. ' *, 

y . . 

3.3. 1 Output Format's. The layout in which .each class 'or type ofisystem 
output is presented shall be explained in. detail. Explanations shall be*eyed 
to particular par^s of the format fflustoted. Appropriate information that 
may be provided includes the followingr , " 

' " *__,*. ** .. .' . » 

a. Header-the title, identification, time, number of output parts, 
and similar basic control data that mayjbe contained in the header 
or control segment of the output shall be described. . 

\ I 

b. - Body-the information that may appear in the body or text of the ' 

output must" be explained. Described shall be the significance of 
fixed data, such as columnar headings in tabular display types of 

- output. The existence of sublets or sections in the -output, form at • 
(e.g., part A, ^art B) should .be noted. Ih card/tape output, the 
position ,or column locations allocated to specific 'output 

" information should be described. 
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c. Trailer-the control . or ' reference information that may be 
appended to the body of information presented shall be discussed. 

Additional characteristics concerning the make-up of outputs may 
include information such as the meanings of special symbols, etc. 

"3.3.2 Sample Outputs. Illustrations of the output obtainable from - the 
system shall be giv$n fojr^each different class or .type. The function or 
purpose of the output shall be explained. A detailed description including 
information such as the following may be provide^d^ % 

b a. Definitioh-the meaning and use of^ach information variable for 
the reader or user. . m H \ 

b. Source-item extracted from a specific input, from a data base 
file, calculated ]>y sysjem, etc. 



c. Characteristics— concerning omissibility of tye item under certain 
conditions of the output generation, range of Values, unit of 
% measure. , . 



3.3.3 Output Vocabulary . Any codes or abbreviations that appear in the 
output in i form different from those usecteon the input described in 
paragraph 3.2.3 shall be described in this paragraph. 

S . : v • 

3.4 Utilization of System Outputs. An ; explanation shall be given of ti^e use 
of the output by the operational .area or. activity which receives it. For 
example, a. summary report of POL (petroleum, oil, and lubricant) stocks 
may be received by a materiel control activity and, depending on the 
information in the repo^tV action might be required to initiate the purchase 
or transfer of /stpcks to a particular location; the appearance of a blinking 
symbol on a GIT may require keyboaifd entries by several stations; etc. 

■r . 1 • 

3*5 Recovery and Error Correction Procedures. A list of the error codes 
generated by the application program and the corrective actions to be taken 
by the user to correct the condition shall be included within this paragraph. 
Also included in this paragraph shall be the procedures to be followed by the 
user to ensure-that any recovery and restart capabilities caft be utilized*. 
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SECTION 4; FILE QUERY PROCEDURES , 

* ♦ 

This section shall be prepared for those ADSs with a file query retrieval 
Capability. The instfGctions necessary for recognition, preparation, and 
processing of a query applicable to the data base shall be cited in detail. The* 
descriptive techniques illustrated in paragraph 4; 1 , 4.2, and 4.3 shall be 
utilized as applicable. 

4.1 System* Query Capabilities. This' paragraph shall illustrate in tabular 
form the preprogrammed query capabilities provided by the system with, a 
cross-reference to a query card format or query statement. An example is 
shown in Figute 4-01 . 

4.2 Data Base -Format. This paragraph shall illustrate the data base format 
and coritent. An example is shown in Figure 4-02. If applicable, the format 
shall* show * both the data which are not subject to queries and the data 
which, even though not specifically requested, are extracted for some 
queries. For each data element may be listed informatidn sudh as the 
following: • 

a. Data, element name 

b. Synonymous name * 

c. Definition * 

d. Format 

e. Range of values 

f. Unif 6i measurement * 

-g. Data item names, abbreviations and codes 

When the information is published in a data element dictionary,- 
reference to an entry in the dictio'hary will be macp^ttier than including an 
extract from that 'dictionary. Anyyariations in eitherUie .inputs or outputs 
* from tha format or date items th^t are'used^on the data base must be 
specifically identified.- f ; • . 

' 4.3 Query- Preparation^ jnsjEg^^ be provided^ for the preparation 

. of any necessary §uefy title, refqi^T^n'd parameter input- The details of 
> query inputpreparation in th^^^^t^f each "specific data base- and system 
retrieval capability shall -be reqw^is necessary in the form of positive 
instructions. In cases when thef retrieval Capability is part of a support 
program system-and ; queiy inputybrmats are not needed; the specific query 
statement required shall be -listed. ^Figure 4-04 shows a specific query 
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QUERY 



QUERY CARD FORMAT 



Numbers of employees within an organization 
Number of employees in a specific pay grade 
Total gross pay for employees within. an organization 
State tax year to date for a specific state "* 
FICA tax year" to date for a specific employee 
Total deductions for a specific employee 
Net pay for a specific employee 



A 
C 

b 

< E- 
F 
G 



FIGURE 4-01. Example of Preprogrammed Query Capability 
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ITEM NAME ' 
ORG-NAME 
ORG-ID 
SOC-SEC-NO 
NAME 

PAY-GRADE •-• 
GROSS-PAY 
GROSS-PA Y.-YTD 
FED-TAX 
FED-TAX-YTD 
FICA • 
^FICA-YTD 1 . 
STATE-TAX 
STATE-TAX-YTD 
STATE-TAX-CODE 
ALLOTMENTS 
NET-PAY 



\ 



•RECORD 
POSITIONS 
I>30 

31-36 

37-45 
J46-65 . 

66,-69 

70^ ' ■ 

76-89 
'* 84-89 \ 

90-97 

98-103 
104-111 
112-117 
118-125 
126-127 
•128-133 
1^4-139 



KIND OF DATA 



Alpha-numeriq 
Alpha-numeric 

' Alpha-numeric 
Alpha-numeric 
Alpha-numeric 
Signed-numeric 
Signed-numefic 
Signed-numeric 
Signed'-numeric 
Signed-numeric 
Signed-numeric 
Signed-numeric 

-Si^fled»numeric 
Alpha-nujneric 
Signed-numeric 
Signed-numeric 



FIGURE 4-02. Example o£Data Record Format > 
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FORMAT OF QUERY CARD A (NUMBER OF EMPLOYEES WITHIN 

AN ORGANIZATION) 



QUERY ITEM TITLE - 

Query Designator 
File Number 
Query Number 
Security Classification 
Query Card Format Code 
Organization 



BEGIN IN 

CHAR. POS. CONTENT/COMMENTS 

I* Q Constant 

2 .01 Constant 

4' 01 First Query 

10 U Unclassified 

12 A. 

14 Insert ORG-ID Code as 

requested^ by query. 
Refer to data format 
for applicable code. 



FIGURE 4-03. Example of Query Card Format 



INFORMATION PROCESSING SYSTEM 

Request -No. of employees within an organization 
(Office of Secretary of Defense) 

Queiy Statoment-IF ORG-ID EQ OSD LIST NO OF 
EMPLOYEES 



FIGURE 4-04. Example of Query Statement 
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statement. The formats provided will be u$ed by control personnel to 
transcribe queries into the technical phrasing of the retrieval system. 

;4.4 ConJtol Instructions. Instruction shall be provided for the control of 
tile sequencing of runs and of the pWrairt necessary to extract the response 
to the query request from the data ba3e. These instructions shall include *ie. 
requirements for, and the preparation of, control cajds which may be 
required by the system or. application programs, 'If extensive information 
concerning cqntrol card preparation is contained in support system 
documentation, this documentation may be referenced. 
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SECTION 5. TERMINAL DATA DISPLAY ANEL RETRIEVAL 
PROCEDURES 

% 

5.1 Available Capabilities. The dajta display ,and retrieval capabilities 
available through terminal operations will be stated and explained in gener 
terms. 

5.2 Data Base Content . This 'paragraph will discuss the content 
applicable, the format of the data base used by tfie system with emp] 
the relationships among- the data that can be displayed or retrieved. 




5.3 Access Procedures. Presentee! in this paragraph will be the sequence of 
steps required to access the data base. Included will be Such information as 
the name of the system or subsystem being called and Qther control 
information. 

5.4 Display and Retrieval Procedures . Paragraphs 5.4.1 through 5.4.n will 
describe the step-by-step procedures necessary tQ, produce the various 
displays and retrievals that are available through the use of a terminal. For 
each procedure information such as the name of the operation, input 
formats, and sample responses may be included. • v 

5.5 Recovery and Error Correction procedures. ' Error codes and messages 
should be provided indicating their meanings and any corrective actions that 
should be taken. 



5.6 Termination Procedures . This paragraph will present. the sequence .of 
steps necessary to terminate the display or retrieval operation. 
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SECTION 6. TERMINAL DATA UPDATE P]R0CEPUI*ES ^ 

£.1 Frequency . This paragraph will dqscribe^he frequency of data updates 
from terminals. Information such as the Events that caused the update may 
be included. 

* 

6.2 Restrictions. This paragraph shall describe any restrictions on updating 
'the dafa base! Included may be such factors as: 

— > -jf a. The offices or personnel authorized to update. 

* b: Time periods when such updating is allowed-. 

c. Information forensuring that only authorized updates are allowed. 

6.3 Sources. Included in this paragraph will be a list of the sources used to 
obtain the data that will n^ake up each update. 

6.4 Access Procedures* Printed in this paragijaph wifl be the sequence of 
steps required to access the dfcta base. ''Included will be such information as 
Ithe name of the system or subsystem being called find other , control 
information. 

6.5 Update Procedures. Paragraph 6.5T1 through * 6.5.n t will provide 
information to enable an authorized ufcer to update data in the systeih data 1 

♦ base using a terminalHFor each type oftsgdate procedure information such 
as the name of the operation, input forrhat^nd sample responses may be 
included. 



s 



6.6 Recovery and Error Correction Procedures. ! Error codes and messages 
should be prqvided indicating their meanings and any corrective actions that 
should be taken. Any user initiated recovery procedures and validity checks 
should also be included in narrative form. 



cn + ■ < 4 ' ' ' 

6.7 Termination Procedures, This paragraph shall present the step-by-step 
sequence oT actions necessary to terminate the update. ~" 
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SECTION 2. SYSTEM OVERVIEW . 1 




V 


" ' * * r * 

2,1 System "Application. A brief description of the system including its 1 • 
purpose and uses shall be provided. ' j 






2.2 System Organization. This paragraph shall describe the operation of [ . 
the sys'tem by use of a chart Showing 'the data processing operati<?ns, ' . 
including hoW the different operations are interrelated. If sets of runs are j- 
^grouped by time periods or cycles, then each set of integrated operations j ' 
required on a daily, weekly, etc. basis will be presented. If runs may be 1 
gjaupSd logically, by organisational level,, the groups of runs, that can be '** 
performed by each organizational level such as headquarters processing, field \ 
activity processing, etc., shall be presented. ' ( /• 


» 

... 


. / 


2:3 Program Inventory. This paragraph shall provide an inventorv of the/ 
various programs. This listing shall include the program full name, program 
IP, as wfell as security consideration of the programs and identification of 
those programs necessary to continue or resume operation of the ADS in 
case of an emergency. * , . 


- 


A 
1 


2.4 File Inventory. This 'paragraph shall list alf.oermanent files that dre 
referenced, created, or updated by the system. This listing shall include 
information such as the fUe name, file ID, stojage medium And required 
storage (number of tapes or disks) as well as security, considerations. The \ ^ 
' t listing shall also identify those files necessary to continue or resume 4 
operation of the ADS in case of an emergency. " . I 






2.5 Proqessing Overview.: This paragraph will orovide information which is 1 
applicable to the processing of the system. Separate paragraphs may bJ used 
us nceucu to cover system iesincuons, waivers oi* operational standards, 
information oriented toward specific support areas (e.g., library, /EAM - 
support) or othef processing requirements such as Ihe following: / 


1 




1 a. Interface with othjsr systems. . . ; j 






b. Other pertinent system-related information. *\ h~ . 


9 


> 


. , 2.6 Security.- This paragraph shall contain an overview and discussion of 
the security considerations associated with the data of the system. / 
* 

* * / * 

/ ^ 

» 0 i 
i t * / 
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SECTION 3, DESCRIPTION OF RUNS* 

0 

- \ t 

• Section 3 of 'the Computer Operation Manual shall provide a description of 
'the <runs fqr operations and scheduling personnel to allow accurate and 

- "efficient scheduling-" of; operations, assignment, of equipment,, the 
management of input and output data, and restart/recovery procedures. In 
online systems* some" information about system operational control will be 
related to the capabilities of the operating system and other information will 
need iOLbe .presented in a manner more .directly, useful to operators of onHhe 
terminals. Much of the necessary information should be included in figures 
J' with additional information that is specifically oriented to the hardware and 
software set being used. ' f 

3.1 ' Run Inventory . Thi^ paragraph shall provide delist of the various runs 
(i.e. v programs,-jobs) that may be made by the system and include a brifcf 
summary of the purpose of the run. This list should relate to the ryns that 
are included in the remainder of this section and should show the programs 
that are executed during the run.. - 

- < 

3.2 Phasing. This paragraph* shall provide a schedule of acceptable phasing 
' of the program system into. a logical series of operations. A system run may 

be phased to permit manual or semiautomatic checking of intermediate, 
results, to provide the user with intermediate results for other purposes, or 
lb permit a logical break* if higher priority jobs are submitted. An example of 
the minimum division for most systems would be edit, file update, and 

t ' report preparation. 0 

v * 

3.3 Run Description (Identify) . Paragraph 3.3 through 3.n will provide the 
detailed information needed to execute runs of the sytem. The information 

* provided* yill be organized in a manner most useful to the operating centers 
\ and operations personnel that will peiform the rurfs. ' , 

«» » • 

3.3.1 Control Inputs . This paragraph shall provide a listing of the runstream 
of job control statements needed to initiate t|ierun. ,., # 



3.3.2 Management Information. This paragraph shall present the information 
needed to manage the run including, for example, the following infornyflBon: 



Y 



a* Run identification. 

b. Peripheral and resouce requirements. 

c. Security considerations. 

3 
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d. Metjiod Qf initiation, such as on request^as a result of another run, 
at a predetermined time,*etc. 

e. Estimated run time. ; 

f. Required. turnaround time. ' ' 

g. Messages and responses. 

— ^ Procedures for taking check points. - ■ * . . 

i. Waivfers from operational standards. 

j. Contacts for problems experienced with the run. 

3C3.3 Input-Output Files, This paragraph shall Kst information about the files 
that serve as input to or that areicreated or updated by the run/Included for 
each fi^ should be Information such as the following: 

a. File name. 



b. Security and privacy. ' 

c; Recording medium. 

d. x Retention schedule.. 

e. Disposition of file. „ • j , ' 

3.3.4 Output Reports. This paragraph shall list information about the reports ' 
that are produced during the -run. Included for e&ch report should 'be 
information-such as the following: 

a. Report identification./ 

'b. Security and privacy. • v , **• 

. c. Medium (i.e., hardcopy, tape). ' . * 

d. Volume of report. ^ 

e. Number of copies. * ^ 

£ Distribution of copies. • 

3.3.5 Reproduced Output Reports . This paragraph shall provide information 
about those computer-generated reports that are subsequently reproduced 
by other means. Included for -each report shall be information such as the 
following:, tJ 

■ ) : • ' • ■ . 
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a. Report identification. ^ 

b. Secunty and privacy. 

c. Reproduction technique. 

»» * , 

d. Paper si?e. 

e. Binding method. • ' • " 

f. Nunlber of copies. 

g. Distribution oT copies. . , • 

• -\ * 

3.3.6 Restart/Recfrery Procedures, this paragraph shall provide infbrmation 
to the operations Alter personnel concerning restart/of a system failure/ 



3.4 Run Description (Identify). /Paragraph 3.4 will present information 
about the second ran in a manner similar to that used in paragraph 3.3. 
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SECTION l.'GENERAL DESCRIPTION 



1.1 .Purpose of the Program Maintenance Manual. This paragraph shall 
describe the ^purpose of the MM (Program Maintenance Manualjt in the 
following words or appropriate modifications thereto: * 

The objective for writing this Program Maintenance manual for 
z - ^(Rrojqct Name) (Project Number) is to provide the maintenance 
programmer personnel with the information necessary to effectively 
maintain the system. ^ ' \ 

„ 12 Project References. This paragraph shall provide" a brief summary of 
the" references applicable to the history and development 9f ti^)roject. The 
general nature 4 of the system (tactical,- inventory control, 4 war-gaming, 
management information, etc.) developed sKall " be specified. A brief ^ 
description of this s^tem shall include its ^purpose and.uses. Also indicated 
shall be the project sponsor and user as well as the operating centers) that 
will run the completed computer programs. At least the following 
documents, ^wheq applicable* shall be specified by author or source, 
reference number, title and security classification: 

a. Users Manual. ' > 



b. - Computer Operation Manual 

c. Other pertinent documentation on the prdject. 



1.3 Terms and Abbreviations. This paragraph shall provide a lister include 
<^'in an appendix any terms, definitions or acronyms uniqye to this document 
»• and subject to interpretation by "the user of the document. Thislist will not 
* include item names or data co<Jgs. % - 
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SECTION 2. SYSTEM DESCRIPTION 



2.1 System Application. The purpose of the system and the functions it 
performs shall be explained. A particular application system, for example, 
might serve to control mission activities by accepting specific inputs (status 
reports, emergency conditions), extracting items of data, and deriving other 

* items of data in order to produce both information about a specific mission 
and information for summary reports. These functions'shall \e related.to 
-paragraphs 3.1, Specific Performance Requirements, >and 4.2," System 
Functions, of the FD (Functional Description).' 

2.2 Security. This paragraph shall contain an overview and discussion of 
the security considerations associated with the data of the systems 

' 2 - 3 General Description. This paragraph will provide a comprehensive 
description of the system, subsystem, jobs, etc. in terms of their overall 
funptionf^This description will be accompanied by a chart showing the 
interrelationships of the major components of the system. 

2A Program Description , The purpose of this paragraph is to supply details 
and characteristics of each program and subroutine that would be of value to 
a maintenance programmer in understanding the program and its relationship 
,to other programs. (Special maintenance programs related to the- specific 
system being documented will be discussed under paragraph 4.4, Special 
Maintenance Procedures.) This paragraph will initially contain a list of all 
programs to be discussed, followed by a narrative description of each 
program and its respective subroutines under separate paragraphs starting 
with' 2.4.1 through 2.4.n. For each major item listed below include any 
applicable information on security considerations. Information to be 
included in the narrative description is represented by the following items: 

a. Identification-program title or tag, including a designation of the 
version number of the program. 

b. Functions-description of program functions and the method 
used in the program to accomplish the function. 

c. Input-description 'of the. input. Description used here must 
include all information pertinent to maintenance programming 
including: 

£• ( 1 ) Data records used by*fhe program during operation. 

(2) Input data type and location(s) used by the prdfram when its 
operation„begins. 
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- (3) Entry requirements Concerning the/initiation of the program. 




< 

1 


> 


«■ d. Processing— description * of the processing, performed by the 
program, including: < .. 

. (l)M^jor operations-m^jor operations of the program will be 
' described. The description ^may reference chart(s) which may 

be -included in an appendix. This chart will, show the general , \ m 
logical flow^Of operations, such -as read an input; access a data 
• record, nwjor decision, and print ah output which would be ♦ ^ 
' represented by segments -or subprograms within the program,, f - 
; Reference may 'be made to included charts that present'each „• 
major operation in more detail. 


% 


✓ 

< 


% * 
* * 


^(2) Major y branching conditions providedln the program. . ■ 

• (3) Restrictions that have been designed into the system with 
,rfespect to the operation 'of this progfai^o&any limitations on 
the use of the program. *~ ^ 

(4) Exit requirements concerning termination of the operation of 

the program. <• 

# • 

(5) Communica^ons or linkage*' to the next logical prbjgram* 
(operational, control). ' • 


> 


« 




(6) Output data type and' location(s) produced by the program for 
use by related. processing segments of the system. . , 

(7) Storage-Specify .the amount and type of storage required to „ 

use the program . 9 and the broad parameters of the storage * 

s locatibns needed.", * . 

f • < 






0 

1 

/ 


e. Output-description of the outputs produced by the program. ■ 
While this description may reference output described in the Users 
Manual, any intermediate, output, working files, etc., should be 
.described for the- benefit of the maintenance programmer. * 

f. Interface'Sr-description of the interfaces to and from this program. 




- <* 


r 


7* g. Tables^hd Items-provide details and characteristic of the tables • 
and items within each program. Items not part of a table must be 

j * 

* 

* * 
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. Usted separately. Items contained within a table may be referenced 
from the table descriptions. If the data description of the program 
provides sufficient information, the program listing may be 
referenced to provide some of the necessary information. At least 

- toe following will be included for each'table: - _T 

- V r ' * '. ^ 

(1 ) Table tag, label or symbolic name. 

(2) Full 1 name and purpose of the table. 

(3) Other programs that use this table. 

'(4) Logical. -divisions within" the table* 1 (internal table blocks or 
J parts-no t eri tries). 

■ 

(5) . Basic table structure (fixed pr variable length, fixed or variable 
entry structure). t , 

(6) Table' layout (a graphic presentation should be used). Included 
m supporting.description should.be table control information, 
details of the structure^of each type of entry, unique or 

. significant characteristics of the use of the -table, and 
' information about the names' and legations of items within' the 
table. 

(7) Item-the term '-'item"' refers- to a specific category of detailed 

■ information- that is coded for direct and -'immediate 
manipulatlpn by a program. Used in this sense, the definition 
of an item is machine -and program-oriented rather than 

■ operationally oriented. Of primary' importance is an 
explanation of the use of each item. At least the following will 
be included for each item: 

(a) Item tag or label and full name. 

' (b) Purpose of the item. 

(c) Item coding, depending upon the item type, such as 
integer, symbolic,- status, etc. • 

Unique Run Features^escription of any unique features of the 
running of this program that are not included in the Computer 
Operation Manual. 
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SECTION 3. ENVIRONMENT ' 

3.1 Equipment Environment. This paragraph shall discuss the equipment 
configuration and its general characteristics as they apply to the system. 

3.2 Support Software. This paragraph shall list the various support 
software used by the system and identify Jhe version or release number 
under which the system was developed. v 0* 

3.3 Data Base. Information in this paragraph shall include a complete 
description of the nature and content of each data base used by the system 
including security considerations. 

3.3.1 General Characteristics. Provide a general description of th&- 
characteristics of the data base, including: 

a. Identification-name and mnemonic reference. List the programs 
utilizing the data base. * 

b. Data Permanency-note whether the database contains static data 
that a program can reference, but may not change, or dynamic data 
that can be changed-or updated during system operation. Indicate^ 
whether the change is periodic or random as a function of input 
data. 

c. Storage -specify the storage media for the data base (e.g., tape, 
disk, internal storage) and the amount of storage required. 

d. Restrictions— explain an /"limitations on the use of this data base 
by the program in the system. 

3.3.2 Organization and Detailed Description. This paragraph will serve to 
define the internal structure of the data base. A layout will be shown anS its 
composition, such as records^ and -tables, will be explained. If available, 
computer-generated or other listings of this detailed information may be 
referenced or included," herein. The following items indicate the type of 
'information desired: 

a. Layout-show the structure of the datd base including records and 
items. 

b. Sections-note whethef.foe physical record is a Jogical record or 
one of several that constitute a logical record. Identify, the record 
parts, such as header or' control segments and the body of the 
record. ' 
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Fields-identify each field in the record structure and, if neces- 
sary, explain its purpose. Include for each field the following 
items:' • 

/ * ' 

(1) -Tags/labels-indicate the tag or label assigned to reference each 
• field. 

* : ' i 

(2) Size-Ir)dicate the length and number of bits/characters that ' 
mike up each data field. 

(3) Range-indicate* the range of acceptable value for the field 
enhy. . 

Expansion-note provisions, if any, for adding additional data 
fields to the record. 
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SECTION 4. PROGRAM 'MAINTENANCE PROCEDURES 

Section 4 of the manual shall provide information on the specific procedures 
necessary for the Wogrammer to maintain the programs that make up the 
system, y 

4,1 Conventions, This paragraph will explain all rules, schemes, and 
conventions that have been used within the system. Information of this 
nature 'could include the following items: 

a. Design of mnemonic identifiers and their application to the tagging 
or labeling of programs, subroutines, records, data fields, storage, 
areas, etc. , 

<* 

b. Procedures and standards for charts, listings,* serialisation of pards, 
abbreviations * used in statements and remarks, and symbols 
appearing in charts and listings. 

c. The appropriate standards, fully identified, may be referenced in 
lieu of a detailed outline of conventions. 

d. Standard data elements and related features. 

.4.2 Ve ri f i c a t i o n Procedures . This paragraph will include those 
requirements and procedures necessary to check \the performance of a 
prograrfi sectiorrtollowing its modification. Included may also be procedures 
for periodicverification of the program, \ 

4.3 Error Conditions . A description of error conditons^\noKpreviously 
documented, may also be included. This description shall intrude' an 
explanation of the source of the error and recommended methocteto a^rrect 

\ ' * • \\ 

4.4 \Special Maintenance Procedures , This paragraph shall contain^anj 
speciaKprocedures required which have not been delineated elsewhere in this 
section. ^Specific information that may be appropriate for presentation 
would include: - * * 

4 

a. Requirements, procedures, and Verification which may be 
necessaW to maintain the system input-output components, such 
as the database. 

\ < 

b. Requirements\procedures, and verification methods necessary to 
perform a Library Maintenance System run. 

4.5 Special ' Maintenance Programs. This paragraph shall contain an 
inventory and description of an^s^ecial programs (such as file restoration, 
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purging history files) used to maintain the system. These programs should be 
described in the same manner as .those described in the paragraphs 23 and 
oi the MM* 

. *• v Input-Output Requirements. Included in this paragraph shall be the 
requirements concerning the equipment and materials needed to support the 
necessary maintenance tasks. Materials may, for example, include card decks 
tor loading a maintenance program and the inputs which represent the 
changes to be ■made. When a support system is being used, this paragraph 
should reference the appropriate manual. ""^^ 

j>- ^ ro f dures -, ^ Procedures, presented in a step-by-step manner, 
shall detail the method of preparing" the inputs, such as structuring and 
sequencing of inputs. The operations or steps to be followed in setting up 
running and terminating the maintenance task on the equipment shall be 
£iven. 



4.6 Listings. This paragraph will contain or provide a reference to the 
location of the program listing. Comments appropriate to particular 
instructions shall be made if necessary to understand and follow the listing 
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Analysis/decision (phase 3), systems analysis 
4-15 to 4-20. 

analysis of fact, 4-17 

conclusions, 4-19 
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recommendations, 4-i9 to 4-20 
Analysis generation, systems analysis, 4-6 
Analysis study plan outline, 4-24 to 4-25 
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.donducting, 3-25 
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plan, 3-24 
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to 3-8 
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program maintenance evaluation, 1 j 25 to 
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V COOP preparation, 3-18 tb 3-22 

* backup planning, 3-20 
; < emergency response planning, 3-1 8 
> to 3-19 v . 

recovery planning, 3-21 . v 
/COOP testing, 3-22 
Control consoles Series 6000, 6-1 5 
Cooperation, elements to consider in developing, 
|-9 to l-]0 
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Cooperation with your superior, 1-10 to 1-11 
CPM and management responsibilities, 1-1 1 to 
1-15 
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abstract, 7-6 
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distribution list, 7-11 
f front cover, 7-3 to'7-5 

index, 7-11 
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list of figures, 7-6 
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special notices, 7-6 
table of contents, 7-6 # \^ 
text, 7-11 

title page; 7:6,7-8 « 
Computer Operation Manual, AII-22 to AII-26 
Computer operation manual (OM), type of 
document, 7-17 j 
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data base administration, 5-3 to 5-1 1 
administrator, functions, 5-4 
DBMS vs DMS, 5-6 ' 
management tools for data elements* 
„v (DED/D), 5-6 to 5-11 ' 
data base management systems, 5-1 1 to 5-17 
datajnanipulation languages (DMLs), 
5-14 

DMBS events, 5-14 
schema, 5-12 
schema and DML, 5-16 
schema and storage schema, 5-17 
schema DDL, 5*13 . * . 

schema DDL and hardware, 5-1 5 ' v 
schema/subschema data conversion, 
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data processing practices, 3-32 
- handling of personal data, 3-3 v l 
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the disposition of personal data, 
3-32 
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programming practices, 3-33 
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DED/D relationship to DBMS, 5-9 to 5-10 
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° dajta base (fesign and specifications, 4-22 
' input design specifications, 4-21 
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human relations aspect, 1-8 
maintaining, 1-6 to 1-7 % * • 
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i data manipulation languages (DMLs), 5-14 
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analysis study plan, 4-9 
approval, 4-8 
interview forms, 4-tO 
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Program Maintenance Manual, AH-27 to AII;35 

Program Maintenance Manual (MM), type of 
document, 7-17 

Project development, documentation, 7-1 8 to 
7-20' < 

ADS project life Sycle, 7-18 to 7-20 4 . 
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Prepared by the Naval Education and Training Program Development 
Center, Pensacola, Florida 
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Your NRCC contains a set of assignments and 
perforated answer sheets. The Rate Training Man- 
ual, Data Processing Technician 1 & C 
NAVEDTRA 1026S-D , is your textbook for the 
NRCC. If an errata sheet comes with the NRCC, 
make all indicated changes or corrections. Do not 
.change or correct the textbook or. assignments in* 
any other way. 



HOW TO COMPLETE THIS COURSE 
SUCCESSFULLY 1 

Study the textbook pages given at the begin- 
ning of each assignment before trying to answer 
the items. Pay attention to tables and illustra- 
tions as tKtey contain a lot of information. 
Making your own drawings c/m help you Understand 
the subject matter. Also, read the learning ob- 
jectives that precede the sets of items. The 
learning objectives and items are based on th6 
subject matter or study material in the textbook. 
The objectives tell you what you should be able 
to do by studying assigned textual material and 
answering the items. 

At this point you should be ready to answer 
tte items in the assignment. Read each item care- 
fully. Select t^e BEST ANSWER for each Item, 
consulting yoyr textbook when necessary. Be sure 
to select the BEST ANSWER from the subject matter 
in the textbook. You may discuss difficult points 
1n the course with others. However, the answer 
you select must be your own. Remove a perforated 
answer sheet from the back of this text, write 
1n the proper assignment number, and enter your 
answer for each item. 

YoiijfcNRCC will be administered by your com-** 
mand or, 1n the case of small coirmands* $y the - 
Naval Education and Training Program De|llo|*ient 
Center. No matter who administers ydur dbuVse^: 
you can complete 1t successfully by earning'a 3.2 
for each assignment. Jhe unit breakdown of the 
course, 1f any, is shown later under Naval 
Reserve -Retirement Credit. 



WHEN YOUR COURSE 
BY LOCAL COMMAND 



IS ADMINISTERED 



designated to grade it. The graded answer sheet 
will not be returned to you. 

If you are completing this NRCC to become- 
eligible to take the fleetwide advancement exam- 
ination, follow a schedule that will enable you 
♦to complete all assignments in time. Your sched- 
ule should call for the completion of at least , 
one assignment per month. 



Although you complete the course success- 
fully, the Naval Education and Training Program 
Development Center will not issue you a letter 
bf satisfactory completion. Your^ommand will, 
make an entry in your service rd%rd, giving you 
credit for your work. 



WHEN YOUR C6URSE IS ADMINISTERED 
BY THE NAVAL EDUCATION 
AND TRAINING PROGRAM 
DEVELOPMENT CENTER 



As soon as ydtuhave finished an assignment, 
submit the completed answer sheet to the officer 



After finishing an assignment, go on to the 
next. Retain each completed answer sheet until 
you finish all the assignments 1n a unit (or 1n 
the course 1f it 1s not divided into units). 
Using the envelopes provided, mail your com- 
pleted answer sheets to .the Naval Education and 
Training Program Development Center where they 
will be graded and the score recorded. Make sure 
all blanks at the top of each answer sheet are 
filled in. Unless you furnish all the informa- 
tion required, it will be impossible to give you 
credit for your work. The graded answer sheets 
will not be returned; 

The Naval Education and Training Program 
Development Center will Issue a letter of satis- 
factory completion to certify successful comple- 
tion of the course (or a creditable unit of the 
course). To receive a course-completion letter, 
follow the directions given on the course-com- 
pletion form 1n the back of this NRCC. 

- * You may keep the textbook and assignments 
for this course. Return them only in the event 
you dlsenroll.from the course or otherwise fail 
to complete the course". Directions for returning 
the textbook and assignments are given on the 
book-retuKn form in the back of this NRCC. 
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PREPARING FOR YOUR ADVANCEMENT 

EXAMINATION 

- « 

Your examination for advancement 1s based 
on the Occupational* Standards for your rating *s 
found 1n the MANUAL OF NAVY ENLISTED MANPOWER 
AND PERSONNEL CLASSIFICATIONS AND OCCUPATIONAL 
STANDARDS CNAVPERS lflMflj. These Occupational 
Standards define the minimum tasks required of 
your rating. The sout$*s of questions 1n your 
advancement examination are listed 1n the BIBLI- 
OGRAPHY FOR ADVANCEMENT STUDY (NAVEDTRA ttQggZTT 
For your convenience, the Occupational Standards 
and the Sources of questions for your rating are 
combined 1n a single pamphlet for the series of 
examinations for each year. These OCCUPATIONAL 
STANDARDS AND BIBLIOGRAPHY SHEETS (called 1 Bib 
Sheets), are avltl^WB-fcQflLyouF^SO. Since your 
. textbook and NRCC are among the sources listed 
1n the bibliography, be sure to study bothW 
you take the course. The qualifications for your 
rating may .have changed since your course and 
textbook were printed, so refer to the latest 
edition of the B1b<Sheets. . ' • 



NAVAL RESERVE RETIREMENT CREDIT 

The course 1s evaluated at 12 Naval "Reserve 
« retirement points, v/Mch will be credited upon 
satisfactory completion of the entire course. 
These* points are creditable to personnel eligi- 
ble to receive th^jn under current directives 
governing the retirement of 'Naval Reserve 
Personnel. Credit cannot be given agalnfor 
this course If the student has previously 
received credit for completing another Data 
Processing Technician 1 & C course. 



COURSE OBJECTIVE ; 

In completing this (JRGC , you will demon- 
strate a knowledge of the subject matter by 
correctly answering questions on the following: 

.principles of good supervision; responsibili- 
ties of the data processing manager; 
guidelines used 1n establishing service, 
management, and operational objective* 

Instituting a Computer Performance Management 
program; the management of ADP resources; 
personnel acquisition? delineating personnel 
responsibilities; .requesting changes to man- 
power authorizations 

conducting a physical security audit of an ADP 
facility; requirements of the Privacy Act of 
1974 1n handling personnel data, 

personnel skills required for billet structure 
allowance; characteristics of ADP Installa- 
tions 1n the Navy; risk analysis procedures; 
security measures 

methods of fire safety, detection, and extin- 
guishment; electric power utility problems; 
developing and Implementing' contingency 
plans 

Steps 1n.a systems analysis procedure; ADP 
terms; prpblems and objectives 1rt systems 
analyses; phases 1n a systems analysis 

conducting personnel Interviews; assembling' 
Information for decision making; data 
management systems and data base management 
systems ■ • 

^creating, managing, and manipulating data base 
software tools; functions of software tools 
" utilized 1n a DBMS; corrmand structures 
associated with the WWMCCS operation? 
community" 

operations of' the General Comprehensive Operat- 
ing Supervisor 1n the WWMCCS Honeywell 
Computer; hardware characteristics of the 
WWMCCS Honeywell Computer; remote Input/ 
output operations of the WWMCCS Honeywell ^ 
Computer if ~ 

documentation as related to ADP 1n the Navy and 
SECNAVINST 5233.1 (Series) ; yCflfnponents of . 
each documentation manual; characteristics 
of each document type and function; aspects 
of project development \ 



While working -on this correspondence 
course* you may refer freely to the text. 
You may seek advice and Instruction from 
others dh problems arising in the course, 
but the solutions submitted must be the 
result of your own work and decisions. 
You are prohibited from referring to or 
copying the,solut1ons pf others, or giving 
completed solutions to anyone else taking 
the same course. 
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Naval courses may include a variety of questions — multiple-choice, true-false, matching, etc. 
The questions are Yiot grouped by type; regardless of type, they are presented in the same general 
sequence as the textbook material upon which they are £ased. This presentation is designed to pre- 
serve continuity of thought, permitting step-by-step development of Ideas. Some courses use many 
types of questions, others only a few. The student can readily identify the type of each question 
(and the action required) through Inspection of the samples 'given below. r 

MULTIPLE-CHOICE QUESTIONS 

Each question contains several alternatives, one of which provides the best answer to the 
question. Select the best alternative, and blacken the appropriate box on the answer sheet. 



SAMPLE 



-1. The first person to be appointed Secretary 

of Defense under the National Security Act 

of 1947 was 

l. a George Marshall 

2.,' James Forrestal 
. 3. Chester Nimitz 

4. William Halsey 



Indicate in this way on the answer sheet: 



s-l 



h k □ □ 



. TRUE-FALSE QUESTIONS 

Mark each statement true or false as indicated below. If any part of the statement is false • 
the statement is to be considered false. Make the decision, Snd blacken the appropriate box on the 
answer sheet. * 



SAMPLE' 



s-2.\Any naval officer is authorized to corres- 
pond officially with any systems' command 
of the Department of the Navy without his 
commanding officer's endorsement. 



Indicate in this way on the answer sheet: 



4. 

1 


2 3 % 4. 


s-2 i 


i □ □ ___ 



MATCHING QUESTIONS 

Each set of questions consists of two columns, eacMistfng words, phrases or sentences. The 
task 1s to select the item in column B which is the best match for the item in column A that is 
being considered. Items in column B may be used once, more than once, or not at all. Specific 
instructions are giverrwith each set of questions. Select the numbers identifying the answers and 
blacken the appropriate boxes on the answer sheet. 

SAMPLE 

In questions s-3 through s-6, match the name 'Of the shipboard officer in column A by selecting 
from.column B the name of the department in whiGh -the officer functions. 



s-3. Damag^Control Assistant 

s-4. CIC Officer 

s-5. Disbursing Officer 

s-6. Communications Officer 



B k 

1. ' Operations Department 

2. Engineering Department 
^3. Supply Department 



Indicate in this way on the answer sheet: 



1 


2 


3 


4 \ 


s-3 □ 


- 




a 






□ 


□ 


s-5 □ 


□ 


■ 


□ 


s-6 ■ 


□ 


□ 


□ 
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Assignment 1 



DP Supervisioh and Management 

Textbook Assignment;^ TECH 1 * C, NAVEDTRA 10265-D, pages 1-1 through 1-19 



Learning Objective; Identify the prin- 
-oiplee and pvaoti'oee of good super- 
vision, pointing out mistakes which 
8upervi8or8 eometim^e make. ' 

The ADP supervisor should contin- 
uously measure and evaluate the 
facility performance in support 
of established • 



1-1. 



1. 
2. 

3. 

4. 



personnel wants and desires 
management wants and 
desires 

personnel goal-s and 
objectives 
management goals 
and objectives 



QUESTIONS 1-2 THROUGH 1-5 ARE TO BE 
JUDGED TRUE OR FALSE. 



1-2. 



1-3. 



1-4, 



1-5 . 



The* ADP term "user" is defined as 
a person who abuses ADP resources. 



1. 
2. 



tfrue 
False 



A good supervisor knows h<iw to get 
the most out of the crew and still 
be sensitive to their human needs. 



1. 
2. 



True 
False 



li a supervis6r were to apply 
^enough pressure on a crew, 
the production rate would 
be permanently increased. 

1. True 4 

2. False 

A high level of production indi- ; 
cates good supervision only when 
it is accomplished willingly and 
with interest on th£ part of the 
crew. 

1. True 
2* False* 



1-6. 



1-7. 



1-8 , 



Which of the following actions 
should a DPI or DPC take upon 
assuming duties as a supervisor? 

1. Make it clear that all things 
will be changed 

2. Tell the crew that from now 
on, no foolishness will be 
tolerated 

3. Tell the crew that things 
will stay the same for . 
the present 

4. Make the crew feel good by 
indicating that something 

♦will be done about all of • 
their gripes 

^ 

As a new supervisor on the job, a 
DPI or DPC will be able to keep 
matters better in han4 by follow- 
ing which of the following prac- 
tices? 



1. 
2. 



Tryst none of the subordinates 
Accept none of the responsi- 
bility for the crew^ mistakes 

3. Give orders that will not be 
questioned by the crew 

4. Accept full responsibility for 
anything that takes place on 
the job 

Which of the following practices 
should a supervisors ollow, in 
building the proper relationship 
with the crew? 

1. Make it clear by certain 
actions that the supervisor^ 
is a step above the, crew 

2. Have -answers for everything, 
and make it clear that sug- 
gestions are not needed 

3. . Be like one of the crew, 

both on an<i off the job 

4. Maintain a friendly, con- 
servative manner, be con- 
sistent, demonstrate 
confidehce in the crew, 
ar^d set a good example , 
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1-9 ♦ The supervisor must follow which 
of the following practices to 
ensure that w<$rk is done pro- 
, perly and is accomplished on 
' time? 

1. Organize the work 

2. Delegate as much author- 
* ity as is feasible 

3. Supervise and control 
the work 

4. Do- all of the above 

QUESTION lilO IS TO BE JUDGED TRUE, OR 
FALSE* 

*> 

1-10* Since a supervisor t; s concern for 
the health and welfare of the 
crew pays dividends in the 
form of increased procuction, 
the supervisor Should plan 
every stage of a project with , 
safety in mind and ,set a good 
ej|ftmple by following .safety 
practices . 



1-14, 



1-15, 



1. 
2. 



True 
False 



1-11. Effective teamwork in an organiza- 
tion demands which of the follow- 
ing types of cooperation on the 
part of the supervisor? 

1. Cooperation with the Members 
of* the staff 
. 2.- Cooperation with the Other 
supervisors 
3. Cooperation with the super- 
visor's superior 
.4* AJL1 of the above 

1-12* A productive crew has which of the 
following characteristics? 



1-16. 



A lot of liberty 
Hi^hmorale 
Numerous medals 
A light workload 



1-13. Which of the following "is a good 
supervisory practice that is com- 
mtfnto all positions? 



1-17. 



1. 



2. 



Maintaining a casual rela- 
tionship with subordinates 
Training and developing 
subordinates — 
Delegating no authority__to 
subordinates 

Disregarding 'suggestions 
by subordinates in major 
decisions 
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To be successful, a supervisor 
must strive for balanced super- 
Vision by following whichfof 
the following practices? 



1. Stressing safety* as the 
most im^rtant factor 
in the job 

2. Allotting the major 
- portion of time to 

personnel matters 

3. Emphasizing training as- 
the most important 
attribute to a credita- 
ble production record 

4. Placing the proper 
stress* on each of the 
responsibilities 



Loyalty is one of the most impor- 
tant traits of a good supervisor. 
Which of the following statements 
demonstrates the best means to 
instill loyalty? 

1. Maintain a "buddy-buddy" 
relationship with the 
crew 

2. Insist that the crew "do 
as I say, not as I do" 

3. Believe and practice the 
maxim "loyalty encour- 
ages loyalty" 

4. Each of the above 

Which of the following character- 
istics would NOT be found in a 
positive- thinking leader? 

1. Displaying indifference 
to ^changes & 

2. Looking to the future 
with confidence 

3. Going about the daily 
routine wit^ enthu- 
siasm* 

4; Taking advantage of new 
ideas and training • 
opportunities 

Which , of the following steps 
should a new supervisor take 
first? 

1. Have the crew get hair 
cuts 

2. Give the crew a person- * - 
nel inspection 

3. Get tp know the crew 
personally f 

4 . Give the whole crew 
special liberty 



Which' of the following is charac- 
teristic of a person with 
initiative? 



1. 
2. 



4. 



An open and alert mind 
Continually looking for a , 
better way* to do things 
Correcting unsafe conditions 
before accidents occur 
Each oB the above 



QUESTIONS 1-19 AND 1-20 ARE TO BE JUDGED 
TRUE OR PA^SE. 

1-19. ^When a pro&lem arises -that 
involves many factors wor- 
thy of .consideration, ' the 
supervisor should still be 
prompt in making a deci- 
sion and risk the possi-* 

^ bility of overlooking some 

of those factors. 

1. '"T^rue 

2. - False 

1-20. Courtesy and fairness are impdr- 
tant qualities for a DPI or Df>C. 

1. True 

2. False 

USE THE FOLLOWING "INFORMATION ON THE 
ACTIONS AND TRAITS OF FOUR DATA PROCESS- 
ING CHIEFS IN ANSWERING QUESTION 1-21. 

CHIEF MOON DISMISSES .TRIFLES AS OF NO 
IMPORTANCE; HE WILL RELAX WITH SOME OF 
THE CREW BUT NOT WITH OTHERS; HE EXHIB- 
ITS A. BOLD FRONT TO SUBORDINATES. 
CHIEF KNIGHT IS WARM, AND FRIENDLY; HE IS 
ENTHUSIASTIC ABOUT JOB; HE IS ALWAYS ' 

LOQKING FOR A BETTER WAY TO DO THINGS. 
CHIEF DAY PLACES LITTLE SIGNIFICANCE IN 
CREW §ENTIMEtfT; SHE BELIEVES IN "BEARING 
DOWN" WHEN THINGS GET LAX; SHE IS ALWAYS 
THE DOMINANT PERSONALITY IN A GROUP. « 
CHJEF. STARR LEAVES DECISIONS TO HIS 
SUPERIOR; HE SHOWS INTERBST IN HIS SUB- 
ORDINATES; HE WAITS TQ SEE WHAT OTHER 
SUPERVISORS WILLDO ABOUT COMMON 
PROBLEMS . * * 

1-21. Which of the four DPCs show char- 
acteristics* that are usually most 
desirable in a supervisor? 



Learning Objective: s P e °J?J& the -princi- 
ples and techniques of gvfymg orders and 
• reprimands. 

4 QUESTIONS 1-22 AND 1-23 ARE TO BE JUDGE& 
TRUE OR FALSE. 

< 

1-22, A supervisor who deals with per- 
sonnel!^ squarely and honestly all 
the time will win and hold their 
respect. * " 



1. True • 

2. False 



1 



J.-23. A supervisor who possesses a 
quiet inner confidence usu- 
ally has a cocky manner. 



1. 
2. 



True 
False 



1-24. what is the minimum number of 
basic types of orders availa- 
ble to a supervisor? 

,1.1 * 

2. 2 

3. 3- 

4. 4 

1-25. which of the following factors 
determine (s) the words used in 
giving an order? 

1. Rate of the person to whom 
the order is given 

2. Personality of the indi- 
vidual to whom the order 
is given 

3. Situation under which 
the order is given 

4. All of the above 

1-26. Assume a craw member has been 
seriously injured and you want* 
Seaman Jones to call an ambu- ' 
lance. Which of the following ' 
orders should' you use? 

1. "Jones, call the* ambulance. " 

2. "Jones, will you call the 
ambulance please?" 

3. - "Jones, perhaps we should 
r call the ambulance." 

4. Either 2 or 3, but riot both 





1. 


Knight 








» *' 2. 


Day 








* ^. 


S tajrr 




j • 


• 


4. 


Moon 










* 
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1-27 • Which of the following types of 1-S2, 
orders, is "recommended for a DPI \ 
or DPC -to use when supervising ^ 
a group of 7 normal, average peo- . 
pie who are doing routine 'tasks? 

1. * Direct command 

2 4 Request 

3. Suggestion 

4. Each of the above 

1-28*. The suggestion type of order is 
* appropriate when it is directed 

toward which of the following , 1-33% 

, * types of individual? 

1. One who has initiative and 
likes to work independently 

2 4 One^who is lazy and 
insubordinate 

3. One who lacks initiative 
but is otherwise a good 

* worker 

4. One who is careless and 
indifferent to orders 

1-34. 

1 T 29, Which of the following statements 
is usually true with respect to 
the request type of order? 

1*. ilt has authority over other 
m types of orders 

2. It demands initiative, ■* 
especially when a person 1-35. 
does not like to work 
independently 

3. It tends to create a feeling 
fc of cooperation and teamwork 

4 4 It is not recommended for 
the normal person 

/, ^ 

QUESTIONS 1-30 AND 1-31 ARE TO BE JUDGED 

TRUE OR FALSE. 1-36. 



What is the first step to be 
taken when you reprimand a j 
person? 

1. Ask the person why 'the 
error ways made 

2. Get the /person to admit 
making the mistake 

3. Get all the facts in the 
case 

v 4. Call the person down on 

the spot , 4 

To test the effectiveness of your 
reprimand, ask yourself which of 
the following questions? 



1-30, 



The tone of voice in which you 
cfive an order is immaterial as 
long as you use the correct 
wprds* 



.1. 
2. 



True 
False 



1-31, 



The reprimand is the most com- 
monly used form of disciplinary, 
action and should be fitted to 
the individual and the situation. 



2, 



"Did .it instill fear in the 
crew?" 

"Did it cause regret on the 
part' of the person who t 
erred?" » 
"Did it build morale?" 
Both 2 and 3 -above 



The basis for -true discipline is 
the spirit of * 

1. freedom 

2 . cooperation 

3. indifference • 

4 . apatfry 

What type of motivation is proi- 
duced in a crew by the practice 
of negative discipline? 

1. Esprit de corps of the crew 

2. Desire to increase production 

3. Desire to cooperate , 

4. Fear of reprisal 

Which of the following human < 
relations factors does NOT 
contribute to a positive 
disciplinary program? 

<* 

1, Knowing eagjb individual 
in the group 

2, Admitting errors- if made 

3, Frequently showing, 
authority , 

4* Refraining from the use* 
of authority to accom- 
plish objectives 



1« True 
2. False* 



1-37. Which of the following actions is 
most typical of an approach c xo a 
policy of positive discipline by 
a supervisor? 

•X. '^irt&^st that action be taken 
^ in c\ses of minor discipli-. 
nary infractions as well as 
in major cases 

2. Utilize idle time for train- 
ing activity whenever ^ 
possible m 

3. Retain authority for the 
accomplishment of dele- 
gated functions 

4. ( Investigate the veracity of 

statements of subordinates 

QUESTION 1-38 T'S TO BE* JUDGED TRUE OR 
\ FALSE. v , 



x-ap. 



In pursuing a positive approach 
to discipline, a* supervisor 
reduc-es the need for formal 
discipline by removing as 
many causes of misconduct * 
as possible. 



True 
False 



Learning 'Objective: Identify the ele- 
ments of teamwork that are necessary 
in -fan organization and determine 
methods of achieving teamwork , 

1-39. Which of the following psychologi- 
cal factors is/are necessary in» 
, achieving teamwork within a group? 

1. A feeling of security- * f 
2., f A feeling of pride 

3. A feeling of "being somebody" 

4 . • All of the above • 

1-40. Which of the following objectives 
is basic to the goal of achieving 
teamwork? 

1. Procurement of qualified 
personnel* 

2. Effective management in 7 
the field of human 
relations 

3. Good working conditions 

4 . Performance equivalent 
to cost outlay for 
personnel 



1-41, 



The principal obstacles to esjkalS^^ 
lishing a genuinely cooperative 
spirit with fellow supervisors 
are usually which of the follow- 
ing conditions? 
r . 

1. Competition for jobs and 
unrealistic deadlines 

2. Friction and jealousy,- 

3. Laifge workloads * 

4. Misunderstandings " *" 

Unless safety is involved, , which 
of. the following supervisors 
should directly correct a • 
mistake a jcrew member is making? 



1-42. 



The^chief in charge of the 
facility * 

2. The" crew member 1 s • immediate 
supervisor 

3. The commandjng officer of 
the facility 

4 . The 'executive officer of 
the -faci lity 

QUESTIONS 1-43 THROUGH 1-45 ARE TO BE 
JUDGED TRUE OR FALSE. 



1-43, 



1-44 . 



1-45. 



A .supervisor should never let ■ 
crew me%bers know all' the rea- 
sons why a task has to be com- 
pleted a certain way. ' 



1. 

2. 



True 
False 



Frequent and sincere praise is 
an incentive to a crew as a 
whole. 



1. 

2. 



True 
False 



A supervisor should never give 
advice to a ctew member involv- 
ing th e,, member *s personal 
problems at work, 9 



1. 
2. 



True 
False 



Which of* the following qualities 
is usually the most desirable in 
a crew member?* 

1 . Punctuality 

2 . Loyalty 

3 . Neatness " * 

4 . ^Durability 



% 
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In the interest of cooperation, 
which of the following means 
should be used to keep your i 
supervisor informed? 

1. Reporting everything that 
is said by personnel dur- 
• ing the day ^ 

'2. Reporting all errors that ■ 
have occurred duriatg the 
day 

3. Reporting those personnel 
who fail to keep tidy 

^work spaces 

4. Reporting personnel ♦prob- 
lems that exist and any 
changes £n work proce- 
dures that you -intend 

to make 



1-48. Which ^of r the following is/are (an) 
' obstacle (s) in establishing coop- 
'eration with fellow supervisors? 

1. Seniority and pride 

2. Idiosyncrasy 

3. Friction and jealousy 

4 . , Temperament 

Learning Objective: Recognize some of 
the functions and responsibilities of 
the data prgces sing ^manager . 

1-49. Which of the following responsi- 
,^ bilities is/are % (a) function (s) 

"5 of the data processing ^manager? 

1. Applying the most economical 
\ contract terms 

2. \ Assuring proper computations 
j of rental and maintenance 
(costs 

3. ^Recording of time and obtain- 

ing the most effective use of 
equipment 

4. All of tjhe above 

y 1-50. Which of the fallowing descrip- 
tions is pertinent to a Computer 
Performance Management (CPM) 
program? 

1. A software program t ha t* com- 
putes octal numbers • • 

2. A program that evaluates the 
performance of an installed 
computer system 

3-i A program that evaluates 
local upper management 

4. A program tha^\evaluatejs all 
ADP facilities \ ' 



c 



\ 

J 



1-51. Which of the following' factors 
has sometimes turned the ADP 
• facility technical manag'erJs 
job into an oVerwhe^l^nin^^ 
I challenge? , 

1. Leadership responsibilities* 

2. Management responsibilities 
3 # Personal problems 

4. Coni^uter ^technology 

Learning Objective: Petqrnjine some of 
the 'information' guidelines used in' 
establishing service, management, 
an$ -operational objectives for ADP 
installations . 

1-52. The deciaipns that -the ADP faci- 
v li*ty technical manager faces 
nearly every workday includes 
* ' which of the' following factors? 

1, What improvements could be 
realized by minor modifi- 
cations to user ^require- 
ments 

2, If user cofnplaints about 
poor, service are justified 

3, How should the computer, 
room be- laid out to 
optimize ope'rator 
efficiency 

. . 4 . c VU.l of the aboVe 

1-53. Which of 4 the* following time 
blocks is known as prime 
.time hours? 

1. 0001 to 07(H). 

2. 0700 to 1600* ' 

3. <16b0 to. 2000 

4. 2000 to 2'4'60 „ 

1-54. Which of the following actions go 
hand-in-hand 0 iQ the control, 
operation, and financial 
• / budgeting of an ADP facility? 

• * * 

1. Supervision and management 

: 2. * Readership .and restrictions 
3. Command and ^control % 
% 4 . .Scheduling and teaching < 

1-55. To whom is ADP management's 
greatest Responsibility? 

1., The operator 

2. The programmer 

3 . ' The user 

4. Tfte analyst 
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QUESTIONS 1-56 AND 1-57 ARE TO BE JUDGED 
TRUE OR FALSE. ' 



1-56, 



Personally surveying users rs a 
practical approach to defining 
such requirements' as turnaround 
time a 



1. 

2. 



True 
False 



1-57, 



Turnaround time evaluation should 
be obtained from information con- 
tained in the system accounting 
/log files. ♦ a 



1. 
2. 



True 
False 



1-58. The user requirement termed 
"accessibility" is most 
closely related to 

1* "locating remote -proces- 
sors and .-terminals to 
use f 

2. anticipating a system 
crash, 

3. relyiyhg on the com- 
puter to meet deadlines 

4. scheduling computer time 
^ ^during^operational periods 

1-59; Which of the following practices 

on a computer system should ife 
* avoided during prime work hours? 

1. ' Fire-drills 

2. Two-hour blocks of scheduled 
*«. time 49 

r 3, Three hours of unscheduled 

i time 

4. Complete single project sys- 
tenj]/ae d i ca t ion 

1-60. A computer schedule should allow 
time for which of the following 
procedures? 

1. Manual oper|lions 

2. Set-up time 

3. Unavoidable delays 

4. All of the above 

1-61* What time factor should be intro- 
duced into a schedule to compen- 
sate for 'coordination variances? 

1. Lead time 

" 2. Lag time 

3. Maintenance "time 

4. Buffer time 



1-6 2, 



1-63. 



1-64. 



1-65. 



By which of the following means 
does intelligent programming 
inherently help to reduce setup 
time associated with large com- 
puter system operations? 

1. Eliminating the need of 
scheduling program test- 
ing time 

2. Keeping to a minimum the 
number of changes of 
tape reels required 

3. Keeping to a minimum the - ' 
total number of instruc- ■ 
tions in a program 

4. Using the most efficient 
program instructions 
possible 

What information does figure 1-3 
in your^vtextbook indicate regard- 
ing €ape^ unit r 2? 

1. Tape* unit 2 was. used for 
regular job mix and* other 
than regular job mix 

2. Tape unit " 2 was used 9 
hours for regular vjob mix, 

' 2 hours for scheduled 
maintenance, and 4 hours 
for other than regular 
job' mix 

3. Tape unit 2 was used ^8 
hours for* regular job mix, 
1 hour for scheduled main- 
tenance, and 6 hours for 
other than regular job mix 

4. Tape unit 2 was used 15 
hours for regular job mix 



What is- 
between 
time? 

J 

1. The 
the 

2. The 
proc 

3. The 
the 

4 . Tfie 
time 



the normal relationship 
processor time and I/O 



processor time is twice 
1/0 time 

I/O time is twice the 
essor time 

I/O time is equal to 
processor time 
processor time 4.s four 
s the I/O time 



For which of the following rea- 
sons should allocations of time 
be made when operations are 
scheduled? 

* * 

1. Special requests 

2. Unscheduled maintenance 

3. Reruns * 

4. All of the above 



) ■ 
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1-66, 



1-67, 



1-68, 



On whichTof the following time 
measures should a preliminary 
schedule be devised? 



1. 
2. 
3. 
4. 



1-69. 



Daily 
Weekly 
Monthly 
Quarterly 



IN QUESTIONS 1-70<THROUGH 1-73, MATCH 
THE CATEGORIES OF* TIME IN COLUMN A 
WITH THE DEFINITION OF TIME IN 
COLUMN B. RESPONSES IN COLUMN B 
MAY BE *SED MORE THAN ONCE. 



1-70. 



You Tieed the answers ^to numerous 
questions 1 in order to develop a 
fairly accurate preliminary sched- 
ule o£ data processing operations. 
Which of the following purposes 
would be the primary reason to ask 
the question, "What is the rela- 
tionship of one application to , 
another? 

1. To dearn the relative priori- 
ties of- data processing pro- 
cedures 

2. To learn whether it is possi- 
ble to consplidate setup func- 
tions for different operations 
To determine the relative pro- 
cessing times of- the different 

Procedures 
o determine the relative pro- 
gram testing times for the — 
different procedures 

Programmers are able to estimate 
the running time of each program 
they prepare. You caa use such 
estimates in scheduling computer 
operations after you modify them 
to* include the time required for 

1. equipment setup and the input 
and output of data 

2. * equipment setup and error 

recover^ provisions 

3. error recovery provisions and 
the input and output of data 

4. input and output of data 

, What method (s) is/are use& in most 
installations to establish' the 
actual schedule? 



A. "CATEGORY TIME B. DEFINITION 



Production time 



1-71. Assembly time 
1-7 2\ Testing time 
1-73. Training time 



Time used 
for program 
testing 
TJime uteed 
for pro- 
cessing an 
application 
Time used 
for program 
assembly or 
compilation 
Time used 
for train- 
ing opera- 
tion or 
programming 
personnel 



1-74. Which of-^the following eventp 
should be recorded in the log 
under buffer time? 



1. Assembly of programs 

2. Unpredictable events 
that occur during , 
processing 

3. Training personnel 

4. Reprocessing opera- 
tions that are due 
to faulty 4 input 
media" 



1-75. What scheduling method .should be 
used to inform a* user when to 
expect delivery of a run? 

1. Run scheduling 

2. Demand scheduling 

3. Scheduling by shift 

4. Scheduling by control 



1. Priority system 

2. Normal frequency 

3 . Demand ^ 

4. A combination of the above 
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Assignment 2 



ADP Resources and Personnel Management s * ' 
Textbook Assignment: DP TECrt 1 & C, NAVEDTRA 10265-D; pages 1-19 through- 2-19 



2-1™ 



2-2, 



2-3, 



2-4. 



What inf ormation^is furnished 
the section supervisor when 
the scheduling-by-shif t 
method *is used? 

1. Setup time and completion 
time of each individual 
operation 

2. Start time of each indi- 
vidual operation and 
when the operation, 
must be completed 

3 . Number of runs to be com- 
' pleted during the shift 

only 

4. Start time for each run 
only 



When utilizing shift scheduling, 
which of the following individ- 
uals is responsible for 
detailed scheduling? 

1. The DP technical manager 

2. The. user 

3 . The \hif t supervisor 

4. The console operator 

Which of the following is/are the 
net result (s) of a good produc- 
tion control and scheduling 
system? 



2-5, 



2-6. 



2-7, 



.1. 
2, 
3. 
4, 



Reduction in cost 
Responsive to the user 
Both 1 and 2 above 
Elimination of time consum- 
ing program checkout ' 



4^ 



Which of the following solutions 
is recommended for cutting cost 
of an ADP operation? ' 



2. 

3. 
4. 



Cutback of civil service 
overtime 

Reduction in operatoi 
shifts 

Tight control of supplies 
All of the above 



Preferably, status reports should 
be submitted to upper management 
in what format? 



1. Hand written 

2 . Graphical 

3. Computer type 
H 4, Crayon 



2- 



The ADP facility technical manag- 
er's most obvious responsibility 
is the direct control of 

1. fire drills * * 

2 . resources - 

^3. training lectures 
4. programming standards' 



Which of*tne following guidelines 
-should be followed when reports 
are written for upper management? 

1. Reports should 'be comprehen- 
sive with minimum graphics 

2. Reports should provide a 
comparison of the facili- 
ty's current performance 
level acjainst a set of 
predefined' goals 

3. The amount of information 
reported should exceed 
upper management require- 
ments for decision making 

4 . All of the above 



8.^^F*ie terjns and conditions of a 
maintenance contract must be 
applied with care to ensure 
the best interest of the 



1. 
2. 
,3. 
4 . 



Navy 

DP technical manager 
Commanding Officer 
user- 
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2-9. Which of the following procedures 
is currently being followed 
regarding." the expartsion of main- 
tenance responsibilities^ or ADP * 
equipments? 

1. Joint, .contractor/user* 

% clauses are written^ * % 

c into all contracts 

2. " r " :, rhe contractor is 

solely responsi- 
. ble for all main- * 
tenance 

3. The Navy, in certain 
situations, is * 

.responsible for 
maintenance 

4. * The user* is responsi- * * 

t>I*e for maintenance • 
in all new contracts 

) 

Learning Objective: Recognize some of 
the procedures involved in instituting 
a Computer Performance Management 
progmnfa £ 

2-10. When each phase of "a life cycle of 
a system is reported, which of the 
following practices is^are regonv- 
mencled? 

1. r The data types should be 

determined according to 
\ availability r 

2. The report should remain 
highly visible" when com- 
pleted . N 

3. *The report should provide 
- a historical trend 

- 4 . Both 2 and 3 above 



2-12. 



2-13. 



2-14. 



2-15. 



2-11. 



Which of the following factors is 
a reliable indicatorof the base- 
line system's natural reaction to 
various workload demands? 

0 

1. Future requirements 

2. Equipment* type % 
3; Site conditions 
4. ■ Past perfprmance 



Which, if any, of the following 
statements pertains to the data 
requirements specified by 
SECNAVINST 10462.18? 

O 

1. Mdst ADP facilities require 
f less Utilization data than 

the report requires 

2. -Most ADP facilities require 
niore 
tne re 

3. S£CNAV£NST 104 $2. 18 does not 
specify format for reports 

4. None of the above' 



<^a£ii$i data* than 



Which of sthe following individ- 
uals should play a central role 
in instituting and overseeing a. 
CPM program? 

1. t The DP technical manager 

2. .The lead programmer 

3. The tape librarian ^ 

4. The shift supervisor 

In determining the need* for 
reports, any CPM program ' ** 
should * 

1. undergo a periodic 
revijpw at least 
bi-annually t 

2. reflect changes i,n 
informational needs 
in new CPM* 1 reports 

3. - examine existing 

reports to estab- 
v lish historical * 
i trends 

JWtyich of the following is the 
*most usual* form of rental 
rates for ADP equipment?* 

r. Straight hourly rates 
2*. „ Straight monthly rates 

3. Standard monthly rates for 
a specified number of hours 
and extra charges for over- 
time machine usage 

4. Variabfe monthly rates 
determined according to 
the average number of, 
hours of actual machine 
usage 



1 i 
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2-16. Many taslOs are pef formed by the 
operator and the. computer ♦ 
Which of the "following *func- 
, fci'ons is usually performed by 
the computer? 

1* Ju&ffaioent 

2. Repetitive 

*3. Control 

4. Evaluation 

2-17. Of what relative importance's 
the- human efficiency factor'Tn 
EAM and ADPS operations? 

— \j . 1. Equally important because 

c machines are unable to * 
\ recognize- errors 

2. More important in» EAM 
a * ( because EAMs depend 

4 wholly on manual con- 

v trol and data handling 

3. More important in ADPS 
, because the operating 

speeds of ADPS magnify 
and compound human 
errors immediately 

4. % More important in EAM 
f **i ' because\E'AMs lack the 

' complex automatic con- 
"trol and checking fea- 1 
tutes, o£ /the ADPS 
. • 
2-18. In -which '"b^ the following ways 
can the operating standards of 
a data processing installation 
be raised 3* - , 

** 1. By instituting a corjtinu- 
• • ous on-the-job trailing 

programs , 

2. By havihg the operating 
i manuals apcessable to 

# operators 

3. By using idle machine time 
for productive purposes 

* 4. Eacl) of the above 

QUESTIONS 2-19 THROUGH 2-21 ARE TO BE 
JUDGED TRUE OR FALSE. 

2-19. The use of idle machine time is 
more easily controlled for EAM 
than EDP systems*. . 

1 . True 
,^T. False 



2-20. 



2-21. 



2-22. 



2-24, 



When evaluating a new operator," 
the number of errors made on a 
computer system* is more impor- 
tant than the amount of 
improvement made. 



1. 
2. 



True 
False 



2-23. 



Skill aftd experience must be 
taken into consideration when 
evaluating the efficiency of 
programmer s. 



1. 
2. 



True 
False 



Which of the following statement 
could be justification to change 
A production program? 

1. Additional output needs 

2. I/O format changes 

3. Obsolete requirements 

4. All of the- above 

Once a program is released for 
production, a£ter final review, 
and found acceptable under 
operating conditions, it must 
then be completely 

1. * streamlined 

2. stored on disk< 

3. documented • 

4. rewritten in FORTRAN' 

The section, or division charged 
with program maintenance should 
maintain a master copy of each 
run manual for which of the 
following reasons? 

r 

1. To provide' a ready reference 
r for operators 

2. Tq facilitate the prepara- 
tion of new rum manuals 

3. To prevent theMoss or 
destruction of program 
instructions \ 

4. Both 2 and 3 abotfe 
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Learning Objective: Identify the 
instructions and standards rele- 
vant to the management of ADP 

resources cted reporting . 

\ 

IN QUESTIONS 2-25 THROUGH 2-28, MATCH 
THE INSTRUCTION TITLE IN COLUMN B 
WITH THE SECNAVINST NUMBjER IN 
COLUMN A. 



2-25. 
2-26. 
2-27. 
2-28. 



A. SECNAVINST 
NOMQER 

5231.1 

5238.1 
10462.16 
10462.18 



B. INSTRUCTION 
TITLE 

1. ADP Review 
and Evaluation 
Program 

2. Government- 
Wide ADP Shar-' 

. ing Program 

3 . ADP Program 
Reporting Sys- 
tem 

4 . Management 
of ADS Devel- 
opment 



-29 i The use of FIPS was approved in 
SECNAVINST 



1. 5200.28 series 

2. 5230,3 series 

3. 5238.1 series 

4. 10462.16 series 



IN ITEMS 2-30 THROUGH 2-33, MATCH THE 
FIPS PUB^TITLE IN COLUMN B WITH THE 
FIPS PUB NUMBER IN COLUMN A. 



A. FIPS PUB 
NUMBER 



B. 



FTPS PUB 
TITLE 



2-3(x. ;r-i 

^ 2-31. , 51-1 

2-32. 35 

2'-33.« 49 



1. DICTIONARY FOR 
INFORMATION PRO- 
CESSING 

2. GUIDELINE ON 
COMPUTER PERFOR- 
MANCE MANAGEMENT: 
AN INTRODUCTION 

3 . COBOL, 

4. CODE EXTENSION 
TECHNIQUES IN 7 
PR 8 BITS 



IN QUESTIONS 2-34 THROUGH 2-37, MATCH 
THE FIPS PUB TITLE <IN COLUMNS* WITH 
THp FIPS PUB NUMBER IN COLUMN A. 



2-34. 
2-35. 
2-36. 
2-37. 



A,. FIPS PUB 
NUMBER [ 

1 

, 3^-1 
24 
41 



B. 



FIPS PU3 
TITLE 



COMPUTER SECU- 
RITY* GUIDELINES 
FOR IMPLEMENTING 
THE PRIVACY ACT 
OF 1974 

CODE FOR INFOR- 
MATION INTER- 
CHANGE ' 

RECORDED MAGNETIC 
TAPE FOR INFORMA- 
TION INTERCHANGE 
(800 CPI, NRZI) 
FLOWCHART SYMBOLS 
ANQ THEIR USAGE 
IN INFORMATION 
PROCESSING 



ITEMS 2-38 AND 2-39 ARE TO BE JUDGED 
TRUE OR FAI.SE. 



2-38. 



A1J..FIPS and approved ANSI manu- 
als can be ordered on DD Form 
14 25 from the U.S'. Naval Publi- 
cations and Forms Center, 5801, 
Labor Avenue, Philadelphia, 
Pennsylvania 19120. 



True 
False 



2-39. 



ADPPRS data is to be reported in 
accordance* with SECNAVINST ■ 
5231.1 series to COMNAVDAC, 
code 04. 

1. True , ^ 

> 2. False 



Learning Objective: Identify the manage* 
ment strategies of personnel acquisition. 

2-40. A DPI should be aware of which of 
the following management strate- 
i gies? 

1* The delineation of personnel 
responsibilities 

2. The organizational structure 
of an ADP organization , 

3. The methpds of personnel v 
acquisition 

-4 . ' Each of the above 



\ 
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2-41. The administration of naval per- 
sonnel involves which of the 
following activities? 

1. Classification 

2. Evaluation 

3. Separation 

4. Each of the above $ 

2-42. Which of the following is an . 

objective of personnel admin- 
istration in an ADP organiza- 
tion? 

V 

1. To ensure enough person- 
nel assigned for a four- 

, day work week 

2. Tp ensure that extra 
personnel are assigned 
to the facility * 

3. To ensure maximum uti- 
lization of personnel 
assigned 

4. To ensure that each per- 
son assigned has prior 
sea duty 

2-43. Naval manpower ancl personnel 
administration are engineered 
to cope with which of the * 
following problems at all 
organizational levels? 

1. Hardware 

2. Software 

3. Security 

4. Personnel 

2-44. The responsibility for manpower 
management, in the Navy begins 
with which of the following 
-individuals? ^ 

• 

t 1. The Chief of Naval Operations 
2: The Secretary of the Navy 

3. The Secretary for Manpower 
and Reserve 

4. Commander, Naval Data Automa- 
. tion Command 

* *~ 
2-45. Statistical forecasting, balanc- 
ing, and*ma ? npower requirements 
f relate to which of the following 

activity requirements? 1 N * 

# 1. Naval ships 

2. Mi-litary billets 

3 . ^ Automobiles 

4/ Civilian positions 

» v ; 



•46. The offices assigned as. the 
Deputy Chief of Naval 
Operations for Manpower and 
Naval Reserve is also the 

1. Chief of 'Naval Personnel 

2. Chief of Naval Operations* 

3. Secretary of the Navy 

4. Commandant of the Marine 
Corps 

> * 

2-47. Which of the following ihstruc- • 
tions is the basis from which 
plans* are developed to procure*, 
train, and assign personnel? 

1. SECNAVINST 1000.13 series 

2. SECNAVINST 1301.1 series 

3. OPNAVINST 1000.16 series 

4. OPNAVINST 1301.1 series 

' 2-48. The v^tal support of policy con- 
trol and direction of the Navy " 
Manpower Requirement System is 
provided by which of the follow- 
ing field components? 

1 . N^VMMACLANT 

2+ NAVMMACPAC 

3* Both 1 and 2 above 

'4*. CINCLANT 

Learning Objective: Select manage- 
rqent strategies utilized to ' qklineate 
personnel responsibilities* 

2-49. . Which of the following is the 
purpose of NAVMMACLANT/PAC? , 

1. To implement risk analysis 
studies for manpower 

2% To apply work study and 
management engineering 
techniques to document 
and recommend the opti- 
mum use of manpower 
resources 

3/ To apply studies to data 
base management systems 
that apply to manpower 
resources * , 

^ 4. To store data base infor- 

mation on a Navy-wide 
spectrum to control 
information pertinent to 
the Privacy Act 
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2-50. The , Department of Defense Plan- 
ning, ^Programming, and Budget- - 

» * ing System operates on a cycle 
of what total. number of -months? 

1. Eight 

• 2. Twelve 

3. Eighteen 

4. Twenty- four 

2-.51. The President, the National Secu- 
rity Council, and the Department 
of Defense, are involved in intel- 
ligence appraisals . of any poten- 
- tial threat to the ,sepurity of , 
the Nation. Which of the follow- 
ing individuals and/or staffs 
issues the Defense Policy and 

\ Planning Guidance? • , 

1. The National Security Council 

2. : The Secretary of Defense 

3. - The President 

\4.* The Joint Chiefs of Staff 

4 

2-52, A Joint Force Memorandum is sub«- 

mi^tted to the Secretary of Defense 
by which of the following individ- 
uals and/or staffs? 

1. The Joint Chiefs of Staff 

2. The Vi,ce President 

3. The President 

4. The^National Security Council 

2-53. The program objectives memorandum* 
(PO£l) submitted to the Secretary 
of Defense ijs; concentrated 

fiscal" yfars in • 

(two) , 



•2-54, When do departments/agencies sub- 
mit budget estimates to' the SECDEF 
for the budget year? 



(four) 



advance of the ^current f iscal t 
year and includes planned projec- 
tions of forces programmed for 

/^fiscal years and 

(six), (eigl>t) 
manpower programmed for 

__ ^ fiscal years? 

(four), (five) " 



(a) four 

( a ) two 

(a) two 

(a) four 



(b) >six 
(b) eight 
(b) six 
(b) eight 



(c) five 

(c) 5ive 

(c) four 

(c) four 



1. During program decision pro- 
cess ^ - . 

2. When program decisions are 
5 finalized 

3. immediately prior to program 
decision finalization 

, 4\ When the agencies decide that 
it would be in their best 
interest 

t m 

2-55. The budget year is usually the 
fiscal year in advance of the 
current fiscal year and is which 
of the following program years 
of the *Fiv£-year Defense Plan 
(FYDP) ? . * 

1. First 

2. Second Q 

3. Third 

4. Fourth 

2-56. Who promulgates the manpower 
authorizations (OPNAV FORM 
1000/2)? 

1. The Secretary- of the Navy 

2. The Secretary. of Defense 

3. The Chief of Naval Operations 

4. The Chief of Naval Personnel 

2-57. What is the single official states 
ment of 'organizational manning and 
billet authorization? 

1. OPNAVINST 1000.16 series" 

2. NAVDAC Pub 1 f sX 
3/ SECNAVINST 10265.1 series 
4. OPNAV FORM 10 00/2 

2-58. Which of the following require- 
ments is/are NOT subject to end- 
strength limitations? 



1 . Mobilization * V 

2. Ship manning. 

3. Shore installation mannipg- 

4. Any ADP personnel needs 
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2-59. 
t 



Changes to an activity's mission, 
tasks, or functions, which will 
require manpower changes, must be 
identified to the Chief of Naval 
Operations what minimum number of 
months prior to the beginning of, 
the fiscal year in which the man- 
power change is required? 



1, 
2. 
3. 
4. 



Six 

Twelve 

Eighteen 

Twenty-four 



Learning Objective: Identify the proce- 
dures required when requesting changes 
to manpower authorizations. 



2-60. 



Billet changes requiring. perma- 
nent change of station orders 
should be projected with an 
effective da,te a minimum of how 
many months "from the date of 
approval? 



1. 

2. 
3. 
4. 



Five 
Six 

Four ' 



2-61. 



Who retains final decision author- 
ity on all billet change requests? 

1. The Chief of Naval Personnel 

2. The Chief of Naval Operations 

3. The Secretary of the Navy 

4. The Commander, Naval Data 
Automation Command 



2-62. Billet change requests should be 
submitted a minimum of how many 
months prior to the effective 
dfete desired? 



Six\ 

2. Eighth 

3. Ten 

4. Twelve 

Requests for changes in manpower 
authorizations are forwarded via 
the chain of command to which of 
the following commands? bureau^, 
or offices? 



2-63. 



,1. The manpower claimant 

'2. The Bureau of Naval Material 

3. The Office of the Secretary 
of the Navy 

4. The Joint Chiefs of Staff 

> 



2-64. The manpower claimant forwards 
billet requests that are recom- 
mended for approval to-^what 
• individual? / 

1. The Chief of Naval Personnel 

2. The Chief of Naval Operations 
% 3. The Chief of Naval Material 

4. The Commander-in-Chief 

2-65. Who matfes recommendations to the 
. Chief of Naval Operations about 

billet requirements for assigned 
i activities and planned mobiliza- 
tion activities which do NOT 
exist in peacetime? 

1. The activity's commanding 
officer 

2. The activityt's executive 
S officer 

3. The area's master chief 
petty officer 

4. The manpower claimant 

2-66.' The OPNAV form used to request 
billet changes when submitting 
Manpower Authorization Requests 
is number > 

1. 1000/1A 

2. ' 1000/2A 

3. 1000/3A 

4. 1000/4A 



2-67. 



2-68. 



It is^ recommended thajb OPNAV 
Forms 1000/4A be submitted 
in which of the following 
manners? 

1/ Typed and letter perfect 

2. Bold and 1'egible, hand 
printed, 

3. Photographically reduced 

4. Keypunched, on cards 

When a complete reorganization is 
NOT being requested, which of the 
following information should be 
entered on OPNAV .Form 1000/4A? - 

1. Billets that are to be added 

2. Billets that are to be 
changed 

3. Billets that are to b'e 
deleted^ 

4. All of the above 
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2-69. The original and what minimum 
number of copies of OPNAV. 
Form 1000/4A should be * 
submitted to the CNO? 

1. One * . 

2 • Two 

3, Three 

» 4 . Four - A 

2-70.. A short forma J of the manpower 
authorization form can* be uti- 
lized for requesting which of 
^ the following changes? * $ 

1. ' A single additional billet 

2. A paygrade fchange 

3. A Navy enlisted classifi- 
cation code ^ 

4. A billet rate^hange 



QUESTIONS 2-71 AND 2-72 ARE TO BE 
JUDGED (TRUE OR FALSE. 

2-71. The Manpower Authorization 
* Short-Format Change 

Request may be used only ' . 

by fleet and fleet staff r 
x units, t >\ 

1. True ' • 

2. False 

2-72. Thq^lanpower Authorization 

•Short-Format Change Request ^ 
. may be sent directly to the 
Chief of "Naval -Operations ' 

1. True 

2. False - m 
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Assignment 3 



ADP Installation Characteristics and Risk Analysis 

3 ' 

Textbook Assignment: DP TECH 1 & C, NAVEDTRA 10265-D; pages 2-20 through 3-8 



Learning Objective: Identify the person- 
nel, skills required to satisfy the ADP 
billet structure allowance., 

3-1. At an ADP installation, the Navy 
assigns billets mostly by which 
*™ of the following methods? 

1. The size of the computer 

2. The mpdel of computer ' 

3. The base location 
4., The individual's NEC 

3-2; Which of the following factors 
determine (s) the number of per- 
sonnel required for an ADP 
facility? - 

1. The workload 

2. The hours of operation 

. 3. The mission of the facility 
4^ All of the above 

3-3. who is responsible for all data 
processing performed by an 
activity, including systems 
analysis, administration, pro- 
i gramming, and operations? A . 

1. The training technician 

2* The senior systems analyst 
3'. The data processing.-, manager 
4 . The data base administrator 

3-4. Who coordinates data processing k , 
standards development and 
implementation? 

1/ The DP technical manager 

2. The standards controller 

3. The senior analyst 

4 . The operations supervisor 

4 3-5. Who is responsible for professional 
technical, development of personnel 
attached to the ADP facility? 

^ 1. The database administrator 

2. The tape librarian 

3. The training technician 

4. 'The senior programmer 



QUESTIONS 3-6 THROUGH 3-12 AfcE TO BE 
JUDGED TRUE OR FALSE . ~ 



3-6. 



3-7, 



3-8. 



3-9, 



3-ri. 



A systems analysis supervisor is 
NEVER required to coordinate proj- 
ect control and approval. 



1. 
2. 



True 
False 



The senior sys'tems analyst is in 
direct liaison with /the management 
and personnel of the user depart^ 
ments . 



1. 
2. 



True 
False 



A Systems analyst participates in 
the analysis of systems problems 
and the development of problem 
situations concerning software 
only. 



True 
False 



A data base administrator supervi- 
sor approves all software and hard- 
ware changes affedting structure' 
and administrative handling of the 
data base. 



1. 
2. 



True 
False 



3-10. The senior data base administrator 
provides direction and control 
within coirat|j|pd specifications for 
Data Base Management Systems and 
inherent 'schemas . 



1. 

2. 



True 
False 



The programming supervisor provides 
technical and administrative direc- 
tion to the systems analysis 
department. 



1. 
2. 



True 
False 



17 • 



ERLC 



238 



3-12. 



3-13. 



3-14. 



3-15. 



3-16. 



The applications programmer 
participates in analysis 
liaison with the systems 
analyst. 



3-18. 



True 




For an activity to have a DPID, v 
.it must have 'at, least ( a ) 

(one) , (two) 
central processing unit(s) and 

(b) computer operator (s) ? 

(one) , (two) 



Who supervises the operation of 
key-to-tape/disk equipment? 

1. The senior programmer 

2. The, operations supervisor 
r3. The programming supervisor 
4. The systems analyst - ■ 

Who" prepares the computer for 
program processing and is 
responsible for satisfactory' 
completion of each * scheduled 
computer operation? 

1. The senior systems analyst 

2. The tape librarian 

3. The senior console operator 

4. The maintenance programmer 

Who directs the control and coor- 
dination of all operational faci- 
lities through supervising 
library activities, production 
control procedures, and operating 
standards? 1 

1. The operations ' supervisor 

2. The key-to-tape/disk 
supervisor 

3. The operations control, 
supervisor 1 

4. The programming supervisor 



ljf* {a\ one 
T> (a/ one 

3. (a) two* 

4. (a) two 



(b) two 

(b) one 

(b) one 

(b) two 



3-19. 



When an activity has a data pro- 
cessing programming support 
department' (DPPSD)", it must have 
an organizational element with 
which of the following primary 
functions? 

1- To design application 
sof tware/computer 
programs 

2. To develop application 
software/computer pro- 
grams 

3. To maintain -application * 
software/computer pro- 
grams 

4 . Each of the a*bove 



> me 



Who controls foreign recording 
media? 



2. 
-3. 
4. 



The tape ^librari^n 
The analyst 
The operator 
The programmer 



Learning Objective ; Describe the charac- 
teristics of ADP installations t in the 
Navy. * 

3-17. At which o£ the following types of 
commands, should a DP expect the 
most cross-training? 

1. A, communications station 

2. A ship 

3. A supply facility 

4. A naval air station 



3-20. For, an ADP activity to have a 
DPPSD, it should have what 
• minimum number of programmers/ 
ana lysts/specialists? 

1. Five 

2. Six 

3. Three 

4. Four - • 

3-21. For an installation tb have a 
technical support department 
(TSD) , the activity must ha/re 
an. organizational element 
that provides which of the 
following primary " functions? 

' 1. Specialized .technical 
.•support 

2. Generalized technical 
support 

3. Developmental techni- 
, cal support 

4 . Research technical- 
support 



18 



■23'J, 



3-22. 



When planning for incoming hard- 
ware at a new installation, the 
planner's primary concern (s) 
should be for 

1, space only 

2, arrangement only 

3, environment only * 
4 ; space, arrangenjeat, and 

environment 



3-23. 



Each NARDAC is organized under 
a standard structure patterned 
after which of the following 
commands? * 

1. C1NCLANT 

2. ~ CINCPAC ' 

3, NAVDAC 

4, NAVAIR 



Learning Objective: Select the risk . 
analysis procedures as the basis for" 
development of a security policy for 
a DP faciJJJty . 

QUESTIONS 3-24 AND 3-25 ARE TO BE JUDGED 
TRUE OR PALSE. 

3-^4. TJie physical security program for' 
a highly classified defense com^ 
mand should be comparable with 
the physical Security program of 
an unclassified, nontactioal 
command . ■ 



3-25, 



3-26. 



1. 
2, 



True 
False 



A physical security program for 
an ADP facility in Florida ' 
would require as much emphasis 
on earthquake protection as - 
would an ADP facility in 
California. '» 



1. 
2. 



True 
False 



The impact of a given threat to v 
an ADP facility may depend on 
which of the following factors? 

1. The perceived importance of 
the facility, to activists 
or subversives!/ 

2. The local environment 

3. The geographic location of 
the facility 

4. Each of the above 



3-27, Which of the following is a threat 
to aft ADP facility? 

' 3/ AO? hardware failures . 
"~2. Accidents causing the non- 
availability of key personnel 

3, ' Tampering with yiput, pro- 

grams, and data 

4, Each of the above ♦ 

3-28. It is recommended that the ADP 
faciei t^ upper management begin 
development of the physical 
Security program with a/an 

. 1. intensive training program 
„ 2, inventory of equipments 

3, risk analysis 

4, 'survey of data integrity 
* ■ 

3-29.'' A quantitative risk "produces which 
* of 'l the following benefits? 

1, Long-range planners receive 
guidance on personnel 
requirements 

2, The security program ^objec- 
tives directly relate to 
the mission of the command 

3, Criteria are generated for 
designing and evaluation 

4 contingency plans 

4, Both 2 and 3 above 

3-30. The first step^Hbo be considered 
wijen the risk analysis is 4 £>r£- 
pared is to " 

1. estimate the potential . • 
losses to which the ADP 
facility is exposed 

2. evaluate the threats to 
: the ADP facility * 

3. develop an estimate of ' 
annual loss expectancy 

4. review the security 
program objectives 

3-31. Whijsh of the following Is/are the 
objective (s) of the loss poten- 
. tial estimate? 

S 

1. Identify critical aspects of 
the ADP facility operation 
Pl^ce a monetary value on 
the loss estimate 
-SvyBoth 1, and 2 above 
4. Determine data replacement 
requirement^ * „ 



2. 



1 
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IN ANSWERING QUESTIONS 3-32 THROUGH 3-35, 
SE-LECT THE LOSS POTENTIAL IN COLUMN A ' 
THAT IS APPLICABLE TO THE SITUATION -IN 
COLUMN B. RESPONSES IN COLUMN B MAY BE 
USED MORE THAN ONCE. 



A, LOSS POTENTIAL B. SITUATION 



3-32. 



Cost to replace 
assets 



3-33 ♦ Cost to.recon- 
• * { struct files 

3-34. Value of assets 
stolen before 
loss is detected 

3-3 5 . Security' compro- 



1* Loss of 
program 
files 

2. Indirect 
theft of 

^ assets 

3. Theft of 
informa- 
tion 

4 . Theft of 
tangible 
assets 



%-39, The second step to be considered 
when* preparing the risk analysis 
is to 

1. evaluate the threats to the 
1 ADP facility 

2. review the security program 
objectives 

•3, estimate the potential 
losses to which the ADP 
■» facility is exposed 

4. develop an estimate of 
. annual loss expectancy 

3-40. When estimating the occurrence 
probability for each type 'of 
threat, the Dp technical 
manager should use which' of 
the following resources? 



3-36. The Dp technical manager should 
call on which of-the following 
personnel to assist in making 
loss estimates? ' 

1 . Supervisors 

• 2* Users- 

3 ♦ Contractors > 

4. All of the aboye 

IN ANSWERING QUESTION 3-37 , REFER TO 



QUESTION 
FALSE 



General information 
Common sense 
Higher authority 
instructions/ > 
manuals 
All of the a« 



3-41 IS TO BE JUDGED TRUE OR 



FIGURE 3 



3-37. 



3-38, 



•1 IN TEXT. 
• * 



The task receiving a* MANPOWER 
COS£ ESTIMATE cff l,%eek, ' " 
Received a D E LAY EDjJ¥j*0£ ESS £NG . 
IMPACT estimate co"nsidered,i±o 
be «wfya*t" relative' value? 



1. ' Very Low . ^« , 

2. Low t r - ' 

3. Moderate 

4 . Extreme * • 



3-41 ♦ For security reasons, the over- 
all risk analysis should be 
' \ conducted by the DP technical 
( v manager without the participa- 
tion of other ADP facility $ 
? • personnel . 



True 
False 



3c42s Tne third step to be considered 
'"if'\ ~ when preparing the risk analy- 
• n sis is to ; 



After a preliminary screening 2 t'q 1 
identify the critical tasks^tfi^, 
DP, technical manager, should$ko * ' 
which of the following tasSfs ' % 
next? ✓ „ 

1« Determine the scope of the. 
critical tasks * 

2. Quan'tify loss potential 
with the help of user 

r epr e^s e n ta t i ve s 

3. Determine the back-up sys- 
tem requirements for the 
critical tasks« 

4. All of the above 



1^ review the security program 

objectives 
«2.^ estimate the potential 

losses to which 'the ADP 
* ^facility is exposed 
,3* develop an estimate* of 
, annual loss expectancy 
evaluate the threats I 
^LOthe AD? facility 
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3-43 . Which of the following is the 
purpose of an annual loss 
expectancy?, 

1. To determine which per- 
sonnel will be responsi- 
ble for each security 
. measure 
. 2, To pinpoint the signifi- 
cant threats as a guide 
to selecting security 
measures 

3, To determine the amount 
r of money to spend on 

« each security measure 

4. Both 2 and 3 above 

3-44. Fire, flood, and- sabotage, in 
varying degrees, result in 
which of the following 
losses? 

1. Physical destruction 

2. Delayed processing 

3. Both 1 and 2 above 

4. Theft of information 

QUESTION 3-4 5 IS TO BE JUDGED TRUE OR 
FALSE . 



A. SPECIFIC RESPONSE B. RESPONSE 
A. SPECIFIC RESPONSE FORM 



3-45. 



In each case where there can be 
signif^yit loss, the lcfss 
potenfcJ»*is multiplied by the 
probabi^ty of occurrence ,pf 
the threat to generate an 
annual estimate of los*s. 



1. 
2. 



True 
False 




Alter the 
environ- 
ment 
Improve 
p^oxfe- 
dures 
Establish 
contin- 
gency 
plans 
Erect 
barriers 



3-46. Prepare a backup 
system for off- * 
site operation 



Provide intrusion 
detectors, mili- * 
tary guards, and 
special door locks 



3-4 8. Implement more rigor- * 
ous standards for 4 . 
programming and < 
software testing 

3-49. Relocate the ADP^ 

facility a 



IN ANSWERING QUESTION 3-50, REFER TO 
FIGURE 3-3 IN TEXT. 

3-50. Which remedial measure is e'ffec- 
■ tive against all but one threat? 

1. Intrusion detector 

2. Roving guard patrol 

3. Back-up plan 

• 4 . Loss control team 
> 

3-51. Which of the following is one 
- possible way to select a reme- 
dial measure to minimize a 
threat?- 



Learning Objective: Select the appro- 
priate security measures to reduce 
exposure to losses in an AD? facility . 

IN ANSWERING QUESTIONS 3-46 THROUGH 3-49, 
SELECT >THE SPECIFIC F&SPONSE IN COLUMN A 
THAT IS APPROPRIATE FOR THE RESPONSE 
FORM IN COLUMN B. RESPONSES IN COLUMN B" 
MAY BE USED MOKE THAN ONCE. 



1. 



2. 



Begin with the threat hav- 
ing the largest annual 
loss potential 
Begin with the remedial 
measures for whi^h the 
annual cost is 'more* than 
the expected reduction 
in annual loss 
Begin with only those mea- 
sures for which the cost 
can be estimated precisely 
Begin with only those 
remedial measures that 
would not cause a loss 
reduction in the same 
area 
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THREATS 



REMEDIAL MEASURES 


- 


A 






B 






C 






D 
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FIGURE 3-A— THREAT MATRIX 



IN ANSWERING QUESTIONS 3-52 THROUGH 3-54, 
REFER TO FIGURE 3 -A. 



0 

3-52. 



irning Ob, 
p8 in t tni t 



3-53. 



3-54. 



3-55. 



Which remedial measure is -the most 
effective on threat A? 



Lea 
8te 
program 



\ 

Objective: e Identify the various 
\jplementing an ADP security 



3-56, 



1. 
2. 
3. 
4. 



1 — 
2 



Which re media l measure is the most 
totally effective 'on threats B, C, 
and D? 



1 
2 
3 

4 . 



Which remedial measure is the most 
totally effective on all threats? . 



1. 
2. 
3. 
4. 



1 
2 
3 
4 



In producing- a threat matrix, 
which of €he following factors 
is/are established and docu- 
mented? 



3-57. 



When an ADP security program is 
planned, which of the following 
is the suggested sequence of 
steps? ( 

1. Conduct preliminary planning, 
^ „ imRlm*nt^ urgent .quick ,fix.,_ , „ 

I and perform preliminary -ri*sk 
/ analysis ' v 

2. Establish an ADP security 
team, identify majc*r problem 
areas, and document a v * 
detailed risk analysis . 

3. Implement urgent quick fix> 
justify cost and document *> 

>' action plans, and document \ 

a deteiled risk analysis 
4 . Conduct preliminary planning'; - 
- document a detailed risk ana-- 
' J lysis, and implement urgent 
quick fix " \ , 

After the detailed risk analysis 
is approved, the jiext step in 
implementing a security program 
is to justify ami document which 



of the following 



3. 
4. 



The annual loss potential 

of critical tasks 

The annual cost and loss 

reduction from remedial . 

measures 

Both„l and 2 above 
The annual percentage of 
non-essential maintenance 
performed 



2. 

3. 
4. 



Contingency ;>lans 



plans? 



Training and 
plans \ 
Test and audit plans 
All of the above 



indoc fe£ination 



IN QUESTIONS 3-58 THROUGH 3-61, MATCH 
THE DOCUMENT IN COLUMN A WITH THE 
DOCUMENTATION ACTIVITY IN COLUMN B. 
RESPONSES IN COLUMN B MAY BE USED 
MORE THAN ONCE. 



3-58. 



3-59. 



3-60. 



•61. 



A. DOCUMENT 

Security 

policy 

statement 

Security 
handbook 

Command 
Standards 

Command 
Instruc- 
. tions 



B.« DOCUMENTATION 
ACTIVITY _ 

1. Reflects secu- 
rity objectives 
and requirements 

2. Provides general 
guidance an<fr 
assigns respon- 
sibilities 

3. Indoctrinates 
staff in secu- 
rity program 
requirements" 

4. Describes in 
detail the secu~ 
ritiy program and 
procedures 



IN QUESTIONS 3-63 THROUGH 3-65 , MATCH 
THE' INSTRUCTIONS AND MANUALS IN 
COLUMN A WITH THE CONTENT IN 
COLUMN B, RESPONSES IN COLUMN B MAY 
BE USED MORE THAN ONCE. 



A. INSTRUCTIONS 
AND MANUALS 

3-63. OPNAVINST 5239.1 
v series with 

enclosures 

3-64. OPNAVINST 5510.1 
series 

3-65. Office of .Naval 
Intelligence 



^QUESTION 3-62 IS TO BE JUDGED TRUE OR 
FALSE . 



B. C ONTENT 

Department of 
the Navy 
Information 
Security Pro- 
gram regula- 
tions 

2. Guide for 
Security 
Equipment 

3. Department of 
the Navy 
security pro- 
gram for 
Automatic 
Data 5 Process- 
ing systems 



3-62. The action plans for an AQP secu- 
rity program must be documented 
as completely separate items. 

1. True 

2. False 
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Assignment 41 \ 



Fire Safety and Contingency Plans 

Textbook Assignment: DP TECH 1 & C," NAVEDTRA 10265-D; pages 3-8 through 3-20 



Learning Objective:^ Select tk* methods 
of five safety, detection, and extin- 
guishment used in an ADP facility. 



4-1. 



4-2. 



4-3. 



In minimizing an ADP building to 
fire damage, which of the foU'ow-* 
ing factors should be considered? 

1. Building contractors *„ 

2. Building design 

3. Building location 

4. Both 2 and 3 above 

Which of the following is/are" (a) 
fire safety element (s) that 
should be included in an ADP 
physical security program? 

1. Measures to ensure prompt 
— ^etec tipji^ of and response 

to a fire emergency /\ 
.2. Provision for quick humai? 
intervention and adequate 
means to extinguish fires 

3. Provision of adequate 
means ahd personnel to 
limit damage arid effect 
prompt recovery 

4. All of the above 

Generally speaking, the degree of 
hazard associated with a given 
occupancy (material) depends on 
the 



!: 



amount of combustible ^ 
material 

weight of the* material 
exposed *suxf ace 'ajrea 
o^f the material ^7" 
package in which^ne 
material is stored 



IN ANSWERING QUESTION 4-4, REFER TO * 
FIGURE 3-5 IN TEXT. ' 

4-4. Which of the five basic types of 
construction is the leasjt 
flammable? * 



4-5. 



1. Noncombustible 

2. Heavy timber 

3. Fire resist'ant 

4. Ordinary construction 

Which of the following is/are (a) 
fire safety factor (s) to consider 
when the building for an ADP 
facility is designed? ' 

1. Adequate ventilation 

2, Fire walls 

3^/Heat^resistant Msht^ . 
4. Storm windows * ' 



QUESTIONS 4-6 AND 4-7 ARE TO BE JUDGED 
TRUE OR FALSE 4 . 



4-6. 



4-7. 



It is recommended that the assis- 
tance of a qualified f ire protec- 
tion engineer or local base fire 
personnel be sought in evaluating 
the inherent fire safety of the 
ADP facility. 



True 
False 



.The lack of sprinkler protection 
"was NOT a factor «iri fighting the 
July 1973 fire at' the urs. 
Military Personnel Records 
Center in Overland, Missouri., 



1. 

2. 



True 
False* 
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4-8,. The inherent fire safety of a 
building can- be rendered 
ineffective because of_which 
of the following hazards? 

1. / Substandard electric 
y wiring & 

2. Fire dobrs propped open 
3 n i Undue accumulation of 

^ * defcris or trash 

4 . Each of- the above r ' 

4-9* Experience in fire fighting has 
shown that the major factor in 
: limiting J £ire damage is 

1. experienced fire fighters > 
'2. early detection of fires 

3. quick response time to 
alarms by fite fighters 

4. multiple fire extinguishers 

4-10. During the third^stage of the fire, 

fire lighting becomes increasingly 

difficult and often people CANNOT 

remain at the fire site because of 

which of the following reasons? 

*— > 

1. • High temperature^ 
2". Large volume^ of smoke 
3\ Toxic gases* j 
4. All of the above 



4-13 ♦ Which of the following v indica- 
tions is/are included on the 
detection control panel? 

. 1. Indicates tne power supply 
status of each detector 
2. Indicates which detector 

has alarmed 
3« Indicates the location of> 
V ' the detector which has 
alarmed 
4. All of the above 



4-14. To assure that someone will 
always be alerted to 'a fire, 
which of the following addi- 
tional alarm locations should 
be provided? 

1. Computer room 

2. Personnel office 

3. Commanding Officer's office 

4. All of the above 

QUESTIONS 4-15 AND ^-16 ARE TO BE JUDGED 
TRU£ OR FALSE. 



4-15. 



4rll. 



Prompt fire detection is best 
accomplished through the use 
of / # 



4-16. 



smoke detectors' 
heat detectors 
gas detectors 
flame detectors 



4-12. Which, if srffy) of the following ^ 
factors Should NOT* be considered % 
when detectors are installed? 

!• The direction and velocity 
of air flow ' 

2. .The presence* of areas with 
stagnant air 

3. The location of equipment 
and other, potential fire 

» > sites t 

4 . None of the above 



4-17. 



Reducing the sensitivity in smoke 
detectors to eliminate nuisance 
alarms may delay the detection of 
an actual fire. 

1. True 

2. False' i 

- ^ -4*$. . ' 
In additiofr to alerting personnel 
to. the presen'ce of a fire J the 
detection equipment can be used 
to control the air conditioning 

sys tern . j 

I 



1. 
2. 



True 
False 



In an actual lire situation, the 
air handling equipment should be 
shut down automatically to avoid 

1. excessive energy consumption 
2-. fanning the flamed 

3. strain on the adr handling 
equipment 

4. excessive filter wear 
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4-18 v When fire detection systems are 
interconnected with air handling 
equipment, a preferred technique 
m is to cause the system to take 
which of the following measures? 

1/ Lower the thermostat 

2* Exhaust the smoke 

3, Both 1 and 2 above ' / 

4. Recirculate the smoke 

4-19C What is the minimum temperature, 
required to activate an automa- 
tic sprinkler system^ / 

1. 110° 

2. 125° 

3. 135° 

4. 145° 

4-20. To ensure the effectiveness of 
portable fire extinguishers, 
which of the following mea- 
sures should be observed? 



1. 



2. 



3. 



4. 



Extinguishers should be » 
marked for rapid identi- 
fication 

Extinguishers should be 
placed in cbrners 
Extinguishers should have 
inspection tags 
All of the above 



QUESTIONS 4-21 AND 4-22 ARE TO BE JUDGED 
TRUE OR FALSE. 



4- A 21. 



4-22. 



Small commands, in general, need 
military personnel who are know- ' 
ledgeable and trained in fire 
safety more so than large com- * 
mands. — 

1 . True 

2. False 

Key "personnel who extingish fires 
must know -how to t turn in an alarm, 
which type v 'of extinguisher to use 
for which type of fire> and how to 



True 
False 



Learmng Objective: Select ythe problems 
that may occur to the K electric power • 
futility which ADP facilities depend on. 

QUESTION 4*-23 IS TO BE JUDGED TRUE OR 
FALSE. 

. 

4-23* A' risk analysis establishes the 
possible effects of , breakdowns, 
sabotage, vandalism, fire, and 
. flooding on an ADP facility. 



4-24. 



4-25. 



4-26, 



.True 
False 



The filtering and regulation of 
line voltage CANNOT be expected 
to eliminate voltage variations 
beyond a reasonable range.. What 
is the minimum- fluctuation in 
line voltage which will cause 
excessive fluctuation in the 
d.c. voltage applied to the J 
hardward? 

1. ,90 percent or less -of nomi- 
nal for more than "7 milli- 
seconds 

2. 90 percent or less of nomi- 
\ nal for more than 6 milli- 
seconds 

'3. 90 percent or less of nomi- . 
nal for more than 5 milli r * 
seconds < , 

4. 90 percent or less of nomi- 
nal for more than 4 milli- . 
^seconds 

Power fluctuations in line volt- 
age cause unpredictable results 
on which of the following ADP 
components? 

/ ' ■ 

1. Hardware 
■ 2 . ♦ Logic 

3. Data transfer * 

4 . All of the above • 

The 'effects of internal power 
fluctuations can be minimiz-ed 
in an ADP facility by 



1. 

2. 
3. 

4> 



isolating the ADP hardware 
, from other facility loads 

grounding the CPU 
^wiring all components in 

parallel, 
^ wiring each component^, 
* with a circuit breaket 
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4-27. _ When connecting the ADP facility 4-32. 
to more than one utility feeder, 
the technique has more protection 
value when the feeders are con- 
nected in what manner? 

*i. To t^e same junction box 

2. From -the same utility po'le 

3. To different power substations 

4. To different meters <» " 

<© * 

4-28. An uninterrupted power supply 
(UPS) consists of a solid- 
state rectifier which per- 
forms which' of the following 
functions? , 4-33. 

1. Synthesizes alternating 
'current 

2. Keeps batteries charged 

3. .Drives a sol'id-state , 

invertor 

4. Both 2 and 3 above 



Which of the following measures 
should be_ taken if the risk ana- 
lysis ha*s shown a majbr loss 
from power outages lasting 30 to 
4 5 minutes or* beyond? 

1. Add more multiple,, indepen- 
dent UPS units 

2. Cut back on operations 

3. Install .an onsi.te generator 

4. Both 2 and 3 above 



QUESTIONS 4-33 AND 4-34 ARE TO BE JUDGED 
TRUE OR FALSE. 



After the external power has 
failed, the UPS switches 
over to the generator when 
the control unit starts the 
, prime r^over . 



1. 

2*. 



True 
False 



4-29. 



4-30. 



4->31, 



The UPS battery, supply can sup- 
port a facility load 'for a 
maximum of 



1. 
* 2. 
3. 
4. 



25 minutes 
35 minutes 
45 minutes 
55 minutes' 



* 4-34. In addition to -the UPS load, the 
ansite generator* "must be large 
, enough to support other essen- 
• tial loads,' such as aj.r condi- 
tioning or minimum lighting. , "*v 



The control circuitry for a static 
transfer switch. <i-nstalled between 
the UPS^ and the computer )" performs 
which of the *f oilowing functions? 



3. 



Senses variations in frequency 
Switches the load to the prime 
source without causing a 
. noticeable transient 
Senses an overciirrent 
condition * 
fioth^2 and 3 above 



Which of tne following benefits 
is/are derived from using multi- 
ple, independent UPS units? 

1 . Each unit, can be switched 
t off-line, if it fails--- 

2. .Power consumption is 
lowered 

3. * The metering of component 

power consumption i,s 
facilitated 
4/ All of the above 



1. True 

2. False 

\ 

Learning Obj ective : Select the methods 
appropriate to ensure physical protec- 
tion for an^ADP facility . * «, 

4-35." Which of the following processes 
i s/are ^involved in providing phy- 
sical protection for an ADP 
facility? 

1 . Permitting access to autho- 
rized persons 

2. Denying access- to unautho- 
rized persons 

3. Both 1 and 2 above ' , J 

4. Minimizing risks " v from 
natural disasters 

4-36^ Which,, «if any, of the following 
. contingency plans for dealing* 
with classified 'material should* 
• NOT be ^considered in emergencies? 

1/ Protection »of material 

2. Removal of material 

» 3. Destruction of material 

4 . None of the above 
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4-37. In an emergency, the placement* of 
a perimeter guard, force around 
the affected area provides pro- 
tection in which of the following 
ways? 

1. Provides external contact , 
when communications are 
lost 

f " 2. Prevents the removal of 
classified material 

3. Reduces the risk of casualties 

4. Both 2 aj*d 3 above 

QUESTIONS 4-38 AND 4-39 ARE TO BE JUDGED 
TRUfi OR* FALSE. 



4-43. 



4-38. 



4-39, 



4-40 , 



4-41. 



4-42, 



.The physical security require- 
ments .for the computer area 
should be consistent with the 
classification of the informa- 
tion being handled.. 

- 1* True 
2. False- 

When two or* more computer systems 
are located in the same controlled 
area, direct personnel access to 
all systems should be provided. 



1: 
2. 



True ' 
liaise 



Fences installed for boundary 
protection should 'be (a) what 
minimum height with (b) what 
minimum number of strands, of 
barbed wire? 



(a) 7 

(a) 8 

(a) 8 

(a) 9 



(b) 
(b) 
(b) 
•(b) 



two 
two 
three 
two 



Penetration sensors mounted on 
fences' and gates should provide 
which of the following alarms 
when tripped? 

1. External and internal sqund 
alarm 

2. External lights 

3. Internal sound alarm .> 

4... Both 2 a$d 3 above 

> 

Tests, have shcSwn that electromag- 
netic or acoustic emanations from 
ADP hardware may be intercepted 
up to a maximum of 

1. ' 100 meters away 

fc 200 meters away > 

3. 300 meters away 

4-. 400 meters away 



4-44. 



If the DP technical manager plans 
to take measures to control com- 
promising emanations, those mea- 
sures are subject to approval 
under the provisions of which of 
the following DOD Directives? 

If'' ' 5200-19 * - - 

2. S-5200-19 m 

3. S-5200.20 • 11 
4\ S-5200-22 

The Joint-Services Interior 
Intrusion Detection System 
(J-SIIDS) does NOT provide * * 
internal tamper switches in 
which of the following 
components ? 



^ 1. Duress, sensors 

( - 2 . Monitors ' 

3 . Control unit 

4. Each of the above 

IN -ANSWERING QUESTION 4-45, REFER TO 
FIGURE 3-10 IN TEXT. ' « 

4-45. The control unit contains which 
of the following components? 



1. Access/test/secure switch 

2. Signai module* 

3. Data receiver 

4. Both r 2 and 3 above 

**< 

The monitoring and display equip- 
ment normally is located in an 
area having which of- the follow- 
ing qualities? 



4-46'. 



1. 
2* 



6.. 
4. 



A protected area 
An area where monitoring per- 
sonnel are on- duty 24 hours a 
day 

An area that has no windows 
All of the above 



4-47. 



The alarm monitor module gives 
which, of the following indica- 
tions ? 

1. > Audible indication of 

alarm conditions 

2. Audible Indication of 
status changes 

3. Visual' indication of 
alarm changes 

4. All ofL the above 
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QUESTIONS 4-48 THROUGH 4-51 ARE TO BE 
JUDGED TRUE OR FALSE. 



4-53. 



4-48, 



4-49. 



4-50.' 



7 



4-51. 



4-52. 



The "Guide for .Security Equip- 
ment," ONI-CS-63 T l-76, is 
published x by the Office of - 
Naval Intelligence and 
describes all J-SIIDS com- 
ponents and the, use of each. 



1. 
2. 



True 
False 



4-54. 
4 



Remote terminal area requirements 
are based upon. the lowest classi- 
fied and least restrictive cate- 
gory of material which will be 
accessed through the terminal 
under system constraints. 



1. 

2. 



True 
False 



Security 0 measures for terminals 
operated by personnel NOT 
responsible for the overall 
operation of the *ADP system 
Should be agreed to and imple- 
mented before \he terminal is 
connected to the ADP system. 



1. 

2. 



True 
False 



\ 



Though a terminal is NOT (cleared 
for clasaified material, the 
terminal may NOT be disconnected 
from the ADP system when the 
system contains classified 
information. 



1. 
2. 



True 
False 



The second step .of an annual 
security survey of an ADP 
facility is to 

1. define and tabulate areas 
within, the' facility for 
control purposes 

2. recommend improvements *to 
upper management 

3. identify areas where 
remedial 'measures 
are 'needed 

4. evaluate all potential 
threats to the ADP 
facility ° ' 



4-55. 



4-56. 



4-57. 



The annual physical security sur- 
vey of the ADP facility need ,NOT 
include which pf the following 
'common areas? * 

1,. Loading docjc 

2. f> ^ADP facility reception "area 
*3. Air conditioning spaces 9 
.4. Restroom area 

In conducting the annual physical 
~ security survey,- the DP technical 
manager _ should begin at the 



1. 
2. 
3: 
4. 



roof" 
'top floor 
perimeter 
basement 



When surveying the property line 
of an ADP facility, the DP tech- 
nical manager should determine 
which of t'he following facts? 
• 

1. The type of fence installed • 

2. The contractor who installed 
the fence 

3. The installation date of the 
fence 

4. All of tl>e above 

When surveying the perimeter of 
the facility, the DP technical 
manager should NOT check which, 
if any, of the following access- 4 
ways? 

1. All doors and "windows 

2. All fire escapes 

j 3 . Other entrances r such t as ^ 
vents 

4 . None of the above 

When surveying the internal secu- 
rity of a facility, the DP tech- 
nical manager should follow which 
of the following guidelines? 

'1. Begin the survey on the roof 
*2.. Determine where aLarms 
annunciate 

3. Finish the survey in the 
restroom area 

4. All of the above* 
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4-58 t Which of the rfol lowing questions 
need NOT be included ^in ^the ^phy- 
sical security survey? 

1. Is the present equipment 
outda£ed? 

2. Is the alarm system J * 
inspepted and tested 
occasionally to ensure 
operation? . J 

3. Wnat kind of 'sound does 
the alarm* annunciate? 

4. How many zones of pro- <t 
.tection'are within the 
protected building? 

- 4 

4-59. Which, if any, of the following 

records should NOT be kept on 

alarm signals? * 

• * > 

1. Time and. date of alarm 

2. Location of alarm 

3. * Cause of alarm - > 

4. None of the above » 

Learning Objective: Identify the proce- 
dures for developing and implementing 
contingency plans for an ADP fdcildty . 

QUESTIONS 4-60 THROUGH 4-62 ARE TO BE 
JUDGED TRUE' OR FALSE . 



IN ANSWER1N6 QOESTION 4-64, REFER Ti, 
FIGURE 3-11 IN TEXT.* 

4-64. The User Representatives should 
be involved in which *oi the <- 
following tasks? 

1- .Emergency response plans 

2. ^ Failure mode analysis 

3. ' Selection of backup modes 

4. All of the above 

QUESTIONS 4-65 THROUGH 4-67 ARE .TO BE 
JUDGED TRUE OR FALSE. 



4-65. 



4-66. 



.4-60. 



4-61. 



The operation plans for an ADP - 
facility assume -normal working 
conditions . 

1. - True 

2. False p 

The DP technical manager should 
recognize that preventive mea- 
sures will maintain the normal ^ 
working conditions assumed by 
tfhe operation plans. 



True 
False 



4-62. 



The text refers to a COOP secu- 
rity program. The ac^oaym COOP 
stands for cooperation. 



True * 
False 



4-63. 



Contingency .plains * for ^ri ADP ^ 
facility include which of the 
following types of pl&ns? * 

1 . Recovery 

2. Backup operations > 

3. Emergency response 

4. Each of the above* 



4-67. 



4-68. 



Tfte term emergency response 
planning refers to steps 
taken immediately before an 
emergency occurs." 



1* 
2. 



True 
False 



The risk analyses should be 
reviewed by the DP techni- 
cal manager to identify 
emergency conditions which 
have particular implica-? 
tions for ADP operations. 



True 
False 



The Loss .Control ^Plan should be 
implemented as part of COOP. 



1. 
2. 



True 
False 



Which of the following guide- 
lines should a DP technical 
manager use to develop emer- 
gency measures? 

1. Notify online users of 
the service interrupt 
tion 

2. Cover ADP hardware » 
* with water proof , 

material and leave 
the power on 

3. Ensure that the air- 
conditioning equip- 
ment is ori* 

4. All of. the above 
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•69. 



71. 



All pe*^>hnel should be instructed 
to take which of -the following 
security measures if an evacuation 
of work areas is ordered? • 

1. "Secure unclassified materials 

in desks or .f ile , cabinets 

2. Turn off equipment but leave" 
room lights on 

. 3. Close the doors as areas are 
evacuated but leave the doors 
unlocked 
4. All of the above 

To assure that all safety require- 
ments of the ADP facility are 
satisfied, the DP technical 
manager and the operations 
division officer should periodic 
^ally review 'the protective plans 
at what frequency? 

1. Once a , month 

2. Four times a year 

3 . Twice a year * 

4 . Once a year 

The emergency response 'plan for a 
fire emergency should include 
. wHich of the following steps? 



4-73, 



4-74, 



72. 



4-75. 



Assess life-safety -hazard 
Initiate loss control proce- 
dures 

Both, 1 and % afciove 
Contact insurance company 



Backup operations may take place 
onsite following which of the x 
following conditions? \ 

1. A partial loss of capability 

2. .Major damage or destruction 

3. Both 1 and 2 above 



When backup operations are con- 
sidered, quite often ADP manage- 
ment will find which of the fol- * 
lowing situations? 



An exact replica of the 
onsite ADP system is 
not available for 
backup 

The time available per 
day is less than what 
is needed to complete 
all assigned tasks 1 
Both 1 and 2 above 
Backup operations- are 
not needed v 



3, 

4 ; 



For the purpose of making 'back-up 
resources available, which of the 
following tasks can be set aside? 

1. v JJong-range planning 

2. Program development 

3. Long cycle processing 

4. Each of the above 

When considering back-up^alterna- 
tives/ which of the following 
substitute procedures may be 
implemented during an emergency? 

1. A punched card input could be 
used for a failed telephone 
input , * * 

2. Batch processing could be 
substituted for -online 
processing 

3. Print tapes could be carried 
to a backup facility far 
offline printing 

4 . Both 2 and 3 abovds 
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Assignment 5 



Physical Security and Privacy 'Act Requirements 



/ 

/ ' 



Textbook Assignment: DP TECH 1 & C, NAVEDTRA 10265-D; pages 3-20 through^ 3-33 



QUESTIONS 5-1 AND 
TRUE OR FALSE . 



5-2 ARE TO BE.. JUDGED 



5-1, 



5-2. 



/ 



5-3, 



Where compatible hardware is not 
available, it<may be feasible to 
maintain a second software pack- 
age as a. backup system which is 
functionally identical to the x 
regulars-package but technically 
compatible with, the off site ADP 
hardware that is available for 
backup use. 



True 

False'' 



To stretch available backup 
resources, it might be\feasi- 
ble to halve the cycle time 
for a* task, that is, run a 
daily- task twice a day. 



2. 



True 
False 



When evaluating alternate backup 
modes and offsite facilities, the 
DP technical manager should con- 
. ^ider which of the following 
factors? 

1. Transportation of personnel 
with "needed supplies and 
materials 

2 m Maintenance personnel at the 
offsite location 

3. Overtime cost factor for 
civil service personnels 

4. -All of the above 



5-4. When developing the optimum backup 
plan, it is wise to form several 
backup plans, one of which has 
Which of the following character- 
istics? * 



/ 



Extends beyond the cause of 
delay 

Lasts at least half the time 
required to reconstruct the 
facility 

Includes one or more operat- 
ing periods between minimum 
duration and worst case 
Includes each minor partial 
failure 



IN QUESTIONS 5-5 THROUGH 5-8, MATCH THE 
BACKUP PLAN AREAS WITH THE CONTENT , , 
DESCRlAlON. x 



5-5, 



5-6, 



5-7'. 



5-8, 



A. BACKUP 
PLAN AREA 

Perfor- 
mance spe- 
cif i-ca-- 
tions 

'User 
Instruc- 
tions * * 

Computer 
system 
specifi- 
cations 

Adminis- 
trative 
informa- 
tion 



B. CONTENT DESCRIPTION 

% 

1 . Adm i n i s tra t iv_e - 
information abou,t 
the terms of backup 
use 

2. Special personnel 
assignments, use of - 
special messenge£%, 
temporary ' employ- " 
ment * 

3. Requirements of 
different input * 
formes 

4. Specific ways in 
which performance c 
of each task 
departs from 
formal 



5-9. 



TBe process of recovery will be 
carried out more effectively 
.and economically .if 



2. 



3. 



4. 



personnel other than ADP 
staff handle recovery 
the ADP staff handles 
recovery 

the ADP staff and users. 

handle recovery 

the users handle recovery 



5-10. 



Which of the following 'tasks 
require completion before 
recovery .from total destruc- 
tion is achieved? 



» 1. FacT^ity modifications 

2. Hardware procurement 

3. Hardware, equipment, 

T and materials verifi- 

cation 

4 . All of the above 

IN ANSWERING QUESTION 5-11, REFER TO 
FIGURE 3-12 IN TEXT. ' 



5-*ll. 



Before the electric power and air * 
conditioning can be installed, 
which of the following recon- 
struction steps must be completed? 



Procure *ADP^ hardware 
Procure needed floor space 
Procure .supplies needed fot 
check out 
All of the above 



QUESTIONS* 5-12 AND 5-13 ARE TO BE JUDGED 
TKUE OR FALSE. 



5-12. 



The availability of needed back-up 
files may be tested by repeating a 
particular task using onsite hard- 
ware biit drawing everything else 
from the off site location. " 



Learning Objective: Identify the proce- 
dures to be followed w}ien conducting a 
physical security * audit of an ADP 
facility . 



5-14, 



5-15. 



5-16. 



Tri\e 
"False 



5-17, 



5-13. 



Compatibility with the offsite< 
facility needs to be verified 
only one time. ^ 



1. 
2. 



True 
False 



Which (bf thefollowing is/are ^ * 
(a) standard^) for an ADP 
facility audit? 



1. 



Is ^ independent and 
objective 

Examines the information 
system and its use 
Both 1 and 2 above - 
Should be the first ele- 
ment in y a physical secu- 
rity program 



The characteristic of an audit 
being independent and objective 
implies that the audit 

1. replaces normal management 
, inspections 

2. fis a substitute for manage- 

ment reporting systems 

3. complements normal manage- 
ment inspections , 

4. is a part 0 of normal manage- 
ment visibility 

* t 
An audit can be expected to 
accomplish which of the fol- 
lowing tasks? 

1. It evaluates security 
controls^ for the ADP 
facility 

2. It provides each level 
of management an oppor- 
tunity to. maintain its 
current security program' 

3. It provides the impetus 
to keep workers and 
management complacent » 

4 t . Each of the above^ 

Iti determining the frequency of 
internal audits, the ADP techni- 
cal manager, should consider 
which of the following factors? 

1. The frequency of external 
audits 

2. The »rate of change of the. 
ADP system , 

3. Fne results -of previous 
audits 

4 . All of the above 
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QUESTllNS 5-18 THROUGH 5-21 ARE TO BE 
JUDGED TRUE OR FALSE. 

5-18. One of the main principles of 
audit team selection is that 
members should be responsible 
for ADP' operations. 



5-19. 



5-20. 



5-21, 



5-22, 



5-23, 



5-24. 



True 
False 



The audit 'should be conducted 
by some department or facility 
within the .control of the DP 
technical manager. 



1. 
2. 



True 
False 



The character of each prospective 
audit team member is not a con- 
sideration for team selection. 



1. 
2. 



True 
False 



J 



The leader of the audit team must 
be able to organize the efforts, 
prepare a good written report, 
and communicate findings effec- 
tively. 

1. True 

2, False ' r - 

Which, if any, of the following 
characteristics is/are NOT 
desired for audit board members? 

1. Inguisitiveness 

2. A probing nature 
3.. Attention to detail 
4. None of the above 

The group of people who have the 
most to gain from an ADP facility 
audit are the 

1. members of the audit team 
*2; users of the facility 

3. members of the security force 

4. programmers in the facility 

One of the prime requirements of 
the audit team is that it consist 
of, people who are / \ 

1, objective 

•2 , subjective 

3. employed in the facility 

4, supervisors 



■i 



5-25. Which of the following is/are 
(a) characteristic (s) of a 
comprehensive audit plan? 

1. It is action-oriented a 

2. It lists actions to 'be 
performed 

3. It is tailored^ to the 

c> " particular installation 

4 . Each of the above 

5-26. The third step in developing a 
comprehensive audit plan is to 



review' documents to deter- 
mine the specified security- 
operating procedures 
examine the security policy 
and e^ract pertinent 
objectives 

eview the risk analysis 

lan 

examine the ADP facility 
organizatiptr"chart and job 
descriptions 



5-27, Which of the following questions 
should be considered when formu- 
lating the audit program? ' — 

1\ ^What measures are tested 

most frequently in day- ^ 
to-day opeitetions? 

2, What ai/e the critical' 
issues with regard to 
security? 

3, What audit activities ' 
produce the minimum 
results with the most 
effort? 

4 , Each of the above 

5-28. It is considered advantageous to 
test fire detection sensor.s 
under surprise conditions 
because of which of the follow- 
. ing reasons? ~ - 

1. '.It tests the response to 
alarms 

2. It tests the reaction of 
« the fire party • 

3. It tests the effectiveness 
of evaluation plans 

4 , Each or^tejteabove 
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5-29. 



5-3U 



5-32. 



Which of the following ^.s/are (an) 
advantage (s) gained from using a 
scheduled audit? 

* 

1, It motivates cleaning up 
loose ends 

2. It reveals personnel 
* complacenc 

^. Jet provide 
response t< 
4. All of th- 



5-34. 




a test of 
fire 1 
above 



5-35. 



-A surprise audit should fc>e 
approved by which of the 
^following pej^^ojmel? ( 

1. The Officer in Charge 
of the ADP facility 

2. The Commanding Officer 
of the command in 
charge of the ADP 

facility * 

3. Both 1 and 2 above 

4. The Commander of the 
District in which the 
ADP facility is" 
located 

In conducting an aud^t, the first 
step normally is to '* 

1. scrutinize the*ADP facility 
records ' 

2. interview the ADP personnel 

3. survey the ADP hardware 
capabilities of the 
facility 

* * 

When conducting an interview, the 
interviewer should follow which 
of the following guidelines? 

1. Strive to be open in dealing 
with the interviewees 

2. Avoid allusions to private 
information 

3. Avoid obscure references to 
other people j - 

4. All 6'f the above 



QUESTIONS 5-33 THROUGH ,5-35 ARE TO BE 
JUDGED TRUE OR FALSE. 

5-33. Any answer the interviewee pro- 
vides that appears to be evasive 
or defensive should be probed in 
some detail . 



5-36. 



5-37. 



-If the interviewer decides to 
tape-record the interview, it 
is recommended NOT to inform 
the interviewee of the taping. 



I. 
2. 



True 
False 



It is possible \o test the ade- 
quacy of programmed controls 
and data authorization by sub- 
mitting jobs that attempt to 
bypass these controls. 



1. 
2. 



True 
False 



Most security audits include test- 
ing which of the following activi- 
ties at ADP facilities? 

1. Fire detection 

2. Facility evacuation 

3. Disaster recovery 
\* Each of the above 

What is the requirement for how 
often the audit team should con- 
vene to review progress and com- 
pare notes? * 

1 . At the end of each day 1 s 
activity { * 

2. At the end of each' week's 
activity 

3. Every two weeks 
4,. Every three weeks 



: 38. After the completion of the audit, 
when should the written report be 
prepared? 

1. When requested by the supet- 
visor of the ADP facility 

^ being audited 

2 . When requested by the command- 
ing officer of the ADP instal- 
lation where the ADP facility 
is. located 

?. After an extended period of 
time so that team members 
can reflect on the audit — 
process 

4. Immediately after the audit 

is completed^* f 



True 
False 
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5-39. The person responsible for imple- 
menting the recommendations, 
received from an audit is the 



QUESTIONS 5-44 THROUGH 5-47 ARE TO B 



JUDGED TRUE 01^ FALSE 
5-44 



/ 



1. ADP technical manager 

2. facility officer in charge 

3. cdmmanding officer of the 
command ' 

4. district commander 

5-40. Tne best approach in assigning 
responsibilities for corrective 
action is s to summarize each 
major deficiency on a control 
sheet outlining which of the 
following areas?, 

1. Requirements and problem 
definition 

2. Action taken or required 

3. Responsibility and 
f ollow-uj5~ * 

4. All' o>f* the above 

QUESTIONS 5-41 AND 5-4 2 ARE TO BE JUDGED 
TRUE OR FALSE. a 



5-45. 



5-46. 



5-41. 



5-42; 



Semiannual reports are recommended 
for any audit control items still 
open. ^ 

1. True 
2 # Fal.se 

The Emphasis of the audit should 
always be negative so that an ^ , ■ 
objective evaluation is possible. 



5-47. 



True 
False 



5-48. 



Learning Objective: Identify the proce- 
dure d* thar the Privacy Act of 1974 
requires of ADP facilities handling 
personnel dat^ . 

5-43. Which of the following instruc- 
tion^ -provided guidelines for 
implementing security 0 safeguards 
required, to implement the 
Privacy-Act of 1974? 

"1. SECUAVINST 5221.5 

2. ^ "STECNAVINST 5239. 1 - 

3. OPNAVfNST 5510.1 H 

4. OPNAVINST 5510.131 



The identity of an individual 
requesting personal record 
information need not be* con- 
firmed before the information 
is released. 



True 
- False 



An individual must be granted ^ 
access to their personal files * 
on request. '* 



1. 
2. 



True 
False 



Any request from an individual 
concerning the amendment of 
any record or information 
pertaining to the indivi- 
dual must be granted. 

1 . True 

2. False 

Rules of conduct are established 
for the guidance of Department 
of tjie Navy personnel who are 
subject to criminal ^penalties 
for noncompliance with the, * 
Privacy Act. 

1., True, ^ * 

2. False 

Which of the following subsec- * 
tions of the Privacy Act (title 
5, section 552a) requires the 
use of safeguards to ensure 
the confidentiality 2rnd 
'security "of records? 

1. Subsection (b) • 

2. Subsection (e) (5) 

3. Subsection (e) (10) ■ 

4. Subjection (f) „ 



IN QUESTIONS 5-$ 9 THROUGH 5-52, SELECT 
FROM COLUMN B THE DEFINITION OF THE 
TERM IN COLUMN A. 



5-56. 



5-49. 



5-50. 



5-51. 



Data integ- 
rity 

Information 

Management 

Practices 

' Data Secu- 
rity „ 

Computer 

System 

Network 

Security 

Controls 



The protection 
of da£a from* 
unauthorized 
modification; 
destruction, 
or disclosure 
Hardware* and 
'software' tech- 
niques for 
controlling 
the processing , 
of and access 
to data and 
other assets 
Procedures for 
collecting, 
validating, 
processing, 
controlling, 
and distribut- 
ing data 
When data 
agrees with 
the source 
from which it 
is derived 



QUESTIONS 5-53 THROUGH 5-56 ARE TO BE 
JUQGED TRUE OR FALSE 

• . -4k 

5-53. \ A data security risk assignment 
, provides a s ba"sis for deciding 
whether fewer safeguards are 
needed for data. 

l\ True 
2,\ False 

*< 

Tfie\ seriousness of a risk depends 
on both the potential impact of 
"the Went and it£ 'probability pf 
occurrence. 

1. - 

• - 2. 

The ^participants on the risk 
assessment jteam should 
.^include experienced 'repre- 
sentatives from the facility 
responsible for managihg^ADP 
■ operations\ 

C True 

2. False 



5-57, 



5-58. 



5-59, 



Experience indicates that the 
mos't commonly encountered 
security risks are usually 
subversive 'attempts. 



Personal data can be retrieved 
from waste paper' baskets, mag- 
netic tapes, or discarded- 
files as a result of * . 

' 1. mistaken processing of. 
^ data * 
2. careless disposal of data 
3 * program errors 
4. improper data dissemination 

Data may be misrouted, mislabeled, 
or it may contain unexpected per- 
sonal .information as a result of 

1. improper data, dissemination 

2. input errors 

3. mistaken processing of data 

4 . program errors 

Which of the following risks 
should be considered if there 
are persons working' on the 
System who have limited 
access to the files? v 

1. Open system access ' 

2 . Dial -in access 

3. ^Open access during 
abnormal circumstances 

4. Each of the* above 



QUESTIONS 5-60 AND 
TRUE OR FALSE. ' 



5-61 ARE TO BE JUDGED 



5-60. 



Physica.1 ^destruction or disabling 
of the ADP system is 'normalTy a 
primary risk , to' privacy . • 



1. 
2. 



"True ' M f 
False 



5^61. 



All computer systems presently in 
use are vulnerable po deliberate 
penetrations- which can bypass 
security controls. 



1. 
2. 



True 
False 
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5-62., System personnel or the syst'eiti 
software can be mislead irtto 
*" performing an 0 operation that 
appears normal but ^actually 
results in,, unauthorized 
• access through a'rttethod ~. 

called 

f 1,. eavesdropping 

2. misicfefttif ied access 

3. spoof ing-actions 

, 4., subverting programs 

'5-63. Communications Lines can tfe 
''monitored" by unauthorized 
terminals * to obtain or, 
modify information or to 
gain unauthorized access to 
an ADP system 4 and is called 

1. subverting ^programs 

2. misidehtif ied access 
3* spoof irtg -actions 

4 . eavesdropping 
* 

5-64 . Information management practices 
h * include which of the following 
^ activities? 

1.. \Data collection, validation, 
• angl transformation 
. 2*. Information processing or 
I v tangling* - 
*• ,3^. Information control dis- 
play, and presentation 
4. All of the above 



f 



I 

Which of the following practices 
is/are suggested for the mainte- 
nance of personal records?^ 



5-65, 



Whi 
is/ 
in^ 



/9k 



of the following practices 
suggested for the v handl- 
personal data? 



Label recording media which 
contain data of local per- 
sonnel only 

Carefully -control products 
of intermediate processing 
steps' 

Maintain an up-to-date ' 
h^rd copy authoriza- 
tion list of all 
individuals allowed 
to access perspnal 
data 

Both 2 and 3 above 



a. 



Establish procedures for 
maintaining correct, current - 
accounting of all new per- 
sonal data brought into the 
^computer facility 
Maintain logbooks for termi- 
nals that are used to access ■ 
personal data* by system - m 
users 

Both 1 and 2 above 
Log each transfer of storage 
media containing personal 
data to the computer facility 



QUESTIONS 5-fr7 THROUGH 5-71 ARE TO BE 
JUDGED TRUE OR FALSE . 



5-67. 



5-68. 



5-69. 



5-70. 



5-71. 



A suggested data processing pro- 
cedure is to use control number's 
to account for personal data upon 
receipt only. 



True 
False 



Another suggested data processing 
procedure is to take^egularly 
scheduled inventories of -tape 
storage media only. 



True 
False 



Another suggested data processing^ 
procedure is to verity the ^accu- 
racy of the personal data aqui- 
sition and entry methods employed. 

• 1. True ' 

^2 . False * ' % 

V- • 

A suggested programming* procedure 
is to subject aLl* pro*§ ramming 
development and »modif ication^to a 
-double-check by the program H 
writer . ' 



1, 

2. 



True 
False* 



Another suggested programming pro- 
cedure is to inventor J x1&£^£nj*/' 

^programs c which process ,oir* access 

- personal data. s 



1. 
2. 



True, 
False' 
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A designated individual should 
be given the authority to 
oversee which 'of the following 
activities? 

1. The installation practices 
in the storage, 'use, and 
processing of personal 
data 

2. 'Tbe use of physical secu- 
rity measures, information 
management, and computer 
system access controls 

3. The interna*! u'ses and 
external* transfer of . 
data 

4 . Each of the above 



QUESTION 5-73 IS TO BE JUDGED TRUE OR 
FALSE. , " • 

t » 

5-73. Audit reports should *be main- 
tained for routine inspection 
and used to provide additional 
- data for tracing compromises 
of confidentiality. 



True 
False 



0' 
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-Systems Analysis 



Assignment 6 



Textbook Assignment: DP TECH 1 & C, NAVEDTRA 10265-D; pages 4-1 through 4-28 



Learning Objective : Describe the steps 
in a systems analysis procedure and 
define the terminology in systems, analy- 
sis as it relates to the military AD? 
community . 



6-1. 



6-2. 



*-3. 



The term "systems analysis" is used 
by individuals in which Of the fol- 
lowing career fields? 

1. Engineering 

2. Scientific 

3$ Data Processing 
4. Each of the above 
* \+ * 

The term ^analysis" is defined in 
which of* the following -Fecferal 
Information Processing Standards 
Publications? ' 1 . 

1. • FifeS PUB 1 

2. FIPS PUB 7 

3. FIPS PUB 11-1 

4. FIPS J>UB 31-2 / 

Of the following factors, which 
prevents the formulation of - 
exact rules arfd standards for 
systems analyses to follow? * 



<*X\ 'The use of shipboard „ 

compters * 
" '2. T^e U§e of the -COBOL 

language on sjiore- * N - 
based computers * 
3. The variety of dif- 
ferent ~data grocessv*. t m • 
ing systems t^at/the 
Navy maintains 
/• 4. The lack of air- 
conditioned spaces 
for a standard* 
r computer system 

6-4. The main objective/ -of a systems 
analysis, is €0 learn enough „• 
about a problem to implement 
a/an a * 

1. cost savings . « 

2T*r solution N 

3 . economic study # - T 
time schedule'* 



6-5. The Navy DP analyst's major func- 
tions involve solving problems 
for a command's 

1. present computer system 

2. future computer system 

3. operations department 

4 . programming ^department 

V 

Learning Objectives : Define <ADP terms 
as they are used in the AD? community . 



6-6. 



6-7, 



. 6-8. 



6-9. 



r 
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In which of the following areas 
should a systems analyst have 
extensive knowledge and back-* 
ground? 

1. Operations 

2 . Programming 

3. Data management 

4. All of the above , - 

In which of the following areas 
^should a problem analyst have 
extensive knowledge and back- 
ground? 

. 1 . Operations 

ADP management 

' mX *3'l ADP-oriented terminology 

4„ All of the above 

* <• 

I& which of the following areas 
"should a data analyst have 
extensive knowledge and 
background? < 

1. Writing system utilities 

2ft Programming FORTRAN ^ 

3. Programming COBOL 

4. All of the above 

A programming analyst should have 
v an extensive background in 



programming COBOL only 
programming ^FORTRAN onl^ 

. programming ' COBOL and -FpRTIJAN 

4 . operations 
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6.-10. 



6-11. 



6-12. 



Which of 'the following analysts 
should be a£le to solve complex 
. prpblems in- hardware 'and soft- 
ware interfacing? 

1. A de^ign^ analyst 

2. A programming ^analyst 

3. A data -analyst 

4. 5ach of. the above 

Which of the following items 
gives detailed instructions 
on how an analysis is con- 
ducted? 

1. A project request 

2. A systems study plan 

3. An analyst guide 

4. An operations manual 

A DP may become involved in' sys- 
tems design when developing 
which of the following areas? 



6-15. 



6-16, 



6-17. 



1. Software for a parent 
computer 

2. Hardware, for a parent^ 
Computer 

^Software and hardware 
^"^ior a new system 
4 V e\o*i of the above 

Learning Objective: Explain the basic 
working fundamentals of a systems 
analyst and state the knowledge 
reqirirements . 

6-13. What is the minimum number of 
-months experience required on 
a computer system to receive 
a DP 27 51 NEC? 

1 . One 

• 2. Six 

3. Three 

4 . Twelve 

QUESTION 6-14 IS TO BE JUDGED TRUE OR 
FALSE. , 

6-14. A voluminous 1 amount of material 
has been written about systems 
analysis in the DP rate train- 
ing manuals in the past. I* 



In which of • the following 
branches, at most ADP 
facilities', is .-a -systems 
analyst assigned? • 

1. „ Systems* analysis ' , * 

and desdgn 

2. Operations 

3 . * Programming 

4. Data management 

A systems analyst can be compared 
to a/an 



1. 
2. 

4. 



Operator 
Handyman 
Programmer 
Scientist 



Which of the following duties 
could be the normal responsi- 
bility of a systems analyst? 
/ 

1. Analyze hardware inter- 
faces 

2. Prepare reports 

3. ^Evaluate available 
terminology 

4. Each of. the above 



6-18. Of the following resources, which 
. should a systems analyst evaluate 
when a new computer system is 
) being implemented? 

1. Money 

2. Machines ' , , 
' 3 . Personnel 

4. All of the above 

6-19. Of the following ADP personnel, 
which one is the interface 
between. all branches. of an ADP 
facility? 

A 

1 . A programmer 

2. An analyst 

3. A data base' manager 

4 . An operator 

6^20. Of the following ADP personnel, 
which one deals least with the 
technical portions of an exist- 
ing system? 



1. 
2. 



True v 
False / 



1. An analyst 

2 . An operator 

3. A programmer 

4. £ data base manager 
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QUESTION 6-2l IS TO BE JUDGED TRUE OR 
FALSE. 



6-21, 



To. receive a 2751 NEC, a DP is 
required to possess a college 
degree in computer science. 



True 
False 



6-22. 




6-23. 



Six months experience in which 
of the following areas of work 
, is LEAST necessary 'to becoming 
a successfully trained DP, NEC 
2751, systems analyst? 



ramming 
ctronics 



After a minimum of how many months 
of ADP experience is an individual 
granted an analyst 2751 NEC? 

1. Five 

2 . Two 

3. Three * 

4. Six f 

A systems analyst with a 2751 NEC,, 
and possessing an extensive back- 
ground in programming, should be 
assigned to a "systems study team 
as a 

1. problem analyst 

2. programming analyst 

3. data analyst 

4. design analyst 



'QUESTIONS 6-25 AND 6-26 ARE TO BE JUDGED 
TRUE OR FALSE. , 



6-27. Next to experience, which of the 
following factors is MOST criti- 
cal in a person becoming a suc- 
cessful systems analyst? 

1. The ability to generate a 
systems study guide 

2. Dealing and conversing with 
people successfully 

3. Creating a systems study 
flow chart 

4. The ability to design a new 
• software/hardware, system 

Learning Objective : Specify tHe objec- 
tives and procedures for a systems 
analysis. Relate the problems that 
generate a systems analysis the 
different solutions which solve them. 



6-28, 



6-24. 



6-29, 



6-30, 



6-25. 



A DP^can become a qualified sys- 
tems analyst by completing this 
nonresident career course. 



True 
False 



6-31, 



6-2'6, 



A systems analyst must be skilled 
in the art™ and science of ADP 
problem solving. # 



True 
False 



'Which of -the following factors 
tyust an analyst determine when 
a problem exists? ' 



1. What is taking place 0 

2. What should be taking 
place j 

3. What does the user want 
to take place 

4. All of the above 

Systems analysis involves which 
of the following procedures? 

1. Collecting facts 

2. Organizing facts 

3. Evaluating facts 
"4^ All of the above 

» . . 
After the cost of a redesigned 
system is considered, the orga- 
nization 1 s information system 
is improved only if It 
increases the over<al 1 



input 
output 
speed 
storage 



Which of the following situations 
would usually generate a systems 
analysis study? * * 

\\ The present system sustained a 
single disk unit head crash 

2. * A user has a software problem 

3. A' system operates 24 hours a~ 
day , 

4 . Each of the above 

t 
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6-33. 



6-34. 



5 



QUESTIONS 6-3 2 AND 6-3 3 ARE TO BE JUDGED 
TRUE OR F^LSE. 

6-32. Most computer systems operate per- 
fectly, never need changes, and 
new requirements never exist. 

1» True • 
2. False 

The system has not been developed 
which is perfect and cannot be 
improved . 

1. True 
2/ False 

How many phases are in a systems 
analysis study for* a previously 
funded computer system? 

1. Five 

2. Six 

3. Seven 

4. Eight 

During whi6h of the following 
phases is the systems analysis 
study team appointed?" 

1. , Preparation phase 

2. 1 Interview/ survey phase 

3. Analysis/decision phase 

4. Dresigr\Dhayse ^ " 

During which of the following 
phases is the scope of the 
analysis* designed? 

1. Analysis/decision phase 

2. Preparation phase 

3. Design phase 

4. Interview/survey phase 

During which of the following 
phases is the systems analysis 
study plan prepared? 

1. Interview/survey phase l 

2. Design phase 

3. Analysis/decision phase 
4/ Preparation phase 



-35. 



6-36. 



6-37. 



FOR QUESTIONS^-38 THROUGH 6-46, CHOOSE 
PROM COLUMN B THE SYSTEMS' ANALYSIS PHASE 
WHICH IS DESCRIBED IjN COLUMN A. THE 
RESPONSE'S IN COLUMN. B MAY BE USED MORE 
THAN ONCE. 

A. PHASE B. SYSTEMS 

DESCRIPTION ANALYSIS PHASE 



6-38 . Additional 

equipment is 
selected 

6-39. Netf programs 
are tested 

6-40. The data end 

files i-nvolved 
in the analy- 
sis are deter- 
mined . f 

6-41. All facts per- 
'taining to 'the 
J analysis study 
are collected' 



6-42. 



6-43. 



6-44', 



6-45. 



6-46, 



The collected 
facts are ana- 
lyzed 



itf^vi 



1. Interview/ * 
survey phase 

2. Analysis/ 
decision phase 

3. Design phase 

4 . Implementation., 
phase 



IntCTViews are 
conducted 
> 

If the results 
of an analysis 
are negative, 
a recommenda- a 
tion is sub- 
mitted to upper 
management NOT 
to implement 
the analysis 
request 

New software/ 
hardware modi- 
fications are 
designated 

Tests of tHte 
new system a^e 
performed and 
evaluated J 
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Learning Objective: Determine the work- 
ing requirements of an analysis study 
team. Explain the different analysis 
phases and each step in a complete sys- 
tems analysis. 

6-47. Which of the following conditions 
will determine the number of mem- 
bers appointed to the study team? 

1. The documentation required 

2. The overall workload involved 

3. The type of analyst required 

4. The type of analysis required 

6-48. A total systems analysis is con- 
ducted in accordance with what 
SECNAVINST series? 



1. 
2. 
3. 
4. 



5210.131 
5220. 10 
5233.1 
5 238.1 



6-49. For a small 'systems addition, a 
minimum of how many analysts are 
usually assigned to conduct the - 
study? 

1. Five 

- 2. Two / 

3. Three* 

• 4. Four ' 

6-50. The first phase of a systems 
analysis study is the 

1. interview/survey phase 

2. preparation phase 

3. analysis/decision phase 
4 . design phase 

6-51. Of the following minimum totals, 
how many basic steps are in . 
phase 1? 

1. 10 

2. 15 

3. 20 

4. * 26 

6-5 2. In which of the following steps 
of phase 1 is the study team 
appointed? * 



•l. 
2. 
3. 
A. 



Step 5 
-Step 2 
Step 7 
Step 9 



6-53. In which, if any, of the follow- 
ing steps of phase 1 is the 
scope of tHe analysis defined? 

1. Step 5' 

2. Step 2 

3. ' Step 3 

4 . None of the above 

6-54. In which of the following steps 
of phase l.is' the analysis study 
team indoctrinated? 

1. Step 5 

2. Step 2 • 

3. Step 6 

4. Step 8 

6-55. In which of the following steps 
of phase 1 are personnel inter- 
view schedules coordinated? 

1. Step 9 

2. Step 2 

3. Step 3 

4. Step 10 

QUESTION 6-56 IS T^BE JUDGED TRUE OR 
FALSE. 

6-56. The person in charge of the analy- 
sis should vi'ewyfche 10 steps of 
phase 7 as untfnangeable . 



1. 

2 J 



True 
False 



6-57. When there is a problem 6n an 
existing funded system, the 
systems analysis study is 
approved by 

1. the Chief of Naval Operations 
'2. the local command authority 

3. higher authority 
»4. the Chief of Naval Personnel 

6-58. 'if inexperienced analys'ts are 
' assigned to the analysis 

branch, what minimum total of 
analysts should be appointed 
to each analysis project? 

1. Five 

2. Two 

3. Three 
m4 . Four 
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6-59. 



Members are usually assigned to 
the systems analysis study team 
by the 



6-65, 



1. 
2. 

4. 



commanding officer 
executive officer 
OIC systems analysis branch 
petty officer in charge, 
systems analysis branch 



6-60. 



6-61. 



The scope statement of the analy- 
sis sturdy should identify which 
of the following elements? 

1- The operation 

2. The system or subsystem 

3. The areas affected 
4., Each of the above 

The scope of the analysis study 
should answer or identify which 
of the following problems? 



2. 

3. 
4. 



The nature and purpose of 
the work products desired 
The status of the system 
or subsystem (new or old) 
The data files involved 
Each of the above 



6-62. 



Of the following documents, which 
one gets the analysis off to a 
correct start? 



2. 
4. 



The operations manual 
SECNAVINST 5231.1 series 
The scope statement 
The documentation manual 



6-63. 



The fourth step of preparation 
(phase 1) is 



6 T 64. 



1. the setting of time schedules 

2. the setting' of time clocks 

3. the preparation of the scope, 
statement 

4. t-he- briefing of personnel on 
schedules 

How should the material be pre- 
pared for the analysis study '» 
plan? ^ * 

1< As a loose leaf binder 

2. As a bound document 

3. Inserted- in plastic covers 

4. Sprayed with plastic paint 



6-66, 



6-67, 



Which of the following items 
should always be included in 
a systems analysis study plan? 

1- The written authority to 
conduct the analysis study 

2. A written statement' of the 
mission of the analysis 
study 

3. $ schedule showing when 
each major Sstep is to, be 
accomplished 

4. All of the above 

In which of the following situa- 
tions should individuals be 
interviewed with .questionnaires? 



2., 



When the interviewee has a 
speech problem** 



When the interviewee takes 
annual leave 

When it is inconvenient to 
interview the individual 
i*n person 

When the interviewer is 
busy 



Prior to an interview, which of 
t*)e following data should be 
provided on an interview form? 

1 . Interviewee 1 s name 

2. Phone number of interviewee 

3. Project number 

4. All' of the above 



6-68. The remarks section of an inter- 
view form should contain a list 



of 




individuals to be interviewed 
appropriate questions for the 
interview 

manuals to be utilized in the 
interview 

phone numbers for the ana-ly- . 
'sis study team numbers 



-69. During the eighth step of prepa- 
. nation (phase 1) the analysis 
team should be briefed on 



2. 
3. 
4. 



the time element of t^he 
analysis 

the cost of the analysis 
all aspects of > the analysis 
the importance of coming to 
work on time 
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QUESTION 6-70 IS TO BE JUDGED TRUE OR 
FALSE . 

6-70. All team member's questions should 
be answered during the briefing 
given in step 8 of preparation 
(phase 1) • 

1, True 
2,, * Pa3.se 

6-71. Which of the following procedures 
should be accomplished in prepara- 
tion (phase 1) step 9? 

1. Interview schedules should be 
confirmed 

2, The analysis team should be 
oompleted » 

3. The questionnaires should be 
' completed 

4, Data files should be checked 
for duplication 



6-72, If time permits during prepara- 
tion (phase 1) step' 10, which 
of the following procedures 
is/are recommended prior to 
commencing detailed factfinding 
and interviewing? 

1, A few days l;eave to relax 

2, An orientation trip to 
the branches concerned 
with the analysis ^ 

3, A rewrite of all con- 
cerned documentation 
manuals 

4, All of the above 



<* 
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Assignment 7 

Interviews, Decision Making, anfl Data Base Management 

Textbook Assignment: DP TECH 1 & C, NAVEDTRA 10265-D; pages 4-29 through ^ 




Learning Objective: Recognize the proce 
dures and practices used to conduct per- 
sonnel interviews. Recognize the 
problems involved with interviewing ^and 
the different procedures available to 
conduct the interview correctly . 

7-1. The main purpose of the ; interview/ 
survey phase is to 

1. gather opinions 

2. gather facts ' . 
» 3. waste time 

4. k review hardware 

Sr 

7-2. Basically, fa^ts -are g t athei?ed 

using which of the following 
> procedures? 

1. Use existing d6cume/i1^tion. 
and survey t\fe problem' 
■ 2. Interview' i/fdividuals* in 
their envi/onmenfc . 

3. Document aftd collect data 

4. All of tb^ above 



- 7-5. 



7-6. 



7-3. 
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Who should control a systems analy- 
sis interview? 

1. The systems analyst (inter- 
viewer ) * 

2. The interviewee 

3. A bystander 

4. The commanding officer 

An interview should be conducted by 
the analyst in the office of the 

project manager 

2. analyst 

3. commanding officer 

4 . interviewee 



QUESTION 7-7 IS TO BE JUDGED TRUE OR 
FALSE. 

7-7. When conducting an interview, th'e 
'systems analyst should be apolo- 
getic for interrupting the inter- 
viewee's work schedule. 



Which of the following procedures 
is/are accomplished in step 1 of 
the interview/survey (pha^e 2)? 

1. Ensure that documentation 
manuals are current and 
determine that all proce- 
dures are being followed 

2. Ensure that the analysis 
team id not over tasked 

,3. Ensurer that operators 

follow orders 
4. Ensure 'that programmers 
follow orders 



7-4. What is the most powerful fact- 
finding tool available to the 
systems -analyst? 

1. Correct documentation 

2, Personal interview • 

3, Questionnaire 

4. Software 



1. 
2. 



True 
False 



7-8, 




Of the following practi< 
one should be f ol^lowed^itlng an 
interview to eliminate tffe need 
-for .the analyst to ret'ufn after 
thp interview to verify' facts? 

1. Listen carefully during the 
interview * 

2. Be assisted by another analyst 
to help remember the' facts 

3. Take no*tes during the interview 

4. Document the conversation the^ 
next day 



7-9. 



Which of the following techniques 
should a systems analyst consider 
during an interview? 



Do not make disparaging state- 
ments 

Be a good listener 
Ask frank and forthright ques- 
tions 

All of the above 



4 
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QUESTIONS 7-10 THROUGH 7-17' ARE TO BE 
JUDGED TRUE ORF&LSE. 



7-10, 



7-11. 



7-12. 



7-13. 



7-14. 



7-15. 



"Few individuals are nervous dur- 
ing interviews- 



1. 
2. 



True 
False 



Some individuals have a tendency 
to supply a/iswers that they feel 
are most favorable to the ana- 
lyst,^ rather than give facts as 
they exist during an interview. 



1. 
2. 



True 
False 



Some interviewee's will give 
information without 'actually 
checking their facts. 



true 
False 



A cautious person never withholds 
valuable information during an 
0 interview. * - 

1. ' True- 

2. False 

A resentful individual is perhaps 
the most difficult source from 
which to get any type of informa- 
tion. * 



1. 

2. 



True 
False 



An analyst should" NOT use tact 
when interviewing a resentful 
person.. - » 



1. 
2. 



True 
False 



7-16. 



The tone of the interview is a 
reflection of the physical* and 
mental attitudes of the 
interested parties. 



1. 

,2. 



True- 
FalA 



i 



7-17, A systems analyst should express 
-an opinion about the problem 
{ that is under 'analysis to the 
* V— .interviewee . : 



7-18. An interview should be limited, to 
which of the following* activities? 

1. Information gathering 

2. Fact gathering/ , 

3. Both 1 and 2 above 

4 . .Opinions 

7-19. What is the maximum time for an 
* interview at one setting? ^ 

1. One hour 

* 2*. Two hours 

3. Three hour^ 

4. Four hours 1 

7-20. If an interview is scheduled for 
an entire day, what is the mini- 
.mum break time that should be 
scheduled every. hour? 

1. Five minutes m 

2. Six minutes 

3. " Nine minutes * 

4. Ten minutes 

, 7-21. After an interview, which of the 
following items should be made 
using the information gathered? 

1. Notes 

2. A flowchart 

3. A SQftware program 

4 . A manual 

7-22. After the interview, a copy of 

the^interview should be returned 
for verification, corrections, 
arte additions^ to] which of the 
following individuals?' 

1. # The systems analyst 

2. ! The commanding officer 

3. The department head * 

4 . ■ The interviewee 

7-23. " Information about a document or/ 
source data should be recorded 
on which of the following mecjia 
as the information becomes 
available to the systems 
analyst? 

1. A worksheet 

2. A paper tape 

3. A magnetic tape 

4 . A punched card 



1. 
2. 



True 
False 
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7-24. A worksheet should contain which 
* * of the following entries? 

1. Opinions 

2. -Actual facts 

3. Both 1 and 2 above 

4. Estimates 

Learning Objective: Recognize the dif- 
ferent types of data and list various 
ways to* assemble information for deci- 
sion making. Recognize the proper way 
to sequence data and determine the 
correct manner in which to deal with 
large volumes of tata collected in the 
first 2 phases of the analysis. 

7-25. Which of the following is/are the 
primary purpose (s) of the analy- 
sis/decision phase? • 

1. To analyze bits and pieces of 
data ^ • 

2. To draw conclusions about the 
data 

3. To make recommendations to 
upper management 

4. All of the above 

7-26. The analysis/decision (phase 3) 
is divided into a minimum of 
how many steps? 

1. One 

2 . Two 

3. Three 

4. * Four 

7-27. What procedure is performed in 
the first step of the analysis/ 
k 'decision (phase 3)? 

1. " Collect documents 

2. Sequence documents ' * 

3. Interview individuals 

4. Draw conclusions 

7-28. Collected documents and data T for 

„ an analysis can be 'sequenced L 
into a mininunuo'f how many 
categories? 



7-29, 



\ 



1. One ' 

2. Two 

3. Three 

4. Four 



During which step of the analysis/ 
decision (phase 3) is .each docu- 
ment and piece of data information 
- ■ • studied? 

1. Step a 
x 2. step 2 - \ 

3. Step 3 
- 4. step 4 

7-30. When collected documents and data, 
are to be analyzed, which of the 
following items should be studied 
first? 

T.' Input to the system 

2. Output of the system 

3. Data in the system 

4. Documents for the system 

7-31. An understanding of which of the 
following items enables the 
analysis team to determine how 
information and data are trans- ♦ 
mitted into and out of the 
system? 

1 . * Programming 

2. Operations 

3. System communications 

4. System data files 

An analysis of material pertain- 
ing to processing and storage 
usually results in areas where 
which of the following duplica- 
tions is/are found? 

1. Duplication of effort 

2. Duplication of data elements 

3. Duplication of reports 

4. All erf the, above 

7-33. what is the actual purpose of. a 
system? 

1. Productive output 

2. Input 

3 . Data storage 

4. * Documentation 

7-34.; r> What statement dictates the type 
of locally prepared questions 
which should be asked about 
collected material? . - 



7-32. 



I 



1. 
2. 
3. 
4. 



The reason for the analysis 
The scope of the analysis 
The authority of the analysis 
The type of analysis 
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7-35. 



7-36. 



7-37. 



7-38: 



Locally prepared questions about 
the material to be analyzed 
should produce^ information upon 
which to base " t 

1. answers 

2. questions 

3. decisions 

4. conclusions 

An analysis study team should 
base their conclusions on 

1. opinions....- 

2. facts 

, 3v directions from higher 

authority 

4*. directions from the user' 
* 

In the analysis/decisitfn phase 
(phase 3), the fourth step is 
for the system's Analysis team 
to 

/ 

1. be reassigned to their- 
regular duties r 

2. make a* written report to 
the official who 
authorized the 'study 

3. collect any documents or 
data that are relevant 

^to the study 

4. interview the official who 
authorized the study 

In the analysis/decision phase 
(phase 3), which of the follow- 
ing items should be contained 
in the report to upper 
management? 

1. Specific recommendations 
for redesigning hardware 

—configuration or soft- 
wa re sy stems * 

2. Concise statements of _ 
* ^anticipated benefits 

as a result of enact- 
ing the project^ 
request 

3. A brief description of 
each modification to 
the present system 

4.. All of the above 



7-39. If a project request is disap- 
proved for implementation, a 
copy of which, if any, of the^ 
following i±ems should be sent 
to the user by upper manage- 
ment? s 

1. The project request 

2. The systems analysis study 
team's recommendation 
report 

3. The letter assigning, the 
systems analysis team 

4. None of the' above 

7-40. Which of the following personal 
factors does a systems analyst 
utilize to solve the problem 
that generated the systems 
analysis? s * 

1/ Post experience 
* 2 . I ngenuity 

3. Knowledge of ADP 

4. 'All of the above 

7-41. In what SECNAVINST series is the 
Mission Element Need Statement 
(MENS) explained? 

1. 5230.1 

2. 5231.1 

3. 5510.1 

4. 5510.131 

QUESTION 7-4 2 IS TO BE JUDGED TRUE QR 
FALSE. 



7-42. 



A paramount consideration in main 
taining an optimum system is to 
avoid duplication. 



4 



1. 
2. 



True 
False 



7-43. 



The design phase 4 of a systems 
analysis consists of what total 
number of steps? 

1. Five 

2. Six 
3; Seven 
4 . Four 
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The design or redesign of systems 
starts with the design or rede- 
sign of the, systems 

1. outputs 

2. inputs. * 

3. documentation 

4 . configuration 

When a new system is designed, a 
requirement for which of the fol- 
lowing items is generated? 

1. New disk pack(s) 

2. W€w*tape drive (s) 

3. New documentation 

4. New data element library (ies) 

.At most commands, the systems ana- 
lyst branch will be responsible 
for which of the following docu- 
mentation manuals?" 

1. Data Requirement Document (RD) 

2. Program Specification (PS) 

3. Data Base Specification (dS) 

4. All of the above 

Different output media and media 
type should be taken into 'care- 
ful consideration by which of 
the followipg individuals? \ 

1. The user 

2. The systems analyst 

3. Both 1 and 2 above 

4. The tape librarian 

To produce the desired output, it 
is essential that a new" software 
system have accurate 

1. input 

2. documentation 

3. card readers *■* 
terminals 

Good input design and output 
results can be judged only 
by the 

1. tape librarian 

2. analyst 

3. user 

4. commanding officer 

The first design consideration for 
any type of data base is the vali- 
dation of 

1. input data I 

2. output darta „ " ' 

3. cost factors 

4 . documentation 



7-51. How weU^the system functions and 
the qualify of output both depend 
on the quality and dependability 
of the 

1. % hardware 

2. data base 

3 . software 

4. documentation 

7-52. During which of the fpllpwing 
- " steps in the design phase does 

the systems analyst actually 
design the programs necessary 
to produce the^ users request? 

1. Step 1 * 

2. Step 2 >v 
, 3. step 3 

* 4. Step 4 

QUESTION 7-53 IS TO BE JUDGED TRUE OR 
FALSE. 



7-53, 



7-54. 



7-55. 



7-56. 



The systems analyst performs the 
actual technical functions of 
programming and detailed data 
f low charting . 



True 
False ' 



At the -completion of step 4 of 
the design phase, the systems 
analyst should deliver the - 
entire systems study plan to 
the 

1. ADP department head 
•2. . user 

3. programming branch 

4. operations officer 

During the implementation phase, 
which of the following branches 
* is responsible for the addi- 
tional coordination between the 
user and other branches? 

1. The users branch 

2. The systems branch 

3. The programming branch 
~4. The operations branch 

For the technical development of 
any system, which of the follow- 
ing publications should b'e 
followed? „ 

1. SECNAVINST 5231. 1 

2. FIPS publications 

3. Local command policy 

4. All of the above 
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7?57. burdng^frteh of the following 
e stejps of the implementation * 
phase should all testing be 
accomplished? 

I. Step 1 

' 2. Step 2 

3. Step 3 ' 

4. Step 4 s ^ 

7-58. During the testing stages of the 
implementation phase< which of 
the following requirements 
should be completed? 

1. All operations* 

2. All programming 

3. All documentation 

4. All of the abo\\e 

QUESTION 7-59 IS TO BE JUDGED TRUE OR ' 
FALSE.., , ^ 



"7-62. 



7-59. 



At the end bf any systems study, 
the systems analyst can^look 
back and see where improvements 
a'Vid different procedures could 
have been- used in the stufly. 



True 
False 



Learning Objective : Recognize the -dif- 
ference between data management systems 
and data base management systems, and ; 
define the terminology used within the 
ADP^fcommuntty when referring to data 



bases. 
7-60. 



7-61, 



Which, of the following improve- 
ments is/are claimed by manufac- 
turers- with each new software/ 
hardware innovation devel^ed? 

1. Better endurance 

2 . I ncr eased flexibility and 
speed 

3. Longer durability 

4. Increased ease and 
simplicity 

Disciplined data control is embod- 
ied in a set of management proce- 
dures which is characterized 3s 
«* « * 

1. cfcata base management systems 

2. data base organization 

3. data barse administration 

4. data management systems 

i 



7-63, 



7-6 4. 



7-65. 



7-66 



Whichof tfie> following pterins is 
defined as any representation 
such as characters, to which 
meaning is or might be assigned; 



1. Record. 

2. File 

3. Byte 

4. Data 



7-67. 



WJiich of the following terms i«* 
defined as a set of data, parfe 
or the whole of another set of 
data, consisting. of at least a 
one file, that is sufficient * 
for a given purpose <si^^or a 4 
given data processing system?^ 

1. Data base 

2. Data link 

3 . Data collection 

4. *Data base management systems^. 

Which of the following is charac- 
terized as a generalized software 
tool. 

1 0 A data base 

2. A Data Base Management System 

3. Data logging * 

4. A data medium device 

A software tool used to Mst all 
of the data elements in a data 
baseisa ' A 

-* 

1. Data Catalog / 

2. Data Elemenfe^Di rectory • 

3. Data Element Dictionary 

4. data jpem urn device 

The software tool used to tell 
"what" and describe each data 
element in the data base is a 

1. utility program 

2. source prdgram 

3. Data* Element Dictionary 

4. Data Element Directory 

Which of the following software 
tools is used to tell "where" « 
each data element's location* is 
in a ^data base? 

1. Data Element Dictionary 

2. Dat^a Catalog* 

3. Data Description Language ♦ 

4. Data Element Directory 
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The recording of *dat& about 
.events that occur in time • 
sequence is known as 

1. data striping 

2. data logging 

3 . • data storing 

4. data recording 




1 »: 
♦ 



7-69.. .Wh^ch of the. following characters 
or group of characters is used to 
identify an item of data? 

file number 
record address 
A data 'name* 
A data library 

. * * '. • 

7 r 70. Which of -the. following is an 
address which designates' the 
storage location of an item 
of dat^ to be treated as an r 
operand? # 

» 1. Index 

2. Absolute 

3. Indirect 

4. > Direct 

* • * . * 

7-71. A set of related records treated 
„ as a unit i's the" definition of *a 



7-72. Which of the following is a file 
in which the sequence has been 
reversed? 

- 1. Sequential 
2 Random * 

3 . Variable 

4 , Inverted 

7-73. What term is used to designate 
collection of related files? 

1. A library 

2. A cfata base 

f 3 . A master tape * 
4 . * An index 



7-74, 



7-75* 



• 1. 
.2. 
3. 
4. 



buffer 
file 
block 
►clata base 



•f 



Which of the following abbrevia- 
tions isra rfelated example of a 
pushdown' List? 

1. LIFO 

2. FIFO 4 ' . 

3. GIGO 

An ordered set of items of data 
is termed a/an ' - 

1. * organization 

2. list » 

3. *chajft 

4. .print , 
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Assignment 8 



Data Base Software 1 Tools and the WWMCCjS Operations Community 

Textbook Assignment: DP TECH 1 & C, NAVEDTRA 10265-D;^pages 5-10 through 6-7 



Learning Objective: Describe the duties 
of the individual who creates > manages^ 
and manipulates data base software tools, 

8-1. In -an ADP facility that has a data 
base branch within the organiza- 
tional structure, the DP performs 
the function of 

1. librarian 

2. data base administrator 
* 3. disk pack custodian 

4. analyst supervisor 

^ Which of the following is one of 
the main goals of .data base 
administration? 

1. To create data programs to 
calculate numbers 

2. To reduce the duties and 
functions of an analyst 

3. To optimize usage of data in 
a shared { data base environ- 
ment 

4. To aid managers in technical 
knbwledge of the system 

8-3. A key requirement for effective 
data base administration is 
having a/an 

1. software system that never 
faults 

2,. third generation computer 
esT system 

3. analyst that diagnoses only 
data \ 

t 4. technically competent DP 
staff 

» * 
QUESTIONS 8-4 AND 8-5 ARE TO BE JUDGED 
TRUE OR FALSE. 

$7 4. A data base can be better managed 
if each programmer controls and 
maintains his/her own data base 
ai^d files. 



8-5, 



8-6. 



8-7. 



8-8. 



Better controlled and more up-to- 
date data can result in increased 
responsiveness to the various 
user communities. *, 



h Trtie 
False 



8-9, 



Which of the following indications 
signify (ies) the need for data 
base administration? 

1. Proliferating data bases 

2^ Overlapping requirements 

3. Lack of data integrity 

4. All of the above 

What is the minimum pay grade 
recommended before a .DP should 
be appointed as a DBA? 



2. 
3. 

4. - 
All 



DP3 
DP2 
DPI 
DPC 



(a) 



requests 'or« 

(unusual) , (usual) 
violations of command policy con- 
cerning the data base should be 

coord inated with ' (b) 

, ^middle) , (upper) 

management . 




unusual 
unasual 
usual 
usual 



(b) 
(b) 
(b) 
(b) 



middle 
upper 
middle 
upper 



Wfcat minimum number of basic quali- 
fications should'' an individual 
possess before being appointed 
as a command's DBA? «*' 



1. Five 

2. Two 
3! Three 
4 . Six 



8-10. A DBA should possess what minimum 
number of months operations expe- 
rience on the system to which 
assigned? 

1* Five ~ ' 

2. Si* % 
3] Three 

4. Four • ' 

8-11. A DBA should possess what minimum 
number of months programming 
experience on the system to which 
assigned? 

1. Six 
_2___ 3 even 

. 3. Three 
4. Four 

8-12 . A DBA should have a thorough r 
knowledge of which of the 
• following SECNAV instruc- 
tions? 

1. 5200.18 (Series) " 
♦2. 520t),. 20 (Series) 

3. 4*233. 1 (Serie^) 

4. All of the. above 

i _ . 

QUESTION 8-13 IS TO BE JUDGED TRUE OR • 
FALSE « 



8-13. 



The DP DBA's organizational role 
is usually Sharacterized 
administrative only. 



1. 
2. 



True 
False 



8-14. 



$ Usually, a minimum of how- many 
D?s -are "charged with the 

, responsibility for Coordinating, 
controlling, ( and directing 
activities in a data base 
environment? 



1. One 

2. Two 

3. Three 

4. • Four / 



1. 



*2 



8-15. The.tSef inition of data elements 
and dat£ relationships should 
'be'&ased on which, if „ any, of 
t the following needs? 

v - 

On a clear understanding of 
each participating user 
community % % requirement 
On the^ programming language 
most often used by the pro- 
gramming staff 
On the typef of recording 
media determined to be . 
necessary by the opera- 
tions branch 
ipne of the - above 

' 8-16. Which, \t any, of the following 
languac/es should be utilized to 
^ defiipe and structure a d^ta 
bas£?, 

1. COBOL v 

2 . PASCAL 

3. FORTRAN or BASIC <t 

4. None of the above 

QUESTION 8-17 <IS TO BE JUDGED TRUE OR 
FALSE. 

8-17. The DBA should n6t tie involved 
with the procurement "of new 
hardware pertinent, to the data 
, base.. 

y 1. True J 

2. Falser » - 

8-18. h data base security function is 
intended to gu^rd ( against unau- 
thorized access to the " 

1. ADP facility 

2. computer room 

3 . data . base ' 

4 . tape library 

8-19i 'Of the following individuals, 
which" one(s) should be 
' ■ responsible for the continued 
.N ■ well-being oP the data base 
enviornment? 



1. The operations supervisor 

2. The tape librarian 

3. The DBA - * . . 

4. All of the above 



Learning Objective.'- Explain the differ^ 
ence between DBMS 'and DMS, and explain 
the unctions of software tools "utilized 
in a DBMS. 

8-20. A DBMS is a software system that 
is intended to manage and main- 
tain data in a <a) 

(redundant) , 
structure for the 



8-25, 



8-21.* 



8-22. 



8-23. 



3-2*. 



! 



(nonredundant) 

purpose of being processed v by 

/ (b)' applications. 

(single) , (multiple) " 

< 

1. (a) redundant (b) sing le 

2. (a) redundant (b) multiple 

3. (a) nonredundant (b) single 
4.. (a) nonredundant (b) multiple 

A DpMS retains relationships 
between different! data ele- 
ments, within .the 

1. CPU 

2.. tape controllers 

3. data base 

4. ADP facility^ 

A DMS is intended primarily to 
permit access to which of the • 
following areas? 

1/ Tape libraries » 

2. Already* existing files 

3. CPU 0/S macro modules 

4. * .Offline utilities 

The principle intent of a DMS is ' 
to perform which 6'f the following 
functions?" » , . • 

1. Report generation , ' 

2. Single' application inquiry 

3. Information retrieval 

4. " All of the above * 

DED/D systems are different from 
DBMS in that their main thrust 
is to provide • control over which 
of the following resources 
within an organization*?" 

1. • Hardware 

2. ■ Data * " " . * 4 

3 . iHPersonnel 

4. All of the above 



In ear ly^dfesignK of ADPS, data 
seldom crossed organizational 
boundaries. This situation 
resulted c in / . (a)' 

(single) , (multiple) 
definitions Qf the same data as 

(b) data 

■(independent), (dependent) * 
i files were generated creating J 
' data redundancy. f 



1. (a) single (b) 

2'. (a.) ? mu»tiple (b) 

3 . J^(a) single (b)« 

4. (a) multiple (b) 



dependent 
independent.^ 
independent ^ 
dependent 



8-26, 



The advent of DBMS helped solve 
many information problems by / 
organizing 



1 . data elements 

* 2. software tools 

3. ADP shops * 

4 . personnel • * 

QUESTIONS 8-27 AND 8-28 ARE TO BE JUDGED 
TRU£ OR FALSE.. 

"8-27. The DBMS has fully integrated all 
$ata resources witftln the Navy. 



4-28. 



True 
False 



The benefits realized from the 
DED/lS are*directly related to 
the effective col lection, spe- 
cification, and^lKanagement of 
the total data resources of an 
organizati<|n. * 

1. * True 

2. False - A 



8-29. Which-, if any, of k the followi-Rg 
is a deciding factor when * 
determining the name Tor a data 
base software package? 
♦ 

lV a 'The complications involved 
when controlling the usage 
'of the package 

2. The amount and type of < 
information the packageV 
provides the user 

3. The amount of core storage 
: the package utilizes in 

the CPU 

4. 'None of the above * , 



8-30. 



8-31. 



8-32. 



8-33. 



8-.34. 



Most of the commercially available 

* data base software packages are of 
which of the following ^ypes? 

> 

1. Data Element Dictionaries 

2. Data Element Directories 

3. Data Element Catalogs 
4.& Data Element Dictionary^ 

Directory 

A DED/D' provides the means for 
defining and' describing which, 
if any, of the following ele- 
ments of a da,ta base? 

1. Contents 

2 . Characteristics ^ 
Capacity 

4 . None of the above >^ 

The basic intent of DED/D 1 s secu- 

• rity features is to control / the 
access to - ^ 

the data elements 
the CPU 
*time sharing 
the computer room 



'8-36. 



1. 
2. 
3. 
4. 



Usually, who has the highest level 
of security control in a DED/D? 

1. The operations officer 

2. The data base administrator 

3. The ADP department head 

4. The systems analyst 

Aftar a DED/D* s dictionary/ 
directory function has been ^ 
grouped 'pt a primary or 
sec'or^ary, it can be* sub- 
diy<£aed, according to their 
implementation, into which 
of the following categories? 

1. Distinctive 

2. Freest^ncfing 

3. Dependent • 

4. 4 » Both 2 and 3 above 



QUESTION 8-35: IS" TO BE JUDGED TRUE" OR ' 
FALSE. 

8-35. A prdmary DED/D is always p#rt of 

another, system, such as a DBMS*. 



1. ' 
2. 



f rue 
False 



A subdivision,- freestanding or 
dependent DED/D, differs from « 
a? primary DED/D 1 s function only 
in 



theory 

implementation 
installation 
performance 



8-37. in the civilian market, ffceestand 
ing DED/Ds are known as 

"1. specific DED/Ds 

2. generalized DED/Ds 

3. perfect DED/Ds 

4. -DBMS-DED/Ds 

8-38. Which of the following software 
systems does a dependent -DED/D 
support? 

9 * 1. Independent utilities 

2. Compilers 

3 . D'BMS 

4 ; All of the alcove 

8-39. When interfaces are used between 
DBMS and DED/Ds, which of the 
following abilities is^are 
provided to the user? 

11 'The ability to define the 
data base to the DED/D 

2. The ability to generate 
^ata element definitions 
for a DBMS from an up-to- 
date DED/D 

3. The ability. to exercise ( 
control over the data 
•elements of a DBMS using 
DED/D facilities 

4. \,^J*4 of the abpve 

8-40. A secondary DED/D is an integral 
physical part of another system 
and functions as a(n) 



1. software and hardware inter- 
face ' ( ' y 

2. ' dat(i and 'file predef inition 

mechanism * , 

3. data transmitting software 
buffer 

'4. arithmetic subroutine to'the 
.operating software \ 
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8-41. 



The\ ' ' ^ ia) , f DED/D 

\(primary) ,V (secondary) 
has more security control over 



data \elements and has 



(b) 



_^ : reporting 



(extensive) , 
and retrieval 



8-4 2. 



(modest) 
capabilities. * 

1. /(a) , primary (b) -extensive^ 

2-. » (a) \secbndary (b) raddest 

3* (a) secondary (b) extensive' 

4* * (a) primary (b) modest 

W major advantage of utilizing a 
DED/D is that it helps the data 
base administrator % control and 9t 
maintain tihe data resources of 
an organization. 



1. 
2. 



'True 
False 



Learning Objective i Explain the purpose 
and functions pf'DQMS, SCHEMA, and SUB- 
SCHEMAS, | "» ** 



8-43.. Which of th ! e Allowing features 
of a DBMS i*> the most importa 

1. Easy access to the data 

2. j^. The stx>r(age and (maintenance , 
i of larg£\ Volumes of data 

3. The capability for sharing 

the data resources 
i **• 

QUESTIONS £-4 4 THROUGH 8-48 ARE TO BE 
JUPGED TRUE OR FALSE J ' 

8-44. . The DBMS has sblved all of data 
* '' base software * problems . 

1." True j . <, . 

* ' % . 2. False ' 



8-45. 



In a uBMS environment usees do not 
want to share their data with 
other users of , the data base.* 



8-47. 



8-48. 



8-49, 



8-501 



8-51- 



1. 
2. 



True 
False 



8t46. 



Technical and nontechnical DBMS 
users have different views of 
data. 

-1. v True #< * 

2. False 



£ conventional computer system 
has many application programs 
or systems using, different 
data bases and files. 



True 
False* 



On a conventional Gpmputer -system, 
a lesser chance of error exists 
when updating all the common data 
in different data bases than 
would exist if a DBMS was used. - 

1. True s # 

2. False 

Which, if any, of the following 
statements best describes a DBMS 
schema? ft 

1. It is the actual data in the 
data base framework 

2. It is the software descrip- 
*tidn of the operating system - 

3. It is t^e 'overall logical 
data base description or 
framework 

4. None of the above 

Which of the following litems 
enhance* security factors and* 
•help prohibit data compromise? 

1. A subroutine** 

2. A data converter 

3. - A # cryotron 

4 . • A subschema ' • 

Which, * if any^ of the following 
is a description of a. data item? 



1. An occurrence of a -bit in k 
• data base ~^ 

K 2u Art occurrence of the largest, 
unit of named data 

3. An occurrence of the smallest 
unit of named data^ 

4 . None of the above" 

8-52. A data aggregate is an occurrence 
Of a hameQ ooliection- of data 
items within a 



1. file 

2. system 
3-. record 
4. byte 
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8-53. A vector is a, t (a) 

(one-dimensional) , 

sequence of 

(two-dimensional) 

dat^a items, all of which have 

(b) chaxac- 

(different) , (identical) 
tesi sties. 

1. (a) one-dimensional 
- (b) different 

2. . (a) two-dimensional 

(b) different 

3. (a) one-dimensional 
i (b) identical 

4 . (a) two-dimensional 
(b) identical 

8-54. Which of the following is a 
unique value which identi- 
fies a record in the data 
base to a run unit? ' 

1. An actual key 
« ^ 2. A data base key 

3. ' A search key 0 

4 . .' A sort key 

8-5?. An occurrence of a named collec-- 
* tjion of records is called a 



8-58. In a DBMS environment, concep- 
ts* tually, what is the User Work- 
ing Area (UWA) ? 
» * 

1. A shop working area for 
' users 

2. An area provided for 
object programs 

"3. A loading and. unloading 
zone where data is. 
placed . 
4. A subroutine building 
area , * 1 

8-59. ^After the data base physical 

description has been* examined, 
which), if any,* of the follow- 
ing items keys the actual 
physical record to* be. reaci? 

1. DBMS 

*2. The^ object program 

3. The console operator - 
' 4 . None of ^the above 

8-6 0. When data has been requested by 
a DBMS, to which of the follow- 
ing areas does the operating 
system deliver the requested ' 
data from the data base?. 



V 



8-56. 



8-57. 



1. key* 

2. keyword 

3. set • 
4 . . mark • • * 

Each set occurrence must contain 
what minimum number of occur- 
rences of % its defined owner, type 

of record? . • * 

> 

1. One 

Z. } Two 1 - 

3. Three" , 

4 . Four 

A named $pl lection of records 
which need,* NOT preserve owner/ 
member refationships is called 
a/an 

1. ' Set * . ' * 4 

2. Area ' 

3. Data base key 

4. Data item - 



1. User Work Area (UWA) 

2. System buffer area 

3 . DBMS 

4. All of the above 



8-61. After the operating system has 
transferred data to the system 
* buffer area, where does ^the 
DBMS 'deliver ttte data to be 
utilized by a source program? 

1. ' 'A system work disk 

2. A system work tape 

3. The User Work Area (UWA)' 

* 4. System buffer) area 1 and 2 

v 

8-6 2. Which of the following items are 
contained in a Data Description 
Lang uag e ( DDL ) '? - 

1 . Reserved^ words ' 

2. Key words 

3. Literals . * 

4. All of the above a 



ERIC 
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.QUESTIONS 8-63 THROUGH 8-66 ARE TO BE 
JUDGED TRUE OR FALSE. 



8-63. 



There may be data types defined in 
the subschema Which" have charac- 
teristics and representations dif- 
ferent from those of any schema 
type. 



True 
False • 



8-64. 



8-65. 



The implementor may provide spe- 
cial conversion procedure^ in 
additionfto those provided in DBMS 
for implementing conversion rules. 

1. True 

2. False 

The relationship between a DDL and 
a DML is # the relationship between 
definitions and the host l&guage . 



True 
False 



8-66. 



A storage schema describes the 
representation of stored data 
in device independent terms. • 



1. 
2. 



True 
False 



Learning Objective: : Describe the differ- 
ent command structures associated with 
the .WWMCCS operations community . 

8-67. The WWMCCS community is supported 
by Hhat computer system? 

' 1. UNIVAC 1500 system- 

2. IBM 360/50 system 

3. Honeywell 6000 system 

4. UNIVAC 1100 system 

• 8-6 8. Elements of the ^jWMCCS are main- 
tained' to ensure maximum respon- 
siveness to wh%ph of the following 
organizations? 

• 1. ^National Command Authorities 
2. Joint Chiefs of Staff'* 'j . t 



8-70. 



8-71. 



What organization is the priority 
component of the WWMCCS? 

1.. NAVDAC 

2., NMCS y 

3 . NARDAQ 

4. NAVSEA ■ 

Which of the f ollowing^DOD Direct 
tive series provides^ policy guidf- 
ance and establishes responsi- 
bilities for the -management of 
.WWMCCS? 



1. 4730.1 

2> ' 5100.30 

3. 5510.1 

4. 5510.131 



6 



8-72. 



The effective operation and. sup- 
port of the^WWMCCS within the 
Navy* requires that it be. recog- 
nized as- which of the following 
types of systems? 

1. Symbolic 

2 . IMonosjcable 

3. Nonir/tecjrated 

4. Integrated 



QUESTIONS 8-73 AND 8-74 ARE TO BE JUDGED 
TRUE OR FALSE. 



8-73. 



The Navy's WWMCCS community isl 
supported only by a single 
Honeywell 6060 processor 
configuration. 



1. 

2. 



True 
False 



8-7*. 



The Navy's WWMCCS commupi^y 
.Honeywell 6000 systems are 
standard and NEVER vary in 
size. 



True 
Fa*lse 



8-75, 




I Fleet Commanders $ 
^ Unified Commands 

ThJ NCA consists of which of the 
followihg individuals? 



Unified commanders « 

2. ^ The* President ' 

3. The Secretary. of Defense 

4 . Both 2 and 3 above 



Which of the following OPNAVIflST 
Series s£ts forth 50'ftware/ 
hardware applications, operation^ 
requirements and complete jnaff- 
agement procedures of the WWtfCCS . 
new standard computer system? t • 



•1, 
2. 
3. 
4. 



5110.4- 
5200.16 
5230.12 
54<00.<i 
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WWMCCS Honeywell Computer 



Assignment 9 



Textbook Assignment: DP TECHA. & C ( NAVEDTRA 10265-D; pages 6-8 through 6-48 



Learning Objective: Describe the opera- 
tions of the General Comprehensive 
Operating Supervisor in the WWMCCS 
Honeywell Computer. *' 

9-1. In which ofJtYie following modes 
does the Holywell 6^)00 operate? 

1. Single-processing 

2 . Mu 1 tiprogrammi ncj 

3. Multiprocessing 

4. Both, 2 and 3 above 

9-2. The series 6000 Honeywell computer 0< 
was designed an^lfeuilt for maximum 



l.y downtime 
'2/ uptime 

3. maintenance 
# 4. " deallocation * 



9-6. £COS can supervise the concurrent 
execution of a maximum of how many 
. programs? , to 

1 . Twenty-one 

- 2. Forty-three £ 

3. Sixty-three 

4 . Seventy-two 



9-7. 



9-8, 



5-3. What software, main£fcins the status 
of all peripherals, memory, pro- 
cessors, and user jobs in the. 
system? 



1. DMAP 

2. PMAP 

3 . XREF 

4 . GCOS 



9-4 .^^tl£ allocator queue accommodates a 
^WBfanber of Jobs by using the system 



9-9, 



1. 
2/ 
3. 
4. 



ports 
scheduler 
monitor 
multiplexor • 



How are catalogs and files secured 
on the Honeywell 6000 computer? 

1. By an 'arined guard 

2. B^ passwords and permissions 
3.. By a time sharing soitware c 

package 

4. By a wired; source program 

Concurrent remote processing capa- 
bilities can be added to the 
Honeywell 6000 by including 
which of the following types 
of hardware? 



2. 
3. 
4'. 



Remote batch. processing card 
readers * 
Dual channel disk 
Front-end network p»cessors. 
Multiplex channel processors 



Which of the^ol lowing language 
capabilities is/are on the 
Honeywell 6000? 

1. ABACUS * 

.2. 1 ALGOL 4 

3 . FORTRAN 

4. All of tm above 



9-5.. GCOS allocates system resources to 
jobs in the allocator queue in 
accordance with the priority of 
. the - • ■ 

1 . queue 

' 2. system *■ A . 

' "3. Job . _ 

4 . programmer „ 



QUESTIONS 9-10 TH^QUG 
JUDGED TRUE OR FAL *" ' 




43 ARE TO BE^ - 



9-10. Batch mode prq^ rams can be 
"initiate^ from timesharing 
terminals. 



1. 
2. 



True 
False 



61 , 
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•9-11. 



9-12. 



The series 6000 Document Entry 
Subsystem (DS 6000) is a hard- 
ware system only. 



TrUe 
Fali^e 



The message switch -system stores 
messages in a journal before 
forwarding it. to' the addressed 
destination. 



9-17* Which of the following system 
modules controls da.ta communi- 
cation functions and provide 
services to remote users? 

. 1. Input/Output Modules 

2. Data Entry Controller 
Modules 

3. Front -En£ Network Pro- 
cessor Modules 

4. Processor Modules 



?-13. 



9-14, 



9-15. 



1. 
2. 



True, 
False 



The message switching dimensions 
control is entirely within the 
Honeywell 6000 CPU. 



True 
False 



The 'Total Onlirte Testing System 
is composed of what Minimum num- 
ber of subsystems? 

1. Five • 
" 2 . Two 
3. Three 
.4. >■ Four 

What maximum number of concurrent 
diagnostic programs can operate 
with user programs under the GCOS? 

1. Six 

2. A Seven 

3. Eight\ 

4. Twelve 



9-18. The Honeywell 6000 GCOS operating 
system automatically adapts 
itself to control any 

^ 1. Honeywell 6000 equipment 
/* - configuration j 

2 . manufacturer 1 s* equipment^- 
configuration 

3. software packages 

4. logic circuit boards 

9-19. Every processor and IOM connects 
to each memory module through 

,JL . .channels 
ports 

3. conduit 

4. plug boards '* - 



9-20.' Each memory module is composed of 



1: CPU 

2., system controller 

3. ~ associate^ memory units 

4. system controller an£ 
associated memory units 



Learning Objective : Identify the hard- 
ware char act eristics of the WWMCCS ' 
Honeywell Computer, < 

9-16. Which Qf the following system 
modules provide the required 

. > amount t>f directly addressable 

primary memory? * 



* 1. Bulk Store Subsystem 

Modules 

* 2„ Memory Modules 
""3. Propessor Modulejs 

4. Input/Output Module* 



9-21. The memory module served the pro- 
cessor by acting. as a 

1. program executor 

2. arithmetic calculator 
'» 3. logic manipulator 

4. passive system component 

, 9-22. Each access in tfce memory module t 
is composed of 2 parity ^lists and 
what maximum' number o*t 9*-bit 
bytes?' 

" '1 1. Eight ~ « 

2. Ten 

3. Twelve ^ 

*4 . Pour v # ^ • 



■J 
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^ 9-23 



9-24. 



9-25. 



. The Honeywell 6000 series memory' 

organized into what maximum 
^Vnumber of word blocks?* 

* 1. 256 

2. 1024 

3. 4096 
3. 9999 

The memory's system ^controller 
has what maximum number of 
•parts, for connection to active 
modules? 

1. Six* — ' 

2. Seven 

3. Eight ^ 

4 . Four ** 

Which of the fottowitjf benefits 
is achieved £y operating the 
memory module on a 72-bit 
parallel^ basis? 



'OPTIONS 9-29 THROUGH 9-32 ARE TO BE 
JUDGED TRUE OR FALSE. 

9-29. When the processor is r in master 
mode, GCOS allows unrestricted 
♦ access to all of memory. 

^ 1. True 
2. False 



9r30, 



When the^ processor is in slave 
mode, user programs cannot be 
executed. 



1. 

2. 



True 
False 



9-31, 



1. 

2. 

3. 
4. 



0 9-26. 



9-28.' 



Less tape wear 
More system 'usage of 
software ' 

Increased system throughput 
Less powAsr consumption _ 

The processor's operation unit 
performs which of the following ' 
operations? 

1. 'Arithmetic^/ 

2. Instruction fetching 

3. * Address preparation } ' 

4. All of the *bove 

The processor's control unit per- 
forms which of the following " , \ ) 
operations? # If 

1%' Arithmetic 

2. Logic " ■• v 

3. . Data storing 

4. All of the above 

The processor ^as what maximum 
number of different ,modes of 
operation? t > , 



9-32, 



When the processor is in slave 
mode, program execution is 
limited by a time register. 

1. ;True 

2. False ^ ' 

The Base Address Register (BAR) 
is used for memory protection 
functions in the master mode. . 



'1. True 
2. False 



9-33. 



9-34. 



Which of the following registers 
contains the absolute address of 
a users program? , j> 

1. The*J»timer register 

2. The BAR. register * <~ 

3. "The $ register 

4. The 0 register 

The- timer ^register is used by the 
GCOS to time programs for which 
of the following transactions? 



1. Input quantity 
, 2. "Output quantity 
^3. Automatic termination 
4. Priority change 
f 





1. 


One 




2. 


Two 




3. 


Three 




4. 


Four 


♦ 




4 



9-35. What minimum number of special 
processing status conditions, 
termed ."faults \ n is on the 
m Honeywell. 6000' computer? 



2. 
3; 
4 . 



Eight, . 
Sixteen 
Thirty-two 
Sixty-four 



• 
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9-34- 



9-37, 



9-38. 



Peripheral device operations are ^ 9- 
controlled by processor prepared 
control wor*d lists stored in 
which of the following area-s of 
memory? 



42, 



1. Arithmetic regMon 

2. ' Control region 

3 . Middle region t * 

4 . Communications region 

The communications region' of „ * 
memory is referred to as - 

' l. £cos • ' 

2'. Slave area 
3. IOM mailboxes 
•^4: Master area 

Each IOM Module' provides 'direct; 
access to what pieces of hard- 
ware? 



9-43. 



9.-44, 



Output time is reduced on the 
Honeywell 6000 through the 
use of multiple local and ^ * 
remote input/output devices! 

1. True 

2., ^False • - 

The DATANET 35 5 FNP has a memory *« 
size of 16,384 words only.' 



1. True 

2. False 



The DATANET 355 FN J? has a minimum 
"cycle time of how many micro- 
"seconds? ' _ * ' / 

1. One 

X. Two 

"3. Three 

4 . Four . 



Disk controllers f 
Tape drives 
Each memory module 
Unit Record Controllers 



9-45, 



4 



9 r -,39 . The IOM multiplexer^-i-s—the— eeer4i- 
nator of* which of the following 
system operations? 

1. 'Tape movement * 
' 2. Input/Output 

• 3. — Disk control 
*4. Printer speed 

9-40. What maximum number of I/O subsys- 
tems can be controlled pet IOM? 

o 1 . Fourteen 

2. Twenty-four \ > 
3; , Thirty-four J 

4 . Forty-four , 



46. 



What maximum number ©f adapters < 
on the DATANET 355 FNP viill 
accommodate a tot.al data trans- 
fer rate of 500,000 words per 
second? 



1.- 
2: 
3, 
4. 



Eight 
Sixteen 
Thirty-two. 
Four 



9-41* 



Each IOM can transfer what maxi- 
mum number of characters per 
second? ■ J 

1. Six hundred 

2. " Six thousand m i4j 
3; "Si* million 

• 4 . ' Six billion 



Learjiing Objective:* Describe the remote 
triplet/ outp lit -bperati&ns of the WWMCCS 
HonWywe^lh ^Computer . t « , 

QUESTIONS 9-4^i\ND 9-43 TO BE JUDGED 

TRUE OR FALS£v ° " \ - t / 



The DATANET. 355 is a storage- 
oriented computer%with whicl) 
of the following hardware 
modules fncludep? 

1. - independent memory 

2 . Processor 

3 1 Input/Output 

4. All of the above 



9-47. m The QATANET 355 t*NP c<in handle 
what maximum ^number of tele- 
printer users? 

1. 100 

2. 200 

3. 300 ' . 9 

4. 400 

9-48., The DATANET 355* FNP can handle 
what' max imuitt number of CRT 
subsystems? 



1. 

, 3: 
4. 



Eight 
Si«teen 
Thirty-two-* 
Sixty-four - 



•&4 
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9-4§. The multiline communication^ con- 
trol ler JISLA cat) utilize wha't 
maximum number' *of concurrently 
operating lines? 



9-55. The primary function of a control 
console is to provide for direct * 
communications" between the opera- 
tor and the * 



1\ 32 

2. 64 

3. 128 
'4. 256 



1. GCOS, 

2 . I OM 

3. DATANET 3 55 FNP 

4. DATA bank 



9-50. The HSLA channels can be confi- 
gured in any combination NOT to 
exceed what 'maximum number of 
terminals total per HSLA? 

1. Eight 

2. Sixteen 

3 . ' J Thirty-two 

4 . Sixty-four 

9-51.. What maximum number of terminals" 
can be connected to the DATANET 
'355 FNP through the LStA at 

w % na bps? 

1. sixteen 

2. Thirty-two k » 
-3. Fifty-two 

, r 4. Sixty-four 

Learning Objective : Identify the 60Q0 
Series characteristics of "the WWMCCS 
Honeywell Computer. * ' 



9-56, 



9-52. 



9-53. 



9-54/ 



wriich of the following* series - 
600 0 model computers have the 
Extended Instruction Set (£IS) 
processors? - • 

1. The 604.0^ 

2. The 6060 

3. . The 60 80 t c ' 

4. -All of the above 

All active 6000" series. modules 
connect to all system control- 
lers and have' common 6 access to 

1. printers m - • - 
2* slave systems* r 
3* "tape libraries ■ 
4 . memory * 

What maxamum number of stan 
•interfaces is availabletjgjftwi:' 
IGM for the connection of* J 
pheral controls? . \- 

l. a One ; : 
Two ' , ' 

<3.~ Three • *; r 

4. Four 



9-57. 



^9-581 



9-59, 



9-60, 




The master console connects to a | 
common peripheral interface 
channel of the 

1. " DATANET 35 5 FNP 

2. slave computer - 4 

3. IOM m 

4 . printer 

The console accepts^ input data 
via which of the following 
hardware devices? 

1. A channel 

2. A keyboard 9 

3. A magnetic tape 
4 . A d i sk 

On, the DSS18JB disk, data is 
grouped in what total number 
of continuously addressable 
§ectors? 1 



7 2 
< 720 
7-, 200 
72,000 



On the DSS181B ,&i$k, what; maximum, 
number of sectors is" accessible 
in each cylinder? 



1* . 36 
2: 360 
3. 3,600 
36,000 



On" the DSS1813 disk there- are \ 

(a) sectors per -track- 

(18) ; (20) \ < , 

and (b)» tracks per 

(18) r (20Y , J 

cylindeV. 



1. 


(a) 


18* 


(b) 


18 , 




2. 


(a) 


20- 


(b) 


20 




3. 


(a) 


18 


(b) 


20 




4. 


(a) 


20 


(b) 


18 
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On the DSS181B disk sufcrsystem a 
maximum* dual-channel crossbar 
}^ith 32 disk-pack drive's pro- 
vides a capacity of what maxi- 
mpnber of characters? 
I 

58i ( 9 thousand 
8 8\4 thousand 
*589 "million 

M million ^^\^- 



CR^JOl 




-6ii The CR2J^01 c ard reader 
^ what max imam number of 
per mini^e? 



can read 
cafds 



150 
500 
1,000 
1*050 



9-68. 



A DSS181B disk subsystem • s basic 
configuration can be expanded up 
to a 22L million character capa- 
city 'by adding what minimum 'num- 
ber of additional disk-pack 
drives? 

1. . Five 

2. -;Two 

3.. 'Th^ee 

4.^ Four ^ . i 

On the MTH500 magnetic tape 
handler, the average rewind 
speed is ; . J * . 

1. 500 ips k 

2..* 200 ips * 

3 . 300 ips 

4. 400 ips 



The PRT30 3 train printer can 
print wjrat maximum number of 
lines per minute? J ^ . 



1. 
2. 
3. 
4. 



600 
800 
1,100 
1,150 



9-69. 



The PRT3*o!i has which, if any, of 
the following features? - 

1. Photo-cell print train 
2"!, Power-driven nood . * 
*3. ' Swing -*out paper solders 
4. None of the above"' , - 

The PRT303 can print an original 
and what maximum' number of 
copies? i * 



9-70. 



1 



Which of the following tape » 
densities is/are provided on 
the MTH500? ■* 



1. 

2. 
3. 



556 BPI 
800 BPI 
1,600 BPI 



■4. .All of the abo* 

A single-channel magnetic tape 
subsystem connected to an IOM 
permits reading 4>r writing 
any "one of what 'maximum numfcer 
of. magnetise tape units connected 
to that control? 

1. Six , 

2. Eight , ' . \ \ 

3. Twelve " ' ' . m 

4. Four 

What maximum number' of uriit record* 
devices can be controlled simul- 
taneously by a unit record control? 



Five • , 
Two ^ 
Three 
Four 



e standard print trains for th 
PRT303 are the BCD set with 
< (a) pr'ijitable pHaracters 

(63) , (94) 

and *the ASCII set (upper/lower- 
case) with (b) printable 

(63) , J94) 
characters? > 



.1. 
2. 
*3. 
' 4. 



(a) 63 

(a) 94 

(a) 94 

(a) 63 



(b) 63 

(b) 94 

(b) 63 

(b) 94 



4 



9-72. *rhe printer skips paper ^a 

^whaf€ maximum number of aicjhes pe 
second? , . 



1. 

3. 
4. 



Six 
Seven 
Ei.ght 
Four 



1. 

'2% 
3. 

* '4. 



Fif €y 
Sixty 
Seventy 
Eighty 



^66 
t 



■23? 





• ■* 
■% 




• 1 * % • 


9-73; 


'The CHRZ301 card reader .uses which, 
if any, of the following types of 
cafcd input devices? 


9-74. 


The CI^Z301 card reader has a maxi- 
i mum stacker capacity of how many * * 
' cards? ' ; . 


* 

% * 

• 


• 1. Vacuum advance 

2. Photoelectric 

3. Manual feed » 

4 . ' None of the Bbove 

t x 
% % 




1.. 1,000 > , ' ; 

2. 2,000 

3. 2,5Q0 t " 

4. {,.000 *• . . .i 
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ssignment 10 



Documentation 



Textbook Assignment* DP TECH 1 &'cj NAVEDTRA 10265-D,- pages 7-1 through 7-38' 



" : 7 : 

Learning Objective: Recognize the defi- 
nition of documentation as it relates to 
AD? in the Navy and SECNAVINST 5233.1^ 
(Series )*. ♦ 

10-1. A document is any record that can 
* be described by which of the fol- 
* lowing characteristics? 

1. f Has permanence 

2. ' Can be read by a human 

3. Can be read "by a machine 

4 . Each of the above • 



IN QUESTIONS 10-6 THROUGH 1*0-9, SELECT 
THE DOCUMENT MNEMONIC FROM* COLUMN B 
THAT IS ASSIGNED TO THE DOCUMENT 
LISTED IN COLUMN A. RESPONSES IN 
COLUMN B. MAY BE US£D MORE THAN OfoCE * 



10-6. 
10-7. 



A. DOCUMENTS 



B. MNEMONIC, 



System/Subsystem 1 . FD < 

Specification ..2. SS V 

3. RD 

Data Requirements 4 . PS 
Documents 



10-2. ADP documentation preparation 
standards are discussed' in 
what SECNAV instruction . 
series? 

1. 5230.6 

2. 5231.1 

3. 5233.1 - * 
4l 5252.5. 



10-8. Program Specifi- 
cations 

' J 

10-9. Functional 

Descriptions 



10-10. Which of the following documents 
can include three manuals and 'be 
bound as one document? 



10-*3. 



10-4«. 



ADP documentation standards are 
discussed in what Department oft. 

Defense (DOD)„ instruction? 

' t 



1. 
2. 
3. 
4. 



5200.8 
-5228.1 

7935.1 
10462.1 



Upon adoption of ADP in, the Navy, 
which of the following methods of 
passing information became less 
desirable? 

1. From person to document 

2. Firom person to person 
3» From' document to person 
4.- From document to document 



10-5* Which of the following is/are (a) 
•purpose (s) of documentation? 



To help managers^ determine if 
requirements liave been* met 
To help managers determine if 
resources should continue to 
be expended < 
To record technical informa- 
tion 

All of the above 



2. 



1. Users Manual 

2. ' Project Manuals - > 

3. Program Specifications 

* 4. Functional Descriptions 

10-11. What is the maximum number pf 
■ J pages that should be % utilized 
in a project manual? 

1. 199 

2. 201 ' 

3. 299 ' 

4. 301 

io-12. Which of the following manuals 
are combined to create a 
project" manual? 

1. Users, Computer Operations, 
and Functional Description 

2. Computer Operations', Data 
'Requirements Documents, ; and 
Users 

3. '^Computer Operations, Users, 

and Program Maintenance 

4. Users, Program Maintenance, 
and Data Base Specifications 
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10-13. 




commanding officer may autho- 
e minimum <tocumentation 
requirements in a Users Manual 
unqer which of the following 
umstances? 

When programs'" have no iden- 
tifiable use elsewhere in 
the government 
When only E-6 personnel are 
assigned to the command 
When the computer mainframe 
has remote terminals 
attached 

4. When onl£ civilians ^are 
assigned to the pro- 
gramming staff , 

An annotated program listing 
should, be included in the 

1. Computer Operations 
Manual 

2. Users Manual 

5. Test PLan » 
4. Test Analysis Report 



IN QUESTIONS 10-15 ^THROUGH 10-18, SELECT 
T#E DOCUMENT MNEMONIC FROM COLUMN B THAT 
IS ASSIGNED TO THE DOCUMENT LISTED IN 
COLUMN A. RESPONSES. IN COLUMN B MAY BE 
USED MORE THANftONCE. " a 



10-14. 



A. DOC 

7 




B. MNEMONIC 



10-15. 



Computer Operations 1. 
Manual* 4 1 2. 



MM 
PT 

' 3. RT 

10-16. Program Maintenance 4. OM 
Manual 



10-1*. Test Plan 

10-18. Test' Analysis 
« Reports 



10-19. 



10- 



20. 



A document tfyat reports the 

results of a developmental 

study is a • - 

1. Technical Report 

2. Technical Note 

3. Test Plan 

4. Test Analysis Report 

A document that, provides proce- 
dures and otner information 
that does 'NOT logically belong 
in other types of documents is a 

1 . ..Technical Report 

2. Technical Note 

3. Test Plan N 

4. Test Analysis Report 



Learnirig Objective : Recognize in general 
the different components of each documen- 
tation manual, 

10-21. Of the following statements, 
which one is correct concern- 
ing the Computer Operation 
'Manual (OM) ? 

1. The *manual sets forth 
standards for tape 
lijbrafies. - 

2, .The manual is a self-.. ^ ^ 
standing document *. ' 
when all informa- ^ 

' * tional requirements 
are met 
« 3. The manual is designed 
to initiate a data base 
fi. The manual never contains 
precise or detailed 
information 

IN QUESTIONS 10-22 ^THROUGH 10-28, SELECT 
FROM COLUMN B THE COMPONENT'S STATUS 
(MANDATORY , AS REQUIRED, OR OPTIONAL) IN 
THE MANUAL FOR EACH COMPONENT LISTED IN 
♦COLUMN A. RESPONSES 1$ COLUMN B MAY BE 
USED MORE THAN ONCE. 

♦ B. COMPONENT 
A. COMPONENTS * STATUS 

10-22^ Table of con- 1. Mandatory 

tents 1 2. As required 

3. Optional 

10-23. Record of 
changes 

10-24 . Appendices 

10-25. Index* 

10-26. Front cover 

10-27. Special notices 

10-28 Back cover 



Learning Objective: Discuss, in brief, 
the information required on the front 
cjover of a document . 

10-29. The document .title and subtitle 
* on the front cover of a docu- 
ment may include which of the 
following items? 

1. The author's name 

k ' 2.' A page count 

3. The activity's short name 

4. A superseding statement 
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10-£0. Of the following items, ✓w^ich 
one(s) make(s) up the docu- 
ment number? 

1. A control number' 

2. A project number 

** 3/ Both 1 and 2 above 
4. A. stock number - 



10-37 A 



IN QUESTIONS 10-31 THROUGH 10-34 , SELECT 
FROM COLUMN B .THE CHARACTER POSITION 
NUMBER OF THE PROJECT NUMBER THAT 
UNIQUELY IDENTIFIES THE FUNCTIONAL • 
PURPOSE OF EACH CHARACTER LISTED IN v 
COLUMN A. RESPONSES IN COLUMN B MAY BE 
.USED MORE THAN ONCE. 



A,. FUNCTIONAL 
PURPOSES OF 
EACH CHAR- . . 
ACTER OF 
THE PROJECT 
NUMBER 

10-31. The character (s) 
that specify (ies) 
the function of 
the project 

10-32. The character (s) 

that identify (ies) 
organization 
-responsible for 
development of 
the project 

10-33. The character (s) 
that indicate (s) 
the requesting 
organization 



\ 

B. THE PROJECT 
NUMBER CHAR- 
ACTER POSI- 
TION 



First and 
second 
character 
Third % 
character 
Fourth 
character 
4. Fifth, sixth, 
and seventh 
characters 



10-38. 



10-39,. 



10-40, 



10-41. 



Which, if any, of the following 
types of characters is *used 'to 
identify a. document that hasV 
been revised? 

1. An alphabetic 

2* A numeric 

3. A special character 

-4. None of the above 

On what bas.is is the title page 
prepared for each document? 



1. Optional * 1 - 

2. Mandatory 

3. On an "as required" basis 

On 'whatt basis are special notice 
•components prepared for a 
document? 

1* Mandatory 

2. As required 

3 . m Optional t 

Of the following items, which 
one(s) is/are contained in a 
special notice component? 

1. Information concerning * 
the status of the ^ 
document 

2. Letters of promulgation 

3. Instructions for the 
d od urn en t s 1 ha nd 1 i ng 

4. All of the above 

An abstract component is manda- 
tory in which of the following 
documents? 



10-34. 'The character (s) 
that form(s) a 
serial number 



10-35. 



10^36/ 



Of the 'following control num&er 
characters, which one designates 
the classification of *the 
document?* 



10-42. 



1. 
2. 
3. 
4. 



The first 
The second 
The third 
The fourth 



Of the following characters, 
which one(s) designate(s) 
the^document type count in 
the control number? , 



1. The first 

2. The second and third 
3. 1 The fourth and fifth 
4. The sixth . 



A 



1. DS 

2 . PM * 

3. PS 

4. SS 

An abstract component does NOT 

exceed t __ , 

(250 words) , (25a sentences) 
is preferably 



(classified), j(un- 

, "<and summarizes the 

classified) 

function, scope, purpose, and 
content matter describf^f in the 
document. 1 



(a) 
(a) 

(a)' 

(a) 



250 words 
250 sen- ' 
tences 
250 words 

250 sen- 
tences 



(b) classified 

(b) classified 

a 

(b) unclassi- 
fied 
(b) unclassi- 
, f ied 
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10-43. 



10-44. 



10-45. 



10-46. 



10-47. 



10-48. 

i 



Of, the following lan'guage forms, 10-49. 
whidh one should NOT be included 
in an abstract component? 

1. Abbreviations 

2. Complete sentences 

3. Narrative paragraphs * 

4. Special characters - — / 

On what basis are table of con- \, 

tents"- components prepared far <a ,"10-50. 

document? 1 1 * * 



1, Optional ; * • y 

*2. 'As required 
1 3. Mandatory 

If a document is NOT expected to 
have frequent changes, when 
should a record of change com- 
ponent be inserted? 



10 -5T. 



1. 
2. 
3. 
4. 



When the document is printed 

When the document is canceled 

-When the document has figures 

When the document has its \ 
first change 



\ 



When classified pages are to be \ 
added within a change^ transmittal^', 
notice, which of the following 
document aomponents is mandatory 
as part of the change? 

A new index ^ 
A new abstract 
A new list of figures* « 
A new list of effective} pages 



10-52. 



1. 

2. 
3. 
4. 



10-53. 



The instructions, content require- 
ment, and format for which of the 
following documents should be 
reviewed prior to taking advance- 
ment in rate examinations? 

1. .UM 

2. PM 

3. MM 

4. Each of the above 



On what basis are Appendices pre- 10-54, 
pared for a document? 

1. Mandatory 

2. As required 
t 3. ^Optional 



Which, /if any, of the following 
appendices provides definitions 
for a'cronyws use^l within a 
document? 4 1 

1 0 • 

Bibliography 1 
References 

Terms and Abbreviations - 
None of "the above 



A reference appendix is provided 
in a document when more than 
^hat minimum number of sources 
is cited in the rtext? 

i 

1 . One 

2. Five ' . 

3 . Seven 

4. Ten 

Hcto should references be listed 
the reference appendix? * 

1. In numerical order \ 

2. In alphabetical order 

3. Jn command hierarchy 

4. In the order referenced in 
the text 

How should indirect reference 
sources be listed in the 
bibliography appendix? 

In alphabetical order by 
the author ' s* last name 
In alphabetical order by , 
the author's first name 
In alphabetical onder by 
the source ' s title 

n chronological order 
b^, the source's publish- 
ing date 

Oh whatlbasis is an index com- 
ponent prepared for a document? 

\ 

1 . Mandatory _ 

2 . As required v 

3. Optional ^ 

On what basis is a distribution 
component prepared for a 
document? 




1 . Mandatory 

2. As required 

3. Optional' 



\ 
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'10-55. On what basis is a back-cover 
component prepared for a 
document? 

1. Mandatory 

2. As required 

3. Optional 
' f 

10-56. Of the following elements, which 
one may be required on the Sack<- 
cover cpmponent of a document?- 

c 1. « The command's name 
2. The page number 

• 3. The activity's seal 

4. The security -classification 
if the component is classi- * 
fied* h 

■ Learning. Objective: Discuss, in general^, 
document 4 documentation requirements and " 
determining factors for documenting 
requirements at various AD? installations. 

10-57. Of the following individuals, 
which one is a main factor ir. 

* determining the number of 

" documents tp be provided for 
project? * . • 

1. fThe operations division 
x „ officer 

The^tape librarian *»„ 
'operations CPO 
ultimate user 



10r58 




10-59. 



should a maximum amount of 
documentation be provided for a 
project? 

1. Only when the IBM 03/360 * 
^system is used 

2. When the project is small 

3. When the project is simple 

4. When the project is large 
and complex 1 

0 

In figure 7-8 of the text, what 
is the maximum number of com- 
plexity factors assigned to 
each factor column? 

1. One 

2. Five ^ 

3. Three 

4. Four 



10-60. In figure 7-8, if there were 

•two (2) check marks in column, 
*. one,, three (3) check marks in 
p column two, and 'five (5) 
y , check marks in column four, 
what wouTd be the total 
project 1 s. complexity value? 

1. Seven 
" 2. Ten 

3. Twenty-one ' 

4. Twenty^eight 

10-61. At most commands, the function 
of establishing minimum docu- 
mentation requirements is 
delegated to the 

T. user • 

2. systems analyst; 

3. . head programmer 
4..' project manager 

Learning Objective': Recognize the dis- 
tinctive characteristics of each docu- 
ment type' and function * 

10-62. The FD (Functional Description) 
document should be written in 
whiqh-XLfL_the following types of 
language? 

1. COBOL 

2. Computer-oriented 
3 . FORTRAN 

4. Nohcomputer-oriented- 



10-63, 



10-64 



The term "data element" refers 
to a data element or its use 
in a 9ata system and is often • 
called the 

1. data user identification t 
2* data use identifier 

3. data system use 

4. data manipulator 

" Which of^ the following documents' 
may be written after the prepara- 
tion ^of an SS (System/Subsystem 
Specification) document to expand 
on the SS document requirements? 



1. 
2. 
3. 
4. 



A UM 
An OM 
A PS 
An FD 
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10-65. For -Which of the following 
individuals is a DS (Data 
Base Specification) docu- \ 
• ment prepared? 

f > 1. Programmers- 

• 2. Analysts 

3. 'Operators 

4. Users 

10-66, In some instances, a UM is the 
only document required 'for a 
computer program. Of the fol- 
lowing components, which one 
must also be provided with a 
UM (Users^anual) ? 

1. A program flowchart 

2. An annotated program source 
listing 

3. A formal explanation states 
ment ' > ' 

4. A systems study outline 

10-67. Of the following documents, 
which one gontainfedetailed 
information necessary to 
" * initiate, run, and terminate 
a particular system? 



10-70, 



10-71. 



10-72: 



10-73, 



1. 
2. 
3*. 

4, 



The PT 
The FD 
The OM 
The RT 



10-68.< 



Of the following documents, 
which one provides a pre- 
sentation of the computer 
program system tes-t 
deficiencies for review by 
management? 

1. The PT 

2. -The RT 

3. The PS 
4... The SS 



Learning Objective: Identify all aspects 
of project development . 
# » 

10-69. During which of the following 
phases of an ADS development 
life cycle is a project request 
prepared? 

1. ^During the. initiation phase 

2. '^ During the development phase 
3 / ; During ,the evaluation phase 
4. During the operation phase 
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10-74. 



10-75. 
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Of 'the following items, which 
one'may be included in a 
prqject request? 

1. Points of contact for 
additional data 

2. Desired milestone dates 

3. Environmental constraints 

4. Each, of the above 

I 

During tie development phase, 
which or" ^the following stages 
is included? - ^ 

1. Qesign 

2. Integration 

3. Installation 

4. Each of the ,above 

During what stfege of an ADS 
development life cycle is 
it determined if contractors 
are to be utilized? 



1. 
2. 
3. 
4. 



Initiation 
Definition 
Design 
Programming 



During *what phase or stage is a 
Functiona.1 Description (FD) ' 
document 'prepared? 



1. 

2. 



Definition 
/Design 



3. / Programming 

4 , Evaluation 

During what phase or s,tage is a 
Program Specification (PS*) * 
document prepared? 

1. Definition 
21' Desig/i 

3 . Programming . 

4. Evaluation 

During what phase or stage is a 
Computer Operation Manual pre- 
pared? 



I''., 
2. 
3. 
.4. 



Definition 
Design 
Programming 
Evaluation 
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A FINAL QUESTION: What did you think of this course? Of the text material used with the course? 
Comments and reconmendations received' from enrollees have been a major source of course Improvement. 
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